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A large and acrimonious public debate is in progress about por- 
nography, children, and the Internet. In its public policy dimension, 
the debate concerns how much and in what forms. if any, goverm 
mental, commercial, and even private regulation should be i n -  
posed on sexual materials available over thelnternet to protect chil- 
dren from exposure. 

The debate has led, among other things, to several pieces of federal 
legislation, including the 1996 Con~munications Decency Act (CDA). 
which was struck down by the Supreme Court in June 1997; the 1998 
Child Online Protection Act (COPA), provisions of which have been 
voided by Appeals Courts (U.S. Court of Appeals-3rd. Cir., 2000); 
and the 2000 Children's Internet Protection Act (CIPA). which was 
partially struck down by the Supreme Cou~t  in April 2002. There has 
also been state legislation on the issue (Noack, 2000a. 2000b), as 
well as two Congressionally mandated panels, the COPA comrnission 
(http:/1 www.copacommission.org) and the National Academy of Sci- 
ences ("Tools and Strategies for Protecting Kids From Pornography 
and Their Applicability to Other Inappropriate Internet Contentn- 
http:llwww.nas.edul). 

The points of view in the debate ave complex. There does appear to 
be some polarization around the dimension of the protection of chil- 
dren versus the protection of free speech, with the child protectors ar- 
guing for more government reg~~lation and the civil libertarians argu- 
ing for less. But in arguments around the utility of specific proposals, 
the points of view are not always predictable. Although some of the 
debate is philosophical and some is about kohnoiogical issues, many 
social scientific issues amenable to empirical investigation do under- 
lie considerable portions of the debate. Unfortunately, little infosma- 
tion has been available to test assumptions made about these social 
and behavioral issues. Here are some of the empirical issues that may 
be implicit in the discussions. 

HOW much exposure do children and youth actually have to sexual 
materiuls on the Internet? Some have portrayed the Internet as awash 
in sexual material and contact with it virtually unavoidable (Elmer- 
DeWitt, 1995). Others portray the sexual material as less endemic or 
fairly confined to certain domains. For example, citing a finding of 
fact agreed to by the United States Justice Department in its defense of 
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the 1996 Communications Decency Act, the U.S. Supreme Court as- 
serted. "Useus seldom encounter such content [sexually explicit mate- 
rial] accidentally" (US. Supreme Court, 1997). 

A very acrimonious debate took place in 1995 about how much of 
the World Wide Web was devoted to sexually explicit sites. An article 
in Time magazine cited research concluding that 883.5% of Usenet im- 
ages were pornographic (Elmer-DeWitt. 1995; Rinim, 1995). Other 
claims have been made that as many as 100,000 pornographic Web 
sites exist (Rice Hughes, 1998). Although these research claims have 
been extensively critiqued, none of the research addressed the under- 
lying question of interest to many parents and policy makers of 
whether children and youth were getting exposed. 

Under whut conditions are youth e,yo.sed? Most of the debate has 
proceeded around the assumption that exposure of children to pornog- 
raphy is a problem of parent-child conflict. Young people are pre- 
sumed to be interested in pornography, but some parents object to the 
way in which the Internet facilitates this access and makes it hard or 
impossible to enforce parental wishes. To the extent it is framed in this 
way, the problem may be seen as primarily involving that group of par- 
ents who wish to foil their children's sexual curiosity. and a matter of 
how much assistance government and public policy should give par- 
ents in a historically long-standing intrafamilial tug-of-war. 

But searching for pornography is not the only avenue by which 
children can be exposed; they can encounter it involuntarily as well. 
Increasingly, information has circulated about sites that intentionally 
try to trick people into entry by using keywords that will capture surf- 
ers searching on nonsexually related topics (e.g., "sports") or capital- 
izing on common addressing mistakes (the infamous "whitehouse. 
com" or "disnie.conl"). One of the major historical changes intro- 
duced by the Internet may not be how many children get exposed to 
sexual materials (youth access to at least some pornography may have 
already reached close to saturation with the erotic publishing revolu- 
tionof the 1960s and 1970s) hut how many getexposed involuntarily. 

This issue relates to the question of how to conceptualize the 
Internet medium as a content provider. Regulatory policies in the 
United States have taken a very different stance toward television than 
they have toward book stores, for example, at least in part because 
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consumers are deemed to have less voluntay control over television 
content, which is simply beamed into the home and affects whoever 
happens to be watching once the set is turned on. Many have consid- 
ered the Internet more along the lines of a bookstore, in which con- 
sumers actively search out and bring home content that they choose. 
The Supreme Court alluded to this distinction in its CDA opinion 
when it wrote. "The I-eceipt of information on the Internet requires a 
series of affirmative steps more deliberate and directed than merely 
turning adial"(U.S. Supreme Court, 1997). But if, in fact, agreat deal 
of sexual material is being viewed by individuals who are not taking 
"affirmative steps" to receive it; then the medium takes on more of the 
character of the television model. Whether or not the television model 
is an appropriate one to guide regulatory policies concerning the Intel-- 
net, there is nonetheless a very important difference for public policy 
if the problem is conceivedas, at least in part, helping consumers and 
children avoid intrusive exposures they do not want as opposed to 
helpingparentsrestrain children from exposures actively sought out. 

I s  e.xposure to sexual material izannfirl to children? Those advocat- 
ing for greater regulation of sexual material on the Intemet clearly be- 
lieve that exposure is harmful to some or all children. H a m  to children 
is one of the key concepts explicitly motivating and justifying COPA 
(1998). The free speech advocates. although they do not typically dis- 
miss harmfulness, could in most cases be characterized as less con- 
vinced about the severity or inevitability of ham1 caused by simple ex- 
posure to sexual materials. General public opinion, although clearly 
divided on this issue, probably leans more toward the belief that there 
is some harm, but unfortunately there is little scientific evidence on the 
matter. 

There is a hotIy debated area of literature concerning the impact of 
pornography in general. The available studies are most often, but not 
always, interpreted as suggesting that nonviolent pornography expo- 
sure has few clearly demonstrated effects, except lo promote more 
perniissive scxual attittldes among those repeatedly exposed (Davis & 
Bauseman, 1993), whereas violent pornography may reinforce ag- 
gressive behavior and negative attitudes toward women. particularly 
among those with some aggressive predisposition (Allen & D' Allessio, 
1995; Koop, 1987). But the research informing these conclusions is 
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almost eniirely based on college students and other adults. None of it 
concerns children, certainly not children younger than age 14. 
Moreover. the existing social science reseal-ch is all about voluntary 
and anticipated exposure. No research on children or adults exists 
about the impact of exposure chat is unwanted or unexpected. There 
are a priori reasons ro think such exposure might have some negative 
effects that voluntary exposure would not. 

In the absence of evidence about the negative psychological effects 
of children's exposure to general pornography that could be used to 
justify regulation. antipornography activists have tended to cite other 
research about pornography: that it is used by child molesters in the 
seduction of children and that its consumption is sometimes a ijctor in 
the developmental histories of the child molesters themselves (e.g., 
Cater, Prentky. Knight, Vanderveer, & Boucher, 1987). But unforlu- 
nately, despite its plausibility from anecdotal accounts, there is little 
research confirming a regular or causal role for pornography in child 
molestation. That is, it has not been shown that pornography results in 
the abuse of children who would not have otherwise been abused or 
the creation of molesters who would not have otherwise molested. The 
pornography could have been incidental in pathways to abuse that 
were already set in motion. But even more important. the argument 
that pornography can create molesters or facilitate the molestation of 
children is not really germane to the question of regulating children's 
access to sexual material on the Internet. Rather, it is about the avail- 
ability of pornography to adults. The harm-to-children issue is really 
about whether exposure to sexual materials causes psychological, 
moral, or developmental harm to children as a result of the viewing, 
and this is an eminently empirical issue on which virtually no research 
has been done. This study will not address whether unwanted expo- 
sure to pornography is related to long-tern harm but will examine the 
question of immediate harm from the youth perspective. 

How useful and eficrive isfiltering and blocking sofnare? A key 
asgument from those opposed to governmental and any other central- 
ized form of regulation is that anothel; less onerous, option is available 
to deal with the problem, so that regulatory measures are not war- 
ranted. The alternative option is filtering and blocking software in- 
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stalled by users on individual computers or by activation through a 
netwoi-k or an Internet service provider. This software operates in two 
ways: (a) by filtering out the sending or receipt of messages, text. or 
images containing certain language or terms or (b) by blocking access 
to a list of unacceptable sites (or conversely only allowing access to 
lists of acceptable sites). Advocates argue that filtering and blocking 
software can do thejob and also deal with problems that regulatory so- 
lutions cannot solve, such as the international scope of the Internet. 

Most advice to families about Internet safety for children, includ- 
ing that coming from advocates of more regulation, endorses the use 
of filtering and blocking software. But regulatory advocates are more 
likely to cite the limitations of filtering and blocking software. The 
main empirical work on the software to date involves studies that look 
at the issue of whether, in artificially designed trial situations, filtering 
and blocking software perlbnns as advertised, whether it blocks all 
the offensive sites and/or filters out all the offensive text, while allow- 
ing full access to benign sites and benign text. A small-scale study, ihr 
example, showed that the software programs in largest circulation 
failed to block 25% of the objectionable sites, while blocking about 
21% of nonobjectionable test sites (Hunter, 2000). Likewise, Con- 
sumer Reports ("Digital Cl~aperones for Kids," 2001) evaluated the 
effectiveness of six specific filtering software programs in blocking 
inappropriate material while allowing legitimate material to come 
through. All but one, Anle~ica Online (AOL) Young Teen controol, failed 
to block more than 20% of objectionable sites. Software also varied 
widely in theainount of legitimate contentblocked. rangingfromouly 
a few appropriate sites to 63% with AOL Young Teen control. A study 
conducted for the Kaiser Family Foundation found that Internet filters 
can ei'fectively block pornography while not excessively blocking 
health information, but only if the most restrictive block setting is not 
used (Richardson et al., 2002). Here, when put at a moderate setting, 
the filters blocked an average of 5% of the health information and 90% 
of the pornography. The most restrictive block setting blocked an av- 
erage of 24% of the health information and 91 % of the pornography. 
Although such studies show possible weaknesses in the software ap- 
proach, they do not address the question of how the programs work in 
the real world. Are they associated with areduction in exposure to sex- 
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ual materials in families that activate them? What percentage of chil- 
dren get exposed despite the operation of the software? This study in- 
cludes some information about the efiicacy of filtering and blocking 
software, although the study was not designed to fully assess its use. 

The foregoing illustrates the kinds of important e m p i ~ i c  '1 1 x u e s  ' 

that underlie policy debates about children, pornography, and the 
Internet. This study was undertaken to provide some initial data that 
could be both grist for this debate and evidence of how empirical evi- 
dence might temper the acrimony and rhetoric and focus policy mak- 
ers on facts as they try to make decisions in this contentious arena. 

METHOD 

This national sample of Internet-using youth consisted of 1,501 
young people between the ages of 10 and 17 (796 boys and 705 girls). 
The mean age for youth was 14.14 years (SD = 1.96). The majority of 
youth were non-Hispanic White (73%) with 10% Black or African 
American and 8% from other races including American Indian, Aiaska 
Native, Asian, and Hispanic White. Twenty percent of youth lived in a 
single-parent household. Nearly hall-(46%) lived in households with 
an annual income of more than $50.000 (see Finkelhor, Mitchell, & 
Wolak, 2000. for more detailed demographic information about this 
sample). 

This is a represenvative sample of Internet-using youth but it's not 
representative of all youth within the United Stales because Internet 
use is not evenly distributed among the population. Yet, the sample for 
the Youth Internet Safety Survey generally matches other representa- 
tive samples of youth Internet users. For example, Inter-net users tend 
to have higher incomes and move education than non-Internet users, 
and among lower income groups, Internet users are mol-e likely to be 
White (National Public Radio. 2000). The large percentage of White 
youth living in high income households found in this sample parallels 
these findings. 
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PROCEDURE 

The Youth Internet Safety Survey used telephone interviews to 
eather information from a national sample of regular Internet-using 
Gonth (Finkelhor et al., 2000; Mitchell, Finkelhor, & Wolak, 2001). 
Regular Internet use was defined as using the Internet at least once a 
month for the past 6 months, on a computer at home, school, a library, 
someone else's home, or some other place. Households with children 
in the target age group were identified through another large, nation- 
ally representative. household survey, the Second National Incidence 
Study of Missing, Abducted, Runaway, and Thrownaway Children 
(NISMART 2),  which was conducted by the Institute of Survey Re- 
search at Temple University between Febiuary and December 1999. 
NISMART 2 interviewers screened more than 180,000 telephone 
numbers, using I-andom digit dialing, to identify 16,5 13 households 
with children aged 18 and younger. Telephone numbers for house- 
holds iilcluding young people aged 9 thl-ough 17 (tz = 6,594) were for- 
warded to and dialed by interviewers for the Youth Internet Safety 
Survey (see Mitchell et al., 2001; Finkelhor et al., 2000_ for more 
lnethodological details about this study). 

VARIABLES 

Unwanted exposure to sexual material was defined as, without 
seeking or expecting sexual matel-ial, being exposed to pictul-es of na- 
ked people or people having sex when doing online searches, surfing 
the Web, and opening e-mail or e-mail links. The incidence rate for un- 
wanted exposure was estimated based on three screener questions: 

"In the past year, when you were doing an online search or suriing the 
Weh. did you ever find yourself in a Web site that showed pictures of 
naked people or of people having sex when you did nor want to be if1 
thut kind o/'.~ire'!ll 
"In the past year. did you ever rcceive e-mail or Instant Messages that 
yorr didrior~vurrtwith advertisements for or links to x-]rated Web sites?" 
"Did you ever open a message or a link in a message that showed you 
actual pictures of naked people or of people having sex that you did nor 
 ant?" 
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Follow-up questions were limited because of time constraints. An 
algorithm was used to choose incidents for follow-up with the follow- 
ing criteria: harassment incidents chosen first (based on their low en- 
dorsement rates), sexual solicitation incidents second, and unwanted 
exposure incidents third. So if a youth repoited one harassment inci- 
dent, one sexual solicitation incident, and one unwanted exposure 
incident, the harassment and sexual solicitation incidents would be 
chosen for follow-up. Consequently, some unwanted exposure inci- 
dents reported by young people were not the subject of follow-up 
questions, and these incidents could not be included in the incidence 
rates. Further, when a selection had to be made among episodes within 
the same category for purposes of follow-up (e.g., a youth reported 
three unwanted exposure incidents), the "most bothersome" incident 
was chosen or. if none was "most bothersome," the most recent inci- 
dent was chosen. The limits on follow-up questions probably led to 
some undercounting of incidents. Based on the algorithm used to se- 
lect follow-up incidents, there were 78 youth who reported an un- 
wanted exposure incident and didn't get counted, therefore these 
youth were completely excluded Srom the analyses for this article. 

Among the exposures reported by youth, we also sought to identify 
a particular subgroup that included those that were considered very or 
extremely distressing to the youth. These, termed di.stre.ssitzg expo- 
sures. were unwanted exposures where youth rated themselves as very 
or extremely upset as a result of the incident. It is important to note that 
this survey only addresses youths' more immediate reactions to un- 
wanted exposure. It is not designed to assess any long-tenn reactions 
or long-tern1 feelings of distress. 

Constructed variuhles. There were several constructed variables 
included in the analyses. High delinquency is a composite that in- 
cludes a factor analysis loading of variables from a delinquency scale 
(beating up someone on purpose, being picked up by the police, bang- 
ing up something that didn't belong to you on purpose, andlor taking 
something that didn't belong to you) and from a substance use scale 
(using alcohol four or more times per week andlor using illicit drugs). 
To tap into youth reporting particularly high levels of these character- 
istics, those with acomposite value two standard deviations above the 
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mean and higher were coded as having this characteristic whereas the 
rest were coded as zero. 

Troubled is a composite that includes a factor analysis loading of 
items from a negative life event scale (death in the family, moving to a 
new home, parents being divorced or separated. andlor a parent losing 
a job)_ fi-om the physical and sexual assault items on a victimization 
scale, and from a depression scale (five or more depression symptoms 
in the past month). Those with a composite value one standard devia- 
tion above the mean or higher were coded as haviug this characteristic, 
whereas the rest were coded as zero. 

High and low Internet use are two constructed variables derived 
from a factor analysis loading of several items: high experience with 
the Internet (4 or 5 on a scale of 1 to 5), high importance of Internet in 
child's life (4 or 5 on a scale of 1 to 5), spellding 4 or more days online 
in a typical week, and spending two or more hoilrs online in a typical 
day. Youth with a composite value one standard deviation above the 
mean or higher were considered high Internet users, whereas those 
with a value of zero on the composite were low Internet users. 

High online risk behavior variable is a composite derived from a 
factor analysis loading of the following dichotomous variables per- 
taining to behavior online: posting personal information: making rude 
or nasty comments, playing ajoke on or annoying someone, harassing 
or embarrassing someone, talking about sex with someone the youth 
never met in person, and going to x-rated sites on purpose. Youth with 
a composite value two standard deviatioris above the mean or higher 
were considered high online risk takers. 

High positive purelit-child relationship is a composite developed 
fi-om a ijctor analysis loading of the following items from a parent- 
child relationship scale: how well the parent and child get along, how 
often the parent and child have fun together, how often the child dis- 
cusses sadness or being troubled with the parent, and how often the 
child thinks the parent trusts her or him. Those scores with a compos- 
ite value one standard deviation above the mean or higher were coded 
as having this characteristic, whereas the rest were coded as zero. 

High conflict parent-child relationship is a composite developed 
from a ljctor analysis loading of the following items from a parent- 
child relationship scale: how often the parent nags the child, how often 
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the parent takes away the child's privileges, and how often the parent 
yells at the child. Those scores with a composite value one standard 
deviation above the mean or higher were coded as having this charac- 
teristic, whereas the rest were coded as zero. 

Bivariate. A series of Pearson chi-square tests and relative risk esti- 
mates was used to compare exposed youth with nonexposed youth, as 
well as distressed and nondistressed youth. on several characteristics. 
To control the familywise error, the criteria for significance was set at 
.O l .  Variables significant at the hivariate level were included in the 
multivariate analysis. 

M~~lrivaricrte. Logistic regression variables were entered in a step- 
wise fashion beginning with demographic variables in the first step 
followed by variables associated with youth offline behavior, youth 
online use behavior, online risk-taking behavior, and parental supervi- 
sion (when appropriate) of Intemet use variables in subsequent steps. 

RESULTS 

INCIDENCE AND EPISODE CHARACTERISTICS 

One quarter (25%) of the youth who used the Internet regularly had 
one or more unwanted exposures to sexual pictures while online in the 
past year. Seventy-three percent of these exposures O C C U I T ~ ~  while the 
youth was searching or surfing the Internet, and 27% happened while 
opening e-mail or clicking on links in e-mail or Instant Messages (see 
Table 1). Most of the unwanted exposures (67%) happened while the 
youth was using thelnternet at home, but 15% happenedat school, and 
3% happened in libraries. The remainder occurred at other homes and 
other locations. 

Most of the imagery was simply of naked persons, but 32% showed 
people having sex, and 7% involved violence in addition to the nudity 
and sex. It would have been valuable to know how many of the expo- 
sures contained child pornography (of which transmission is illegal), 
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TABLE 1 

Characteristics of Unwanted Exnosure Incidents 

Iiicidznt characteristics 
Type of sexual cmateiial 

Naked persoo(s) 
People liili 'ine ' - sex 
Violair sexual picruirs 

How exposure happened 
Suiling 
E-mail 

1.ocalion youlh was using Internet when incidenl uccurlzd 
I-lnmc 
School 
Sorneonc cisc's home 
Lihiaiy 

Disclosure 
R-iznd and/or sibling 
Purelit 
Other ;idult 
Teaclici or othci ichool person 
Lnterncl bcrvicc provider or Cyber Tiplinc 
Police or other aulhoiity 
Sonieonc elsc 
No one 

Knew site was I-rated heiure cnlering 
Vciylentienizly upset ahout cxpoiuie 
Vciylcntreiiieiy embal-rassed ahout exposure 
Sirera syinplums (more than a littlc or all ihe lime) 

At 1e;M one oflhc ibllowing 
Siaycd away kwn Inleinet 
Thouglit aboui il and couldn't stop 
Felt jumpy or iriitiible 
Lost interest in lhings 

S u i i i q  exposures n = 273 
How Web silc came up 

Link c a m  up a h  a icsuli of seilich 47 
Misspelled Web address 17 
Clicked on link while in other site 17 
Other 15 
Don't know 4 

Returned to Wch site 2 
Taken tu iimthei n-rated site wlicn trying io erii the first one 26 

E-mail exposures r? = 103 
Youih received e-mail at perion;ll address 62 
E-mail sender unhiuwn 92 
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but we had concluded that the youth participants could not be reliable 
informants about the ages of individuals appearing in the pictures they 
viewed. 

For the youth who encountered the pictorial material while surling, 
the most common route to exposure was as a result of searches (47%). 
conducted either with a search engine or as a result of directly typing in 
a term, such as, in one case, www.fun.com. Another 17% came upon 
the sexual material by clicking on links in Web sites that brought them 
to the sexual material. Still another 17% said they had reached the link 
as a result of misspelling an address, such as, in one case, "teeen" in- 
stead of "teen." 

Explicit sex sites are also sometimes programmed to make them 
difficult to exit, referred to as "mousetrapping." In fact, in some sites 
the exit buttons take aviewer into other sexually explicit sites. Indeed, 
in 26% of the surfing incidents, youth reported they were brought to 
another sex site when they tried to exit the site they were in. This hap- 
peued in one third of distressing incidents. 

Youth who encountered the material through e-mail, rather than 
while surfing. did so mostly by opening messages coming from send- 
ers unknown to the youth (92%), not friends or acquaintances. The 
messages were sent predominantly to addresses used exclusively by 
the youth (62%), but more than one third came to addresses shared by 
the youth with others. 

in 13% of incidents (surfing and e-mail combined); the youth said 
they did know the site was x-rated before entering. (These were all en- 
counters they had described earlier as unwanted or unexpected.) This 
group of at least partly anticipated exposures was not distinguishable 
in any fashion from the other 87% of episodes, including the likeli- 
hood of being distressing. Almost half of these incidents (39%) were 
disclosed to parents. It is not clear to what extent it was some curiosity 
or just navigational naive16 that resulted in the opening of the sites in 
spite of the prior knowledge. 

YOUTH MOST LIKELY TO HAVE EXPOSURE 

More boys than girls encountered these unwanted sexual materials 
(57% to42%). Older youth had more exposure than younger youth. In 
fact. more than 60% of the unwanted exposures occurred to youth age 
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15 or older. Only 7% of the unwanted exposures were to 1 I- and 12- 
year-old youth, and none ofthe 1 0-year-olds reported unwanted expo- 
sures. It is interesting that more affluent youth (those whose family in- 
comes exceeded $50,000) also had more exposure. 

A variety of individual characteristics and patterns of Internet use 
was also associated with exposure at a bivariate level (see Tahle 2). 
Because some of these might have been spurious col~elates of gender. 
age, or social class, only those that were significant in the logistic re- 
gressions auediscussed below (seeTable 3). Youth were more likely to 
have unwanted exposure if they used the Internet a great deal, used it at 
other households, participated in chat rooms, and used the Internet for 
e-mail. These are all indicators of more extensive, more exploratoly. 
and perhaps more independent Internet activity. Youth were also more 
likely to have exposure if they talked to shangers online and ifthey en- 
gaged in what we labeled "online risk behavior,"a list of activities that 
included playing jokes on or harassing someone online, or going to 
x-rated sites intentionally. Personal characteristics also predicted ex- 
posure. Youth who were troubled and those who reported physical or 
sexual abuse or depression, among other things, had more exposure. 
Younger youth were also less likely to be exposed. 

Overall, it appears that more intensive, more explouatory, and more 
~ i sky  Internet activities increase the chance of exposure to unwanted 
sexual materials. Troubled youth also are more likely to get exposed. 
But this should not leave the impression that exposure is confined to 
such youth. For example, 45% of theexposures occurred to youth who 
were not troubled and who were not high or I-isky Internet users. This 
is a reflection of the fact that the explanatory power of the variables as- 
sociated with exposure is rather weak. Most of the exposure is fairly 
arbitrary or explained by factors other than ones identified here. 

YOUTH RESPONSE TO EXPOSURE 

In the wakeof theirexposure, only slightly more than half the youth 
disclosed it to anyone (57%). In 43% of the episodes, youth disclosed 
to no one. Parents were told or found out in 39% of the episodes. Youth 
disclosed to a friend or sibling in 30% of episodes (see Tahle 1). Few 
youth or their families notified authorities about these episodes, and 
when they were notified: most frequently the authority was a teacher 
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TABLE 2 

Characteristics of Youth Who Did or Did Not 
Report Unwanted Exposure to Sexual Material 

Demographic cliaractcrislics 
Youth is age 10 to 13" 
Yourh is krnalr 
Youth is of Whiic race 
Youth has disbilily 
Youth live\ in singlc-parem Ihousehold 
Annud linuscliold income miore 

than $50,000 
H u u d ~ o l d  alluit holds college dcglsc 

or higher 
Residzs in urbm community 

Ol'iliiie ciiarscteristics 
Youth likes it ICIVIOVCS school 
Youth is an iibovc iaveioge student 
Spends liinc with (ncnds more than 

213 times a week 
High delinqiiency 
Troubled 
High positive child-parent relationship 
High conflia child-parent iclalionship 

Online usage chsmcariaics 
l a w  Internet u ~ ; > ~ c "  
High Internet usage" 
Goes to Web siies 
Uses e-mail" 
Goes LO chbaliooms" 
Use\ Instant Message? 
Uses Internet at home 
Uses lnlcinet at school 
Uscs Internet at otlicr bousehold~" 

a1 home 
Youlli ieooiled current use of home 

spent online 
Rule about tliiiigs not supposcd to do 

online 
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Pmeer/guiirdiun has asked w h x  yourh 
does online 82 76 1.5' 1.1-2.0 

Paisiitipuuidian hiis checked screen while 
youth iviis online 72 hd 1.4'" 1 1 - 1 8  

Pliicnc/gi;.uaidian lhiis checked history 
hnction 5 1 40 1.Y' 1.2-1.9 

PalenUguilidian has clicched lileb ut  
diskerlcs 36 3 1 1.3 l.(l-1.6 

a. Odds islios were cairrclrd lo appiorioiiile risks ratios (Zhang & Yu, 1998). 
'; 1' < O I .  4.;; 1' < ,001 

TABLE 3 

Logistic Regression of Youth Risk for 
Unwanted Exposure to Sexual Material 

lliii~ai~leil t ~ n o u i e  R i d  

Yuuth age I0 io 13" 
Trouhled 
High lnlcmci use 
E-ii)~il use 
Chaiioom usc 
Uses lnrcrner a1 other households 
Tdks with strangers online 
Online risk bchavioi' 

a. Odds ratios wcic coiicclcd lo nppivxi~niric iihks ieiiob (Zhanp & Yu. 1998). 

or school official (3% of incidents) and Internet service providers 
(4%). None of these incidents were reported to police. Only 2% of 
youth with unwanted exposure incidents while surfing a Web site said 
they returned later to the site of the exposure. None of the youth with 
distressing exposures returned. The fact that so many youth did not 
mention their exposure to anyone, even afriend, even to talk about it as 
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anecdote or an adventure, is noteworthy. It probably reflects some de- 
gree of guilt on the part of many youth. 

In response to questions about their emotional reactions to the epi- 
sode, 24% of youth said they were very or extremely upset by the ex- 
posure. This amounts to 6% of regular Internet users. Twenty-one per- 
cent of youth also said they were very or extremely embarrassed. Given 
a list of stress symptoms (Seeling jumpy_ irritable, or having a hard 
time falling asleep; losing interest in things you usually care about; 
staying away from the Internet; and thinking about what happened so 
much you couldn't stop). 19% reported at least one symptom of stress 
at the level of more than a little or all the time during the days right af- 
ter the iucident happened. 

In another series of bivariate analyses. few of the characteristics of 
the youth, their patterns of Internet usage, or the features of their ac- 
tual exposure actually helped to explain why some youth experienced 
distress. There was a nonsignificant trend for younger youth, those 
younger than age 14_ to be more distressed than those age 14 to 17. On 
the other hand, girls were not any more distressed than boys. More- 
over, encountering sexual acts, violence, 01- getting trapped in the site 
did not necessarily increase the distress. A distressed reaction appears 
to be a not uncommon, but still fairly idiosyncratic, response or at least 
not explained by any of the factors one might initially expect. 

PREVENTION MEASURES 

Parents in the survey displayed a high level of concern about the 
possibility of their children being exposed to sexual material. The ma- 
jority of parents (84%) said adults should be extremely concerned 
about youth being exposed to sexual material on the Internet. In light 
of this concern, they indicated that they engaged in a number of activi- 
ties to supervise or protect children against exposure (see Table 2). 
Parents had rules about things youth were not supposed to do online. 
the number of hours spent online, and having to ask permission before 
going online. Many had asked what the child does online, checked the 
screen while the child was online, checked the history function to see 
where the child had been, and checked files and diskettes. Some of 
these endorsements seem suspiciously high, such as the percentage 
who say they check the history function. which may reflect parents' 
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efforts to appear responsible to their interviewer or a misunderstand- 
ing of what exactly was being asked. 

A prevention measure that is being particularly promoted by law 
enforcement, public officials, the Internet industry, and private com- 
mercial concerns is blocking and filtering software. Thirty-eight per- 
cent of the parents with home Internet access indicated that they had 
installed such software in the past year, although 5% had discontinued 
its use so that only 33% were currently employing it. The survey also 
asked the youth themselves about whether filtering and blocking soft- 
ware was installed on their computer and 31% of those with home ac- 
cess indicated that it was. although parents and youth were not always 
concordant about the usage of such devices represented by a correla- 
tion of .43 between parent and youth reports. 

We examined the survey ~sesults to explore the question of whether 
filtering and blocking software or any other parental supervision ac- 
tivity was associated with less unwanted youth exposure to sexual 
materials. The software usage and supervision variables (listed in 
Table 2) were added to the previous analyzed logistic regression model. 
A serious limitation to this exercise, howevel; is the study's lackof any 
information about the temporal sequencing of the exposures with re- 
spect to the prevention activities. Thus, we only know if prevention 
software or activities were in effect at all during the past year. not 
whether they were in place for the whole y e a  or pvior to any exposure 
episodes. Exposure experiences might have actually precipitated the 
acquisition of software or the institution of more supervision. 

With this caveat, it does appear that when youth reported that filter- 
ing or blocking software was in use in their household, they were 40% 
less likely to have unwanted exposure to sexual materials (see Table 4). 
Curiously. though, the parent reports (as opposed to the youth reports) 
about the employment of filtering and blocking software did not pre- 
dict exposure. Youth knowledge about the software may have been 
more accurate or more specific to the computer the youth used. Or it 
may be that unless the youth knows about the software, the youth is not 
engaging in activities or deterred from activities that would create a 
risk for exposure. 

Beyond the software, other parental supervision activities were not 
associated with any reductions in exposure. A few supervision activi- 
ties (checking the history function. asking what the youth does while 
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TABLE 4 

Relation of Filtering/Blocking Software and Risk 
of Unwanted Exposure to Sexual Material 

online, and checking the screen while the youth is online) appeared to 
be associated with a greater likelihood of exposure to sexual materials. 
A possible explanation of this finding is that youth whose parents 
check their history function may beengaging in the kind of more risky 
activities that may lead to exposure. Another explanation is that when 
youth have exposure, parents may be prompted to increase superv- 
sion by checking the history function. This finding, consistent with a 
reverse causal sequence, gives emphasis to the caveat cited earlier. If 
some increased supervision is occ~irring as a result oS exposures, it 
could be that some filtering and blocking software is also being ac- 
quired after exposures. This post-hoc acq~risition would have the el-- 
fcct of reducing the size of the protective effect ofiiltering and block- 
ing in these data. 

DISCUSSION 

Findings from this natioi~al survey of youth who use the Internet do 
seem to address issues in the debate over children, pornography, and 
the Internet. We will take up some of these issues in turn. 

Do yo~mgpeople have e.xten.sive exposure to sexual nzuferid.~ over 
the 1itter.rzetY The finding that one in four youth who regularly use the 
Internet encounters unwanted sexual pictures every year does seem 
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like a considerable level of exposure. At this annual rate, the rate of all 
those exposed over the 5- to 10-year period of their childhood Internet 
use is likely to be quite a bit higher. Unfoltunately, we do not know 
what are comparable rates of exposure for other environments. For ex- 
ample, unwanted exposul-e may occur firom cable TV in homes or other 
locales that have adult channels, such as videos and movies in which 
rating information was ignored or misunderstood, Srom book or maga- 
zine displays, or from friends or schoolmates. Still, 25% annual expo- 
sure rate is a level of offensive exposure that is higher than most adults 
would expect. 

To what extent are young people's e,rposur-es voluntary or involwz- 
tar).? The study found ostensibly more involuntary than voluntary ex- 
posure. Only 8% of the sample admitted going to x-rated sites on the 
Internet on purpose. in contrast to the 25% who were exposed to un- 
wanted material. However, it seems probable that the figure for volun- 
tary exposure is an underestimate, because such behavior may be 
more embarrassing to disclose and also because we asked only about 
going to x-rated sites and not (as we did with unwanted exposure) 
about opening x-rated e-mail as well. 

The important point, however. is not that involuntary exposure is 
necessarily more common. but only that it is quite common and that it 
accounts for a considerable portion of total exposure. Much of the de- 
bate on Internet pornography has presumed that to see sexual materi- 
als, someone has to go looking for them. "The 'odds are slim' that a 
user would enter a sexually explicit site by accident. . . the receipt of 
ini-ormation on the Internet requires a series of afiirmative steps," ac- 
cording to the Supreme C o u ~ t  opinion in the CDA. Even if we were to 
exclude the youthin the study who could be described as troubled, on- 
line risk takers, and high volume lnternet users, we would still be left 
with nearly half (45%) of the exposures to youth who had no such 
characteristics. Theirrateof unwantedexposure was 18% with 4% ex- 
periencing distress. These did not appear to be youth taking "afilrma- 
tive steps" or making themselves vulnerable to pornography exposure. 

In the policy debate about the internet, the question about the vol- 
untary or involuntary nature of exposure could have considerable im- 
poriance, and studies looking at exposure need to make such distinc- 
tions, as a recent National Public RadioRIenry Kaiser Foundation 
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(2000) sul-vey (which found 3 1 % lifetime lntemet pornography expo- 
sure for 10- to 17-year-olds) did not. For example, policy makers have 
been willing to consider and accept more regulation of an information 
medium like television, where the audience, once tuned to a channel, 
has to involuntarily accept whatever is broadcast, to a greater extent 
than a medium like a bookstore, where the audience can choose what 
to look at, what to buy, and what to read. Choice is a key dimension 
with people more willing to restrict intrusion than choice. All systems 
that provide content have dimensions of both choice and intrusion. 
Policy makers migbt find that there is consensus around regulatory 
steps that inhibit involuntary and intrusive exposure on the Internet, 
including penalties against or consumer remedies for those who try to 
t~ick or entrap or who send spam (mass-mailed and unrequested e-mail) 
with sexual content. 

Does exposure cause urzy kind of hcrrm? The results of the study can 
be read as supportive of different contentions about harm, depending 
on the emphasis one chooses to give them. On one hand; it is clear 
from their reactions that the majority of youth regard theil- personal 
unwanted exposures as not particularly distressful, little more than 
nuisances, litter on their information superhighway. So in the immedi- 
ate short-term sense, not knowing much about its possible long-term 
efl'ects on attitudes. it could be said that the exposure to sexual mate- 
rial was typically not harmful. 

On the other hand, there are findings from the study that do bolster 
concern about ham?: the ones showing that one quarter of those ex- 
posed said they were very or extremely upset and one fifth had some 
apparent stress symptoms that they connected to the episode. This 
does contravene some people's ideas that pornography exposure is 
generally appreciated or dismissed by all but a small minority of per- 
haps prudish youngsters. However, these findings are somewhat hard 
to interpret without any comparative perspective. We do not know 
whether the levels of upset here are co~nparable to those experienced 
by common youthful events, like getting a bad grade, or represent a 
more serious level of trauma, like a minor assault or automobile acci- 
dent. Given the large uumber of exposures, though, even a small per- 
centage with seriously upsetting reactions does represent a potentially 
large number of children-in this case, the distressed 6% of the total 
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sample could represent more than a million children_ and even if the 
seriously distressed group were 1%, it would be more than 200,000 
(see Finkelhor el al., 2000, for details about how this national estimate 
was derived). 

The possibility that thousands of children get immediately upset 
does suggest a different dimension to harm than what is probably the 
most common sense of harm in the pornography debate-the idea that 
exposure has some long-teum corrosive effect on moral devclopment. 
That may or may not be true, but there are also a variety of other nega- 
tive effects that are worth considering. Such exposure, particularly un- 
wanted exposure, may affect attitudes about sex, attitudes about the 
Internet, and young people's sense of safety and community. It may 
also have effects by creating family conflicts and genei-ational ten- 
sions, if, for example, some of the distress may be due to guilt feelings 
and a belief among children that revelation of these incidents would 
prompt parents to curtail their Internet privileges. It also does suggest 
that the assessment of distress and harm as a result of such exposures 
should be something that is treated as perhaps more central in the pol- 
icy debate. If we understood specifically what was distressing and 
harmful to even a minority of young people, policy might be crafted to 
minimize such conditions or provide education or even interventions 
that could prevent or minimize such reactions. Studies designed to as- 
sess the long-tenn impact of unwanted exposure wwuldcontributeim- 
portant information toward this debate. 

It is also interesting to note that in spite of somany youth being per- 
sonally unfazed by their encounters with sexual materials, the young 
people did not see public concern about this problem as unwarranted 
and overly paternalistic. Although they wei-e a bit less agitated about 
this issue than theirparents: fully 74% said they thought adults should 
be very or exwemely concerned about the problem of young people 
being exposed to sexual material on the Internet. This suggests that it 
is not just adults who see a public policy plnblem that needs to be ad- 
dressed. It is interesting that youth who had not been exposed tended 
to see the problem as somewhat more concerning than those who had 
(76% of the nonexposed vs. 65% of the exposed). This suggests that 
concern may be more based on preconceived notions rather than real 
experiences. But youth do not appear to be disagreeing with the per- 
spective of parents and policy makers. 



352  YOUTH & SOCIETY I MARCH 2003 

Is exposure confkerl to or specific to certuin kindv of youtlz? One 
piece of good news from the survey is that exposure is relatively infre- 
quent for the youngest youth. No 10-year-olds and just a few 1 1-year- 
olds reported exposure. The priority to prevent younger children's ex- 
posure is bolstered by findings that they were a group more likely to be 
distressed in its wake. In part, younger children are protected because 
they do much less independent exploring on the Internet. But Internet 
usage by younger children is increasing rapidly (Richardson, 1999; 
Jupiter Communications, 1999), so this age group may become rela- 
tively more vulnerable to exposure over time. They are certainly not 
immune. 

By contrast, the finding that troubled youth (i.e., those who have 
experienced a negative life event, experienced sexual or physical as- 
sault. andlor had several symptoms of depression) have more expo- 
sures is likely to he read by some parents as a sign that less troubled 
youngsters are protected liom this peril. Yet, as previously mentioned, 
youth who weren't tl-oubled or high online risk takers or high Internet 
users experienced unwanted exposure. So although it would certainly 
seem that being a troubled youth canincrease risk somewhat, the rates 
were still sufficiently high for kids without any risk factor that it would 
be hard for parents to take much comfort from having a child they be- 
lieved to be well-adjusted. 

It is also important to note that there were no significant gender dif- 
ferences in the likelihood of exposure. In the debate about children 
and pornography. the assumption, based 011 the youth curiosity model, 
has been thal boys were the primary culprits. Although boys wer-e al- 
most six times more likely to admit to voluntary exposure. the invol- 
untary exposure happened to both genders equally. It is not clear 
whether the image of girls being involuntarily exposed in large num- 
bers changes the lerms of the debate, but public policy has historically 
been more willing to protect girls than to control boys. 

Is exposure specific to certuin kirzds ofncfivities? Youth do seem to 
increase theil-risk lor exposure by the things that they do on the Internet. 
Using the Internet a lot, taking risks online, going to chat rooms, and 
using the computer in other people's homes all were among the most 
predictive behaviors. This certainly suggests, as one might expect, 
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that a highly exploratory or somewhat reckless orientation to the 
Internet is partly to blame when youth have involuntary exposures. 
What is hard to say is which of these behaviors is the online equivalent 
of drunk driving (almost inviting an accident) and which the equiva- 
lent of talking on a cell phone while driving (simply being inattentive 
while navigating). However, none of the behaviors had an extremely 
high odds ratio, suggesting that it might be a mistake to try to blame 
the exposure on the Internet habits. On the other hand, the findings do 
suggest that some obvious precautions may at least somewhat reduce 
the chances that a youth may get exposed. Once again, however, it is 
important to emphasize that there was plenty of exposure among those 
youth who did not engage in risky activities. So parents and policy 
makers probably cannot count on sensible behavior to dramatically re- 
duce these kinds of offensive experiences. 

Doesfiltering urzd hlockirzg upperrr c f ec t i ve  The study findings 
about filtering and blocking software appear both encouraging and at 
the same time cautionary. The good news is the suggestion from the 
multivariate analysis that youth were less likely to have exposure to 
sexual materials whcn the family computer or Internet portal was out- 
fitted with such software. This would imply that the software accom- 
plishes one of its stated goals in the real world. (We can only say that 
the evidence is suggestive because the study is not suitably designed to 
confirm a causal relationship.) 

On the other hand, one of the cautionary findings is that despite its 
ability to decrease exposure, the software seems far fi-om foolproof. 
At least 18% of the children who said their families used filtering and 
blocking software got exposed on a computer in their household. Here 
again, however, the interpretation is problematic because some of the 
installations may have occumd after or as aresult of the youtb's expo- 
sure. So the failure rate may have been considerably lower than 18%. 
(The failure rate was 9% among those youth who did not tell their par- 
ents about their exposure. that is. families where the software was not 
likely to have been installed as a result of the exposure. But even here 
the exposure might have preceded the software installation.) Clearly, 
if families want to rely on filtering and blocking software. we need to 
know what the real world failure rate really is. 
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Another problem identified by the survey is the relatively low level 
of filtering and blocking software adoption. A little more than a third 
of the families with regular Internet-using youth hadinstalled the soft- 
ware during the year, and of those, 5% had discontinued its use. Given 
the high level of concern that parents express over the problem (93% 
say they are very or extremely concerned). it seems hard to attribute 
the low level of software adoption simply to ignorance or passivity. 
More likely, people are skeptical about the effectiveness of the soft- 
ware or they do not find it suitable to their own computer skill level or 
the family dynamics. In particular, parents may feel that imposing 
such software would negatively affect their relationship with their 
teenage children. 

Taken all together, the data from the survey reinforce other research 
suggesting that filtering and blocking software has problems, at the 
current moment, as a strategy for protecting youth from even un- 
wanted pornography exposure. Such problems may or may not be 
amenable to solution. 

Does parental sq~ervision make any dij'ereizce? Family guides to 
children's Internet safety typically recommend a variety of other mea- 
sures parents can take lo protect children-like having rules_ checking 
the screen. or checking the computer's history function. Unfortu- 
nately, this study does not give a great deal of encouragement that 
measures beyond filtering and blocking software have much of a pre- 
ventive impact at least for unwanted exposure. Such practices were 
not associated with any lower level of exposure. But again, the study 
was not ideally designed to evaluate the effects of such measures. One 
particular problem in this study, suggested by the high rates we found, 
is that parents may have exaggerated the level of supervision and mon- 
itoring they engage in, to appear to be responsible parents. Nonethe- 
less. it is probably important to ascertain whether parental supervision 
is of more than marginal utility, because current policy does put a large 
measure of responsibility for prevention in the hands of parents. We 
strongly recommend experimentally designed studies that test the ef- 
ficacy of parental education and supervision as well as the adoption of 
filtering and blocking software under real world conditions. 
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LIMITATIONS OF THE STUDY 

Being the first of its kind, this study is very instructive about the 
broad range of empirical issues that might be amenable to reseal-ch 
and provide some useful information to the debate about children and 
Internetpornography. At the same time, the sttidy has avariety of limi- 
tatiolx that need to be kept in mind in interpreting the iindings. Re- 
search about the Internet, and even more so, children and the Internet, 
is a very new undertaking. PI-ocedures for inquiring about this realm of 
activity have not been staudardized or validated, and this study did not 
use measures that had been evaluated or validated in other research 
and, thus, may be flawed by as yet unrecognized problems. Thepartic- 
ular topic in question. exposure to sexual materials, is a highly charged 
one, and there is room for a substantial amount of subjectivity in the 
response-for example. on such a key issue as whether the exposure 
was unwanted or whether the picture contained sex or nudity. System- 
atically biased reports on these matters could undermine the study's 
conclusions. Further I-esearch aiming to validate some of these mea- 
sures is an important next step in studying youth and the Internet. 

The possibilities of nonresponses and evasive responses in the 
study are also substantial, if young people did not want to disclosepo- 
tentially emhati-assing encounters. Some youth declined or were 
barred from participating, and we do not know whether their inclusion 
could have changed the results. More research testing alternate tech- 
niques, such as experimental designs, in-person interviews, vignettes, 
and qualitative designs, will help inform the field as to the best meth- 
ods for gathering these data. 

The study also is hanpered by the limited information it gathered 
about potentially important matters; such as the characteristics of the 
exposures. We know little about wbat exactly the youth saw or what 
precise sequence of activities led to the exposure. Knowledge about 
these details might temper or change the implications of the iindings. 
Some of the measures in the study are rather crude by standards in the 
social science literature. The measures of distress, for example, are 
very limited, compared to standard trauma measures, and the measure 
of delinquency, likewise so. Another problem, already mentioned, is 
the inability of the study to specify the temporal ordering among pre- 



ventive measures (such as the adoption of filtering and blocking soft- 
ware) and incidents of exposure. Longitudinal and qualitative re- 
search, along with the use of standardized measures, will be useful to 
tap into these details and help separate sequences of events. 

Finally, there is some bias in the sample selection. In 25% of the 
households with two or more intenlet-using youth, the interviewed 
youth was not chosen at random but was the one who used the Internet 
most often. This could introduce some bias in the findings toward 
youth who are heavier Internet users. Still. the delinition of regular- 
use was broad enouzh (at least once a month for the past 6 months) in 
that it allowed us to study youth with a broad range of Internet-use be- 
haviors, fi-om very low to very high rates of use. For example, 58% of 
youth said they used the Internet no more than 3 days a week and 61 5% 
said they were online I hour or less oil a usual day when they used the 
Internet. 

CONCLUSION 

Given the passions that swirl around the issue of the Internet. chil- 
dren, andpornography, itis unlikely that oneoreveu several social sci- 
entific studies will resolve the debate. Nonetheless, it is interesting 
that on a topic of such a public policy controversy, social science has 
up until now had so little to offer. One barrier has certainly been the 
ethical problems that attend to studies concerning sex and children. 
Another barrier is probably the concern that anything in this area is at 
risk of being misused. 

We think that this study illustrates the utility and urgency of more 
social science evidence to inform policy in this area. If the main find- 
ing of this study is confirmed-that the problem of children and sex- 
ual material on the Internet is to a much grealer exlent than recognized 
a problem of unwanted exposure-this is important. This fact could 
alter elements of the debate. But perhaps even more impo~tant, we 
hope that this study pel-suades many that the debates concerning the 
well-being and autonomy of youth deserve to be informed by social 
scientific fact that can be made available through scientific inquiry. 
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NOTE 

I .  Only youth responding lporitii.ely to this suhquestinii ii.e., i h o x  who actuslly opened and 
r i e w ~ d  il iex~il l  image) are i d u d c d  in incidence rates. 
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