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In the analysis of crime, the perspectives of victims and potential victims often yield
different and complementary insighes to the perspective of law enforcement officials
for convendonal crime; the victim perspective is represented, for example, by the
National Crime Victimization Survey, which has been an important complement w
the law enforcement perspective obtained from police records. To undersand ways o
prevent and intervene in the problem of Internet offenses, this vicrim-level per-
spective is equally important and was the impulse behind the Youth Internev Safety
Survey described in this chaprer.

This national study, funded by the US Congress through a grant to the National
Cenrer for Missing & Exploited Chitdren (INCMEC), confirms some of the reality
portrayed by other chapters in these volumes. Large numbers of young people who
use the Internet are encountering unwanted sexual solicitations, sexual matetial they
do not seek, and people who threaten and harass them in various ways. The study
also presents a complementary picure of the many kinds of situations young people
experience that tend to escape official detection. Further, it shows that some youth
are able 1o glide past unwelcome anline encounters as mere litcer on the informartion
superhighway. but athers experience them as real collisions with a reality they did not
expect and are distressed ro find.

This chapter describes the vardery of disconcerting experiences young Internet users
have online and the variety of ways they react. It provides a window into the ways
families and young people are addressing matters of danger and protection on the
Interner. Some of the news is reassuring. At the same time, these results suggest that
the seamy side of the Interner spills into the lives of an uncomforrably large namber
of children, and relatively few families or young peeple do much about it. The
findings highlight a great need for private and public initiatives to raise awareness and
provide solutgions.

Nothing in this chaprer conrradicts the increasingly well-documented fact that
children and their families are excited about the Internet and its possibilities. They
are, in effect, voting for the Interner with cheir fingers and pocket books even though
they are aware of some of its drawbacks. Since the Internet is destined to play such an

= This chapter is wdapied with permission from Finkelhor D, Mirchell KJ, Whlak J. Online Vietimization: 4
Report om the Nasions Yourh, University of New Hampshire Crimes Against Children Researeh Center.
Abexandria, Vi NCMEC: 2000, NCMEC Order No. 62. Avallable at: bttp/iwuns missingkeds.comfen _US
publicarionsdNC62. pelf.

The report was fiunded by the US Cangress through a grast m the Natienal Center for Mising o Faplaiced
Chiledsen, which is the national dearingbouse and resource center fisnded under Cooperative Agreement #98-
MC-CX-KO02 from the Office of Juvenile Justice and Delinguency Prevention, US Deparement af fustice. Sty
fondings can wlo be found ar the aforementioned Web site.
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important role in the lives of young people growing up today, the question of how o
temper some of the drawbacks of this revolutionary medium is worthy of serious con-
sideration now at the dawn of the [nternet’s development.

METHODS

PARTICIPANTS

The Yourh Internet Safety Survey used telephone interviews o gather informazion
from a national sample of 1501 young people between the ages of 10 and 17 who
were regular Incerner users, Table 21-1 presenrs the demographic characteristics of
the sample. “Regular” Internct use was defined as using the Interner at least once a
month for the past 6 months on a computer at home, school, library, someone clse’s
home, or some other place. This definition was chosen to exclude vecasional Interne
users while including a range of “heavy” and “light” users. Prior to the youth in-
terview, a short interview was conducted with a parent or guardian in the houschold,
Regular Internet use by a youth was determined inidally by questions to the parent or
guardian and then confirmed during the youth interview: (Further details about the
methodology of the survey are found in Appendix 21-1.)

Tuble 21-1. Youth. a’ﬁd Houschold Chéfé.cféﬁ_éticsf (n=1501) .

CHARACTERISTIC 9% ALL YOUTH
Age of youth (in years)

10 4%
1l 8%
12 1%
13 13%
14 16%
15 18%
16 17%
17 13%
Gender of yvouth

Male 53%
Female 47 %
Race of youth

Non-Hispanic White 73%
Black or African American 10%
American Indian or Alaska Native 3%
Asian 3%
Hispanic White 204
Other 7%
Unknown/Refused to answer 2%

Marital status of parent/guardian

Married 79%
Divorced 10%
Single/Never married 5%
Living with partner 1%
Separated 2%
Widowed 2%
Youth lives with both biclogical parents 64%
{continied)
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Table 21°F. emmiinacl)

CHARACTERISTIC % ALL YOUTH
Highest level of completed education in household

Not a high school graduare 2%
High schoo! graduare 21%
Some college education 22%
College graduare 31%
Post-college degree 22%
Annual household income

Less than $20 000 8%
$20 000 to $5¢ 000 38%
$50 000 to $75 600 23%
More than $75 000 23%
Type of community

Small town 28%
Suburb of large ciry 21%
Rural area 20%
Large town (25 000 o 100 Q00) 15%
Large city 149

* All the dar in this bl ave based on guestions aiked af the pavent andlor guardian, with the exception
of the informarion regarding race.

NOTE: Categories that do not add up 1o 100% are due to rounding andlor wissing data.

Reprinted with permission from the NCMEC,

PATTERNS OF YOUTH INTERNET USE

Most af the youth who were incerviewed {74%) had access to the Interner ar home.
They used the Tnterner in a number of other locations, including schoel (73%), other
households (68%), and public libraries (32%). The majority of youth (86%) used the
Internet in more than ene location. At the tme of the interview, most youth had last
used the Internet during the past week (76%), with 10% reporting Internet use in
the lasc 2 weeks and 14% in the past month er longer. In a typical week, 40% used
the Internet 2 to 4 days a week, 31% wenr online 5 te 7 days a week, and 29% went
enline once a week or less. When they used the Internet, 61% of youth spent 1 hour
or less online during a typical day; 26% spent 1 to 2 hours; and 13% spent more
than 2 hours enline during a cypical day.

OVERALL INCIDENCE OF ONLINE VICTIMIZATION

We asked youth about unwanted sexual solicitations or approaches, unwanzed exposure
to sexual material, and harassment during the vear before the interview. Table 21-2
provides definitions for the types of online victimization measured in this survey.
More detailed informacion abour the measures and limimdons of the study can be
found in Appendixes 21-2 and 21-3.

SEXUAL SOLICITATIONS AND APPROACHES

Approximately 1 in 5 of the youch interviewed (19%) received an unwanted sexual
solicitarion or approach during the previous year (Figure 21-1). Not all of these
episodes were disturbing ro the recipients; however, 5% of the total number of youth
{1 in 4 of thase solicited) reported a solicitation that left them feeling very or
extremely upset or afraid, cases that we called distressing incidents. In addition, for
3% of the total number of youth (1 in 7 of all the solicitations), the sexual solic-
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itation included an atrempt ar offline
contact in person, over the welephone, or
by regular mail. We called these ageres-

stve sexual solicitations.
B Aoy incident

Distressing inciden: UNWANTED EXPOSURE TO SEXUAL
B Apgressive incider MAJ‘ERIAL
Twenty-five percent of the youth eXperi-
enced at least one unwanted exposure o

pictorial sexual material in the last year,
Seventy-one percent of these exposures
occurred while youth were searching or
swiing the Internet; 28% happened while
they were opening e-mail or clicking on
links in e-mail or instant messages. Be-
cause exposure to sexual images, even
when unwanted, is not necessarily offen-
sive, we designated a category of ds-

tressing exposures to identify situations
Figure 21-1. Online victimization (including in which youch found an exposure very or extremely upserting. Six percent of youth

sulicitation, uzzm—mted exposure, and reported distressing exposures to sexual material on the Interner in the last year.
harassment) of vouth ages 10 &0 17 vears old
during 1999-2000. Reprinted with permission I
from the NCMEC. HARASSMENT
Six percent of youth were the targets of threats or other kinds of offensive bebavior,

which we called barassment. Once third of these youth reported distressing incidents,

. ‘Table 21-2. What is Online Victimization?

People can be victimized online in many ways. In the Youth Internet Safety
Survey, we asked about 3 kinds of vicrimizarion that have been prominent in
discussions of youth and the [nternet-—sexual solicitation and approaches,
unwanted exposure to sexual material, and harassment. (See Appendix 21-2
for a complete explanation of these variables.)

Sexual solicitation and approaches
Requests te engage in sexual activities or sexual ralk or give personal sexual
informatien that were unwanted or, whether wanted or not, smade by an adult.

Aggressive sexual solicitation

Sexual solicitations involving offline contacr with the perperrator through
regular mail, by relephone, or in person, as well as attempts or requests for
offline conract.

Unwanted exposure to sexual material

Without secking or expecting sexual material, being exposed to piceures of
naked people or people having sex when conducting online searches, surfing
the Web, and opening e-mait or e-mail links.

Harassment

Threats or other offensive behavior (nor sexual solicitations} sent online to the
youth or posted online for others o see. Not ali such incidents were distressing
to the youth who experienced them. Distressing incidents were episodes during
which the youth rated themselves as very or excremely upser or afraid as a resule
of the incident,

Reprinted with permission from the NCMEC,
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that is, harassment that left them feeling very or extremely upset or afraid. What
foliows are more detailed descriptions of our findings.

SEXUAL SOLICITATIONS AND APPROACHES

With so many young people socializing on the Iaternet, a key law enforcement con-
cern has been the access and anonymigy that the Internet affords to persons who
might want te exploit youth sexually. The Youth Interner Safery Survey corfirms that
large numbers of youth get sexually propositioned online although not always in the
form of the most frightening law enforcement stereotypes.

To assess the problem of sexual exploitation, the survey asked vouth about 4 kinds
of incidents:

1. Sexual approaches, that is, when someone online uied o get them to talk about
sex when they did not want to or asked unwanted, intimate questions

2. Sexual solicitations from people online who asked them to do sexual things they
did not want o deo

3. Close friendships formed online with adults, including whether these involved
sexual overtures

4. Encouragement from people they met online to run away, a ploy apparently
favored by some individuals looking for vulnerable youth

YOUTH TARGETS FOR SEXUAL SOLICITATIONS

Girls were targered for sexual solicitation at almost twice the rate of boys (66% versus
34%), bue given that gitls are often thought w be the exclusive targets of sexual
solicitation, the sizable percentage of boys selicited is important. More than three
quarters of wrgeted youch {77%) were 14 years old or clder (Figure 21-2 and Table
21-3). Only 22% of the youth were between the ages of 10 and 13 years of age, buc
this younger group reported 37% of the distressing episodes, thereby suggesting that
younger youch have a harder time shrugging off such selicitations.

PERPETRATORS OF SEXUAL SOLICITATIONS

Virrually all perperrarors {97%) were petsons the youth originally met online (Table
21-3). Adults were responsible for 24% of sexual solicitations and 34% of the
aggressive solicitations. Most of the adult solicitors were reported 10 be berween the
ages of 18 and 25. About 4% of all solicitors were known to be older than 25,

Solicieed yourh

—(— Enrire sample

Figure 21-2, Youth as targets of online sexual
solicitation, ages 10 to 17 vears old. (NOTE:
Addds up to less than 100% due to rounding
and/or missing data.} Reprinted with
permission from the NCMEC.
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“Table 21-3. Intetnet Sexual Solicitation of Youth (n<1501) -~ *.

INDIVIDUAL CHARACTERISTICS AL AGGRESSIVE DISTRESSING
[NCIDENTS INCIDENTS INCIDENTS
{(N=286) (N=43) (N=72)

19% OF YOUTH 3% OF YOUTH 5% OF YOUTH

Age of youth {in years)

10 <1% — —

11 3% 5% 109%

12 8% 2% 14%

13 11% 14% 13%

14 19% 12% 8%

15 23% 28% 249

16 21% 25% 159

17 14% 14% 17%

Gender of youth

Male 34% 33% 25%

Female G6% 67% 75%

Er1sODE CHARACTERISTICS ALl AGCRESSIVE DISTRESSING

(N=293} (N=44) N=72)

Gender of solicitor

Male 67% G4% 72%

Fernale 19% 25% 13%

Urknown 13% 11% 149

Age of solicitor

Younger than 18 vears 48% 48% 549%

18 to 25 years 26% 27% 17%

Otder than 25 years 45% 00 896

Unknown 27% 18% 19%

Relation to solicitor

Met online Q7% 100% 96%

Knew in person before incident 3% — 3%

Location of solicitor

Youth knew where persan lived 13% 29% 17%

Person lived near youth (1-hour drive or less) 4% % 7%

Location of computer when incident occurred

Home 70% 66% 51%

Someone else’s home 22% 27% 36%

School 4%, 2% 5%

Library 3% 3% 4%

Another place 19 _ 1%

Place on Internet where incident first happened

Char room 65% 52% 60%

Using instant messages 24% 36% 26%

Specific web page 4% 7% 7%

E-mail 2% 2% 1%

Game room, message board, newsgroup, or other 3% —_ 2%

Do not know/Refused to answer 2% 2% 1%

{eontinned)
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EpiSODE CHARACTERISTICS (N=293) (N=44) (N=72)
¥

- £
Forms of offline contact

Asked to meet somewhere 10% 66% 20%
Sent regular mail 6% 39% 9%

Called on telephone 2% 14% 4%

Came to house <1% 2% o

Gave money, gifts, or other things 1% 5% 1%

Boughs plane, train, or bus ticket <1% 2% —

None of the above 84% — 70%
How situation ended

Logged off compurer 28% 25% 35%
Left site 24% 16% 22%
Blocked perpetrator 14% 25% 17%
Told them to stop 13% 11% 5%

Changed screen name, profile, or e-mail address 5% 13% 13%
Stopped without youth doing anything 4% 9% 5%
Called police or other authorities 1% 2% 3%
Other 20% 20% 18%
Incident known or disclosed to*

Friend/Sibling 29% 41% 32%
Parent 24% 32% 33%
Another adule 4% 7% 7%
Teacher or school person 1% 2% 3%
Internet Service Provider/CyberTipline 9% 14% 119%
Police or other authority <1% 2% 1%
Someone else 1% — 1%
No one 49% 36% 37%

Youth with no/low levels of upset and
being afraid 73% 55% —

about the incident 17% 329% 50%

Stress symﬁftoms (more than a little or all

the time}

At feast one of following: 25% 439 60%
Stayed away from Interner 20% 32% 44%
Thought about it and could not stop 11% 27% 35%
Felt jumpy or irritable 5% 20% 21%
Lost interest in things 3% 5% 10%

Presence of five or more depression
8
sympt(:nms5 ] 17% 30% 24%

* Multiple responses possible.

¥ Only youth whe did not know the soliciter befave the incident were asked rhis question (n =284 far alf incidenss, n =44 for
aggressive incidents, and n=70 for distressing incidents).

£ These irems were 1[[&;p!€t[ﬁ‘am a pj:}'f/’)fﬂri‘if inventory af stress responses and representt avoidarnce bebaviors, intrusive thoughts, and
physical symptoss.

§ I the entire sample, 8% of yourh (n=117) veported 5 or move symprowns of depression.
§§ The values far this category are based on individual characieristics rather than episode characteriseis.
NOTE: Categories that do net add to 100% are due to rounding andfor misiing data.

Repringed with permission from the NCMEC.

443



Medical, Legal, o Social Science Aspects of "Child Sexual Exploitation

444

Juveniles made 48% of the overall and 48% of the aggressive solicitations. Slightly
more than two thirds of the solicitations and approaches came from males. One
quarter of the aggressive episodes came from females. In 13% of instances, the youth
knew where the solicitor lived. Youth stated that the solicitor lived nearby {ie, within
a 1 hour drive of the youth’s home} in only 4% of incidents.

Thus, not all of the sexual rrawlers on the Inzerner fir the media stereotype of an older,
male predator. Many are young, and some are women. It must be kept in mind, given
the anonvmity provided by the Interner, that individuals may easily hide or mis-
represent themselves. In a large percentage of cases (27%), the vouth did not know the
age of the person making the overture, In 13% of cases, the gender was unknown. In
almost all of the cases in which the youth gave an age or gender for a perpetrator, the
vouth had never met the perpetrator in person, thereby leaving the accuracy of the
identifying information in question.

SOLICITATION INCIDENT CHARACTERISTICS

Based on the descriptions given te interviewers, many of the sexual propositions
appear to be sclicitations for cypbersex
chat room sessions during which the participants describe sexual acts and sometimes

a form of fantasy sex thar involves interactive

disrabe and masturbate. In 70% of incidents, the youch were ac home when they
were solicited; in 22% of incidents, the youth were at someone clse’s home {Table
21-3). In 65% of incidents, the yeuth met the person whao solicited chem in a chat
reom; in 24% of episodes, the meeting occurred through inscant messages. In 10% of
incidents, the perpetrators asked to meet the youth somewhere; in 6% of incidents,
the youth received regular mail; in 2% of incidenes, the youth received a telephone
call; and in 1% of incidents, the youth received money or gifis. In § instance, the
youth received a traved ticker. We labeled these incidents aggressive solicitations. |n
most incidents, the youth ended the solicitations by using various strategies: logging
off the computer, leaving the site, and/or blocking the person. Table 21-4 describes
sone of these experiences.

YOUTH RESPONSE TO ONLINE SEXUAL SOLICITATTONS

In almost half of the incidents {49%), the vouth did not tell anyone about the epi-
sode, and even when the episode was agpressive, the youth did not twll anyone in
36% of incidents (Table 21-3). Some yourh disclosed the incident 1o a parent {24%)
or 1o a friend or sibling (29%). Only 10% of incidents were reported to an authority,
such as a teacher, an Interner Service Provider, or law enforcement officer. Even with
aggressive episodes, oaly 18% were reporzed to an authority.

It is remarkable that so few of the sexual solicitation episedes, even those thar were
quite distressing, prompted the youth to confide in someone or make 2 report to an
authority. Some of this probably reflects that, in some cases, the youth were not that
alarmed. Many probably did not know or doubted whether anything could be done.
But some of it may reflect embarrassment or shame, because the youth may have
believed they had gone places on the Internet where parents, law enforcement of-
ficers, or even friends would disapprove, Some may have been concerned thar their
access to the Internet would be restricted if they told a parent zbourt an incident.

IMPACT OF SOLICITATIONS ON YOUTH

In 75% of incidents, youth had no reaction or only a minor reaction, saying they
were not very upset or afraid in the wake of the solicitation {Table 21-3}; however, in
20% of incidents, youth were very or extremely upset, and in 13% of incidents, they
were very or extremely afraid. In 30% of the aggressive solicitations, youth were very
ar extremely upset, and in 25% of incidents, they were very or extremely alraid. In
17% of incidents, youth were very or extremely embarrassed. This was true in 32%
of aggressive incidents. In one quarter of incidents, yoush reported at least one
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— A 13-year-old girh said that someone asked her about her bra size.

= A 17-year-oid boy said someone asked him to “cyber” {ie, have cybersex).
The first time this happened, ke did not know whart cybersex was. The
second fime it happened, he “just said, ‘no.”
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— A Td-year-old gitl said thar men who daimed to be 18 or 20 would send
her instant messages asking for her measurements and ather questions
about what she looked tike. She said she was 13 years old when this
happened, and the men knew her age.
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E — A 12-year-old gitl said people told her sexual things they were doing and
g asked her to play with herself.
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— A 13-year-old girl said an older man kept “bothering” her. He asked her if |
she was 2 virgin and wanted to meet her.

— A 16-year-old girl said a man would ralk to her about sexual things he
waneed ro do to her and suggest places he would like 1o meet her.

— A ]3-year-old bay sz2id a girl asked him how big his privates were and
wanted him to “jack off”

— Another 13-year-old boy said thar a man had sent him a drawing of 2 man
having sex with a dog. The man said it was a picture of himself

Repvinted with permission from the NCMEL

symptom of stress (eg, staying away fram the Internet, not being able to stop
chinking about the incident, feeling jumpy or irritable, losing inrerest in things)
“more than a litde” or “all the rime.” The aggressive episodes were morte distressing,
with at Jeast one symprom of stress reported in 43% of episodes. Seventeen percent of
the youth who were solicited experienced 5 or more symptoms of depression at the
dime we interviewed them, which is twice the rate of depressive symptoms in the
overall sample.

Maost of the youth who were solicited appeared to brush off the encounters and rreat
them as minor annoyances. Nonetheless, chere was a core group of youth who
experienced high levels of upset and/for fear. For these youth, the experience may have
provoked stress responses. It is reassuring that most solicited youdh are not affecred,
but given the farge proportions of youth who are solicited, the group with the
strongly negative reaction is quite substancial.

YouTH AT RISK FOR SEXUAL SOLICITATION

Identifying the vulnerable population of youth is an importanc first step in the
development of effective prevension and intervention pregrams surrounding online
sexual solicitations. Logistic regression findings from these dara suggest youth at risk
tend to be older (ie, between 14 and 17 years), female, troubled, have high rares of
Internet use, use chat rooms, ralk with strangers online, engage in high online risk
behavior, and use the Inrernet in houscholds other than their own (Mitchell et al,
2001) (Table 21-5). These findings suggest thar troubled vouth and youdh with high
Internet use and risk behavior may be at increased risk for victimization and are
worth targeting for prevention efforts. Yer, caution needs so be aken not to focus
exclusively on these youth, because 42% of youth reporting sexual solicications were
not troubled or high or sisky Interner nsers,
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— Troubled is a composite variable that includes items from a negarive life

event scale (eg, a death in the family, a move to a new home, divorced or
scparated parents, the loss of a parent’s job}, the physical and sexual assault
items an a victimizatien scale, and a depression scale, or more depression
symptoms in the past month. Those with a composite value 1 standard
deviation above the mean or higher were coded as having this characteristic
while the rest were coded as 0.

FHigh Internet use is a composite varlable consisting of high expetience with
the Tntetnet (ie, 4 or 5 an a scale of 1 to 5), high imporzance of Internet in
the child’s life (ie, 4 or 5 on a scale of 1 to 3), spending 4 or more days
online in a typical week, and spending 2 or more hours online in a fypical
day. Yourh with 2 composite value 1 standard deviation above the mean ar
higher were considered bigh Interner users.

High online visk behavior is a composite variable of the following
dichotomous variables pertaining to behavior online: posting personal
information, making rude or nasty comments, playing a jole on or
annoying someane, harassing or embarrassing someone, tatking about sex
with someone the youth never met in person, and going to X-rated sites on
purpose. Youth with a composite vatue 2 scandard deviations above the
mean or higher were considered high online risk takers.

ARE YOUTH FORMING RISKY INTERNET FRIENDSHIPS WITH ADULTS?

A key law enforcement concern is thas many adults are using che incerper ro form
friendships with youth for purpeses of sexual exploitation. To assess this question,

we asked youth about the friendships they had formed through the Interner.

Sixteen percent of yoush reported forming close friendships with someone they had
met online. Close friendship was defined as “someone you could wlk o online
about things thar were real important to you.” These close friendships were pre-
dominantly with other yourh. Just 3% of youth had formed a close friendship with
an adult they met on che Interner. The yourh involved in friendships with adules
(defiped as people older than 18) were almost exclusively berween the ages of 15 and
17 years ald. Girls were somewhar more likely than boys (ie, 59% of girls vetsus 41%

of boys) to have formed clase online friendships with adults.

The adule Interner friends were male and female and were usually young aduirs

!

(between the ages 18 and 25). The youth typically met them in chat rooms, where

they shared similar interests. [n most of dhese friendships (69%), there had been some
contact berween the adulr and youth outside of the Interner, that is, mostly by the
telephone or regular mail. Parents knew about approximarely three quarters of these
friendships with adults. T almost one third of the youth-adult friendships, the youth
actually mes the adult in person. Usually this meeting took place ina public place with

a friend present. Parents knew about one third of these meetings.

Regarding the key question of interest to parents and law enforcement officials, 2 of

the total rumber of close friendships with aduits were repocted as having sexual
aspects. One was a romantic relationship berween a 17-year-old male and a woman
in her late owenties; his parenss knew about the relacionship. The second friendship
involved a man in his thirties who waveled to mect a 16-year-old girl. Although she

staced that the relarionship was not sexual, he did want o spend the night with her.

The study presents a complex picture about Internet relationships. Many young
people are forming close friendships through the Internet, and some are forming close




friendships with adulss. Most such relationships appear to have no taint of sexual
exploitation. The fact that our survey found few sexually oriented relationships be-
tween youth and adulrs does not mean they do not occur. They certainly do occur but
probably at a level too infrequent w be detected by a survey of chis size. These re-
Jationships seem to be few in a much larger set of scemingly benign friendships.

Young people may come to consider Internet friendships as one of the great resources
the Interner provides. Prevention educators should acknowledge chis as they uy to
become gredible sources of useful information about safery practices.

From a prevention point of view, the survey found thar many simple cautions (ie, do
not form friendships with people you do not know, do not form relationships with
adules, or do not have lunch with people you meet on the Internet) are unlikely to be
seen as reafistic, particularly by older weenagers. Though telling teenagers to inform
their parents about Interner friends seems sound advice, for many older teenagers,
this is also not likely to be practiced. Probably the best approach, based en tindings
here, is ta temind youth that people chey meer may have ulterior motives and hidden
agendas. The caution to first meet someone from the Iaterner in a safe, public, or
supervised place, as well as to alert others (eg, family, friends) about such a meeting,
scems something that teenagers may be more likely to put into practice.

ARE YOUTH BEING SOLICITED TO RUN Away BY POTENTIALLY
PREDATORY ADULTS?

Another situation of concern to law enforcement auchorities has been youth who are
encouraged to run away from home by persons they meet over the Interner. Seven
youth (0.4% of the sasiple} revealed such an episode. Tn 2 instances, the episodes
involved communications from teenaged friends or acquaintances. Five instances
involved encouragement o run away from people unknown to the youch. Of these, 2
were identified as teenagers, 2 wese identified as adulrs in their thirties, and in one
instance, the person’s age was unknown, Some descriptions of these incidenss foliow.

A 12-year-old gisl reparted an incident with a person identified as a young tecnage
boy. The boy encouraged her to run away and said it would make things “betcer.” In
another incident, 2 16-vear-old boy said he was ralking 1o a man in his thirties abous
problems the boy was having with his family. The man suggested he run away and
offered bim a place o stay. Four of the 7 runaway incidents were not disclosed to
parents ot autchorities. Three were disclosed to parents. Both of the episedes detailed
here were disclosed o parents and reported cicher o law enforcement officials or an
Inrerner Service Provider,

SUMMARY

Sexual soficitations and approaches occur ro approximately 1 in 5 segular Internet-
using youth dusing the course of a ycar. Most incidents are brief and casily deflected,
but some turn out to be distressing to the recipients; some become more aggressive,
including offline contact or actempts at offline contacr,

While some of the perpetrators of these solicitations are the older, adult men depicted
in recent media stories, many of the solicitors, when cheir age is known, appear to be
other youth and younger adults and even some women. Even among the aggressive
solicitors, a surprising number appear to be young and female. The diversity of those
making sexual solicitations is an impaortant paint 1© recognize for those planning
prevention. For example, too narrow characeerization of the threar was a problem
that hampered prevention efforts in regard to child molestation a generation ago.
Those responding to Interner hazards should be careful not to make the same mis-
take. Not all of the sexual aggression on the Interner fits the image of the sexual pred-
ator or the wily child molester. A tor of it Jooks and sounds like the hallways of our
high schools.
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Perhaps the most discouraging finding about
sexual solicitations is that parents and reporting
autherities do not seem to be hearing zbout the
majority of these episodes. Yourh may be em-
Soficited vouth barrassed, may not know what to do, and may
sireply have accepted this unpleasanr reafity of the

~—O— Entire sumple

Inrerner. Obviously any attempt to address this
problem would benefit from a more open climate

of discussion and reporting.

UNWANTED EXPOSURE TO
SEXUAL MATERIAL

While it is casy to access pornography on the In-

ternet, what males the Internet appear particulasly
tisky to many parents is the impression that young
people can encounter pornography there inadver-
tently. It is commeon to hear stories abour children
researching school feports or looking up movie
stars and finding themselves subjected to offensive

depictions or descriptions.

Figure 21-3. Unwanted exposure i sexual To assess the problem of unwanted exposure 1o sexual material, the survey asked
material anline 1o youth ages 10t 17 youth abour 2 kinds of online experiences: (3} while conducting an online scarch or
years old. (NOTE: Adds to less than 100%
due to rounding and/or missing data.) . . e
Reprinted with permission from NCMEC, did not wanrt to be in that kind of site and (2} opening an e-mail, instant message, Of

surfing the Web, secing pictures of naked people or of people having sex when they

a link in a message that showed them actual pictures of naked people or people
having sex that they did not want o receive.

YOUTH WiTH UNWANTED EXPOSURES TO SEXUAL MATERIAL

Boys were slightly more likely than girls 1o have experienced an unwanced cxposure
(57% to 42%). More than 60% of the unwanted exposures oceurred to youth who
were 15 years of age or older (Figure 21-3 and Table 21-6). Seven percent of the

Table 21-6. Unwanted Exposure to Sexual Material (n=1501)
INDIVIDUAL CHARACTERISTICS ALl DISTRESSING
INCIDENTS INCIDENTS
(N=3706) (N=91)
25% QF YOUTH 6% OF YOUTH
Age of youth
10 — —
11 2% 1%
12 596 5%
13 13% 21%
14 16% 18%
i5 24% 22%
16 23% 15%
17 16% 18%
Gender of youth
Male 57% 55%
Female 42% 43%
(conrinued)
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Table 21-6. (continued)

EPISODE CHARACTERISTICS AlL IHSTRESSING
(N=393) (N=92)

Location of computer

Home 67% 61%

School 15% 16%

Someone else’s home 13% 16%

Library 3% 3%

Some other place 2% 3%

Type of material youth saw

or heard”

Pictures of naked person(s) 94% 929,

Pictures of people having sex 384% 42%

Pictures thar also included violence 8% 9%

How youth was exposed

Susfing the Web 71% 72%
Opening e-mail or clicking on
e-mail link 280 30%
Yourh could tell site was X-razed
before entering 17% 129
SURFING EXPOSURE AL DISTRESSING
(N=281) (N=66)
How Web site came up
Link came up as the result of a search 47% 36%
Misspelled Web address 17% 18%
Clicked on the link when in other site 17% 24%
Other 15% 184
Do not know 3% 3%
Youth has gone back to Web site 2% —_
Youth was taken into another X-rated site
when exiting the first one 26% 33%
E-nalL ExpOsuRE AL DISTRESSING
N=112) {N=26)
Youth received e-mail at a personal address 63% 58%
E-mail sender unknown 93% 96%
Er1sone CHARACTERISTICS (SURFING AL DISTRESSING
AND E-MAIL) (N=393) (N=92)
Incident known or disclosed to*
Parent 399 43%
Friend/Siijiing 30% 33%
Another adult 2% 2%
Teacher or scheol person 3% 9%
Internet Service Provider/Cyber Tipline 3% 4%
Police or other authority — —
Someone else 1% -
No one 44% 3904

(continned)
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EBsOnE CHARACTERISTICS (S URFING

AND E-MalL) (N=393) (N=92)
Youth was very/extremely upset 25% 100%]
Youth with no/low levels of upset 76% —
Youth was very/extremely embarrassed

about the incident 20% 48%
Stress Symproms™ ¥

Felt jumpy or uritble 2% 7%
Lost interest in things 1% 7Y
Presence of five or more depression

symptoms% | 11% 15%

* Mulriple vesponses pt)ﬂfﬁa
¥ Degree of upser was wsed e define this category of youth.

¥ These items were adupted from a psychiatvic inventory of stress vespanses and represent avoidance
belaviors, intrusive thoughts, and physical symptoms.

§ Jr the enrive sample, 8% of yourh (1= 117} repurted 5 or more sympioms of depression.
W The palues for this caregory ave based on individual characreristics racher than episode characieristics.
NOTE: Categories that do nor add to 100% ave due to rounding andior missing deta.

Keprinted with permission from the NCMEC,

unwanted exposures were to 11- and 12-year-old youth. None of the 10-vear-olds
reported unwanted exposures. The somewhat greater exposure of boys may reflect thar
boys tend to allow cheir curiosity to draw them closer o such encounters. But the
refatively small difference should not be overemphasized. Nearly a quarter of boys and
girls had such exposures. Boys were slightly more likely than girls to say the exposure
was distressing.

EXPOSURE INCIDENT CHARACTERISTICS

Ninety-four percent of the unwanted fmages were of naked persons (Table 21-6}.
Thirty-eight percent showed people having sex. Eight percent involved violence, in
addition to nudity and/or sex. Most of the unwanted exposures (67%) happened at
heme, bur 15% happened at school. Three percent happened in libraries. Un-
fortunately, we do not know how many of the exposures involved child pornog-
taphy. Important as this question is, we had decided thar our youth respondents
could not be reliable informants about the ages of individuals appearing in the pic-
tures they viewed.

For the youth who encountered the material while surfing, the pornography came up
as a result of searches {47%), misspelled addresses {17%), and links in Web sites
{17%). For youth who encountered the material through e-mail, 63% of unwanted
exposures came to an address used solely by the youth. In 93% of instances, the
sender was unknown co the youth.

In 17% of all unwanted exposure incidents, the youth said they did know the site
was X-rated before entering. (These were all encounters described earlier as un-
wanted or unexpecred.) This group of episodes was not distinguishable in any
fashion from the other 83% of episodes, including the likelihoed of being dis-
rressing. Almost half of chese incidents (48%) were disclosed to parents. Tt is not
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clear to what extent curiosity or navigational naiveré resulied in the opening of the
sires in spite of the prior knowledge.

Pornography sites are sometimes programmed o make them difficult to exit. In fact,
in some sites the exit burtons ke a viewer inio other sexually explicit sites. In 26%
of unwanted exposute incidents, youth reported they were brought to another sex site
when they tied to exit the original site, This happened i one third of distressing
incidents. Table 21-7 gives some examples of what youth said they encountered.

YouTH RESPONSE TO UNWANTED EXPOSURE TO SEXUAL MATERIAL
Parents found our or were rold in 39% of the episodes (Table 21-6). Youth disclosed
the incidents to no one in 44% of incidents. Authority figures were notified in a few
cases; most frequently, youth disclosed to a teacher or school official (3% of
incidents) and ro Internet Service Providers {ie, 3% of incidents). None of chese inci-
dents weze reported to law enforcement. Only 2% of youth encountering unwanred
exposures said that they later returned to the site of the exposure. None of the youth
with distressing exposures recurned.

That so many youth did nat mention their exposure to anyone {even o a friend 1o
laugh about the experience or talk about it as an adventure) is noteworthy. It prob-
ably reflects some degree of gniic on the part of many youth. Perhaps if youth were
calling abour these experiences more, it might be healthier and helptul.

IMPACT OF EXPOSURE

Twenty-three percent of vouth were very or exrremely upset by the exposure
{Table 21-6). This amournts 1o 6% of regular Internet users. Twenty percent of youth
were very o extremely embarrassed, Tventy percent reported at least 1 symprom of
stress {staying away from the Internet; not being able to stop thinking about the in-
cident; feeling jumpy or irritable; and/or losing interest in things) “more than a litdle”
or “all the time” after the incident.

YOUTH AT RISK FOR UNWANTED EXPOSURE TO SEXUAL MATERIAL
An important step necessary to inform the national debate about polices regarding

youth and Internes pornography is to identify youth at risk for unwanced exposure 1o

pernography site came up.

search engine and found unwanted marerial.

site and saw a picture of a woman having sex with a wolf.

“Tecen” instead.

abouc wrestling. When he opened the message, it contained pornography.

When she opened it, she saw a picture of naked people.

|
J
i
J
|
J
J
|
|
f
g
J
|
|
f
f
!
f
|
I Reprinted with permission from the NCMEC.
f

|

f

—— An 11-year-old boy and a friend were searching for game sites. They typed in “fun.com” and a
~— A 15-year-old boy looking for information abouc his family’s Ford Escore typed “escort” into a
— Another 15-year-old boy was writing a paper about wolves for school. He came across a bestialicy
— A 16-year-old girt came upon a pornography site when she mistyped “teen.com.” She had typed
—— A 13-year-old boy who loved wrestling got an e-mail message with a subject line thar said it was

— A 12-year-old girl received an e-maif message with a subject line thar said “Tree Beanie Babies.”
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sexual material on the Internet. Findings from a logistic regression analysis reveal
at-risk youth w be older (14-17 years old), troubled, have high rates of Interner use,
use e-mail and chat rooms, use the Internet at households other than their own, ralk
with strangers online, and engage in bigh online risk behavior (Mirchell et al, 2003)
(Table 21-5). Again, as is the case with youth ar risk for online sexual solicitation,
caution needs to be taken not to create too narrow a fecus on youth who are troubled
and exhibir high and risky Interner use. In the cases of unwanted exposure, nearly
Lalf {45%) of youth reporting exposure were zof troubled, high Interner users, or
high online risk rakers.

SUMMARY

Unwanted exposure to sexual material appears to be widespread, occurring o a
quarter of all youth who used the Interner regularly during the last year. While it is
not a new thing for young people to be exposed to sexual material, the degree of
sudden, unexpected, and unwanted exposure may be made more common by zhe
widespread use of the Internet. Such exposure occurs primarily to older youth, bur
some youth as young as 11 years old reported exposure. Even in the elder group, the
exposure does not merely evoke Jaughs or mild discomfort. About a quarter of the
exposed vouth, 6% of all regular users, said they were very or extremely upset by an
exposure. As with sexual solicitations, most exposure incidents, even the distressing
ones, do not get reported to adules or other people in authority although a pro-
portion of these incidents are disclosed to friends and siblings.

The experiences reported in our survey conform quite readily to anecdotal accounts
from youth and adult users. Unwanted exposures mostly occur when doing Tnrernet
searches, misspelling addresses, or clicking on links. More than one third of the
imagery was of sexual acts rather than simply naked people, perhaps more than
peaple would guess, and 8% involved some violence in addidon to nudity and sex.

From a social science view, the issues about youth exposure to unwanted sexual
imagery are difficult to evaluate, in part, because there is almost no previous research
on the marcer. No one knows the actual effects. The research regarding exposure w
advertising and media violence makes it clear thar media exposure can affect ac-
titudes, engender fears, and model behaviors (ie, pro- and andi-social).

Previous research about exposure to pornography is not relevant to the many issues of
concern here. This research has been conducted with adults and is based on an
assumption of voluntary expesure. The present study shows that in the case of un-
wanted exposure there are strong negative, subjective feelings for cermin youth and
certain youth who manifest symptoms of stress. We do not know how long these
feelings or symproms lase or what ramifications they have, but these symproms and
feelings should be cause for concern. Questions of particular interest that need
priority attention for future investigadon are the following:

— Do any of the children so exposed have full-fledged, clinical-level traumaric
reactions or other highly disturbed reactions?

—- Is there any influerce, traumatic or otherwise, on children’s developing attitudes
and feelings about sex?

— Do children with unwanted exposure relate to future Internet sexual marerial in
different ways, thar is, either more avoidant or more attracted?

— Do lrternet exposures to sexual marterial figure negatively in family dynamics,
thereby creating conflicts or barriers in any way?

Nonetheless, for many people, the issues about youth exposure are more basic than its
effects. Whatever the effects, they would argue that people in general, and young
people in particular, have a right to be free from unwanted intrusion of sexually
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oriented material in a public forum such as the Internet. On this point, some of the
constitutional debate abour the Interner has concerned what kind of forum the
Internet is. Is it a forum like a bookstore, where if it is signposted, people can readily
stay away from the sexually explicit materiaf if they so choose? Or is it more like a
television channel, where people are much more captive of the material that is pro-
jected at them? Clearly, the Internet has aspects of hoth; however, the present research
daes suggest that, in its current form, it is not simple for those who want to avoid
sexual marerial on the Interner to do so.

HARASSMENT

Although less publicized than sexual solicitation
and unwanted exposure to sexual marerial, youth
have reported other threatening and offensive
behavior directed to them on the Internet, in-

cluding threats to assault or harm the youth, their Harassment youth
friends, family, or property as well as efforts to Entire sample youth

embarrass or humiliate them. Once again, the
concern of parents and other officials is thac the
anonymity of the Internet may make it a fertile
territory for such behaviors.

To assess the problem of harassment on the In-
erner, the study asked vouth aboucr 2 kinds of
incidents: feeling worried or threatened because
someone was bothering or harassing them online
and having sormeone using the Internet to threaten
or embarrass them by posting or sending messages
abour them for other people o see.

YouTnr TARGETS FOR HARASSMENT
Boys and girls were targeted abour equally for

harassroent (ie, 51% and 48% respectively). Seventy percent of the episodes occurred  Figure 21-4. Youth as targets for harassment,

to youth 14 years old and older {Figure 21-4 and Table 21-8). Eighteen percent of <5 1060 17 years ofd. (NOTE; Adds up to
! ; less than 100% due to rounding and/or
targeted youth were berween the ages of 10 and 12. missing data.} Reprinted with permission

from NCMEC.,

TFable 21-8. Online Harassment of Youth (n=1501}
INnDivinUAL CHARACTERISTICS AlL DISTRESSING
INCIDENTS INCIDENTS
{(nN=93) {N=37)

6% OF YOUTH 2% OF YOUTH

Age of youth

10 2% 5%

11 8¢5 8%

12 8% 3%

13 L% 11%

14 8% 27%

15 20% 13%

16 16% 22%

17 16% 5%

(continued)
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“Table 218, Online Harassment of Youth (n=1501) wnsinied

INDIVIDUAL CHARACTERISTICS {(N=93) {(N=37)
Gender of youth
Male 51% 43%
Fernale 48% 57%
EpsODE CHARACTERISTICS ALL DISTRESSING
{n=96) (N=37)
Gender of harasser
Male 54% 51%
Female 20% 24%
Unknown 26% 24%
Age of harasser
Younger than 18 years old 63% 65%
18 to 25 years old 13% 16%
Older than 25 years old 1% —_
Unknown 23% 19%
Relation to harasser
Met online 72% 65%
Knew in person before incident 28% 33%
Youth knew where person lived 35% 24%
Person lived near youth (1 hour
drive or less) 43% 35%
Location of computer*
Home 76% 81%
Someone else’s home 13% 5%
School 6% 5%
Library 1% 3%
Some other place 2% 3%
Was not using a compmer'r 2% 3%

Place on Internet incident first ha_ppened

Using instant messages 33% 41%
Chart room 329 22%
E-mail 19% 22%
Specific Web page 7% 890
(Game room, message board,

newsgroup, or other (Y% 3%

Do nort know 29 3%

A
Forms of offline contact’ ¥

Sent regular mail 9% 4%
Asked 1o meet somewhere 6% 4%
Called on telephone 4% —
Came to house 1% —
Gave money, gifts, or other things 1% —

(continned) [

454



Chaprer 21: Online Victimization: Whar Youth Telf Us

 Table 21-8. o)

ErsODE CHARACTERISTICS {(N=96) (N=37)

Boughr plane, train, or bus ticket — —
None of the above 38% 96%

How situation ended

Logged off 199 22%
Blocked that person 17% 11%
Left site 13% 16%
Told the person to stop 11% 16%
Stopped without youth doing anything  10% 11%
Changed screen name, profile, ar

e-mail address 3% 3%
Called police or other authorities 2% —

Orher 27% 22%
Incident known or disclosed to’

Parent 50% 51%
Friend or sibling 36% 38%
Interner Service Provider/CyberTipline  21% 24%
Teacher or school person 6% 11%
Another adult 1% 3%
Police or other authority 1% —

Somecone else 4% 89,
No one 24% 22%
Distress: Very/extremely!

Upset 31% 81%
Afraid 19% 49%

Youth with no/low levels of upset,
embarrassment, and fear 69% —_—

Youth were very/extremely embarrassed
about the incident 18% 35%

Stress symptoms (more than a little or

all the time)T %

Ac least one of following: 32% 49%
Stayed away from Internet 23% 30%
Thought about it and could not stop 20% 38%
Felt jumpy or irritable 6% 16%
Lost interest in things 3% 5%

Presence of five or more depression
sympmms” ! 18% 22%

® '."X?E’.TL’}’:’JI{I}’] }'7/151’ i’?’{ﬁ?’”ﬂﬂ.ﬁ'ﬂﬁ P(]Sf(’d(a!éﬂﬂf I/)!’?H UH{F'H{’ ZUI Ufhl"?”/)f{)pl’f.
F Muleiple responses possible,

t Only youth whe did not bnew the bavasser prior to the incident were asked this question (ie, n=09 for
all incidenis and 1 =24 for distressing incidents).

§ These stems wwere adapted from a psychiivic inventory of stress responises and represent avoidance
bebauviors, thbrusive rhawgr"irs, and pi’f_}sim[ sympran.

IE I the entive Mm/}t’s’, 8% qf'}frmth (fe, m=117} m])m'.tm' 3 or more symploms of dsprfm'on,
Y The values for this category are based on individual characteristios rather than episode characeeriseis.
NOTE: Categories that do nor add to 100% are due 1o rounding andior wissing data,

Reprinted with permission from the NCMEC.
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PERPETRATORS OF THE HARASSMENT

More than one quarter of the perpetrators (28%) were offline friends or acquaintances
of the youth (Table 21-8). A majority (54%) were reported to be male, but 20% were
reportedly female, and in 26% of instances, the perpetrator’s gender was unknown.
Nearly two thirds (63%) of harassment perpetrators were other juveniles. Almost 2
quarter of harassment perpetrarors (24%) lived near the yvouth (within 1 a hour drive),
In distressing episodes, 35% of perpetrators lived near the youth. In contrast to the
sexual solicitation episades in which only 3% of perpetrators were known to the youth
offline, approximately one quarter of the harassmens episodes involved known persons
and persons living refatively clase to the youdh.

HARASSMENT INCIDENT CHARACTERISTICS

Slightly more than three quarters of the youth were logged onto their computers at
home when the harassment occurred (Table 21-8). The harassment primarily ook
the form of instant messages (33%), chat room exchanges (32%), and c-mails (19%).
Twelve percent of the harassment cpisodes involving perpetrators who were not face-
to-face acquaintances of the youth included attempts at offline contact by telephone,
regular mail, or in person. Table 21-9 provides some examples of the ways youth
described their harassment incidents.

YOUTH RESPONSE TO HARASSMENT

Parents found our ar were told about these episades half the time (Table 21-8).
Slightly more than one third of the youth told their friends. Twenty-one percent of
the episodes were reported to Internet Service Providers, 6% o teachers, and 1%
to a law enforcement agency. Twenty-four percent of harassment incidents were
undisclosed. Ir is noteworthy thar, compared to sexual solicitazions and exposures,
a larger proportion of the harassment episodes were reported te parents and au-
tharity figures.

IMPACT OF HARASSMENT

Thirty-one percent of the harassment episodes were very or extremely upsetting, and
19% were very or excremely frightening (Table 21-8). Eighreen percent were very or
extremely embarrassing. Almast one third of the harassed youth (32%) reparted at
least 1 symprom of stress {staying away from the Internet; not being able to stop
thinking about the incident; feeling jumpy or irritable; and/or losing incerest in things)
“mote than a licde” or “all the dme” after the incident. Almaost half of the youth with
distressing experiences had at least one symptom of stress. Eighreen percenc of the
harassed youth were depressed at the time of their interview, which was more than
twice the rate for the overall sample. Maost of the harassed youth described the episode
as mitdly distressing, bur an important subgroup was quite distressed.

SUMMARY

Sexual offenses against youth on the Internet have received the most arrention, but this
study suggests harassment deserves concern as well. Harassment does net occur as
frequently as sexual solicitation or uawanted exposure to sexual material, but it is a
problem encountered by a significant group of youth. The dark side of the Interner is
not all about sex; it includes hostility and maliciousness as well.

An imporzant feature of the harassment is that, more than sexual solicitation, i
involves people known to the youth and people known to live nearby. Certainly,
some of the threarening character of these episodes entails targets do not feel com-
pletely pratecred by distance and anonymiry. The harasser could actually carey out his
or her threats.

Importanty, the harassed youth were substantially more likely than the sexually
solicited yourh to tell someane and report the episode t an authoricy. Nonetheless, the
percentage of youth reposting harassment to people in authority is quite low, thereby
pointing to a need to publicize and educare families abour available help sources.
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' Table21»9 Temmony From Youth Regardmg Harassment

wm A 17-year-cld gir! said people who were mad at her made a “hate page”
abour her.

—— A ld-year-old boy said he received instant messages from someone who said
he was hiding in the boy’s house with a laptop. The boy was home alone at
the dme and was very frightened.

— A 14-year-old girl said people at school found 2 note from her boyfriend,
scanned it, posted it on the Web, and sent it by e-mail throughour her
school.

— A 12-vear-old girl said someone posted a note about her on the Web. The
note swore at her and called her sexual names.

RISKS AND REMEDIES

Our lack of knowledge abeut the dimensions and dynamics of the problems this new
rechnology has created for young people is a barrier to devising effective solutions.
Bven in che absence of knowledge, however, there has been no dearth ofsuggesticns
about things to da. Parents have been urged to supervise their children and talk with
them about the perils and dangers of the Interner, and organizations have been
established to monitor and investigate suspicious episedes. Have any of these
remedies been taken to hearc?

The survey asked various questions to find our more about the prospects for preven-
tion. We wanted to determine to what degree parents were monitoring and advising
their children abour Tnternet activities. We asked abourt parents” and youth’s knowl-
edge about what remedies or information seurces are available for them when chey do
run into problems.

PareNTAL CONCERN

Parents and youth believed thar adults should be concerned about the problem of
young people being exposed to sexual material on the Tneeraet. As might be ex-
pected, parents thought adules should be more econcerned than youth theughe adules
should be, with 84% of parents saying adults should be extremely concerned com-
pared to only 46% of the youth. Some inflation of concern might be expected in a
survey with this topic, but other surveys confirm that this is an issue of substantial
immediacy for parents and youth.

USE OF FILTERING AND BLOCKING SOFTWARE

Thirty-three percent of houscholds were using fleering or blocking software at the
time of the interview. By far the most commen option used was the access control
offered by America Online (AOL) to its subscribers, used by 12% of the households
with home Internet access or 35% aof houschelds using Eltering or blocking sofeware.
Interestingly, another 5% of the households in our sample had used some kind of
filtering or blocking software during the year, but were no longer doing so, thercby
suggesting some possible dissadsfaction with its use.

KNOWILEDGE OF HELP SOURCES

We noted earlier thar few of the Internet episedes youth reported {ie, solicitation,
unwanted exposure to sexual material, or harassment) were reported to official
sources, One possibility is that youth and their families are not all that familiar with
places interested in or receptive to such reports. Almost one third of parents or
guardians said they had heard of places where troublesome Tnternet episodes could be
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reported, but only approximately 10% of them could cite a specific name or ay.
thority. Only 24% of youth stated they had heard of places to report; only 179,
could actually name a place. Reporting the episode to the Internet Service Provider
{most often AQL) was the option most often remembered.

STUDY CONCLUSIONS

By providing more texture and details o our pictute of the cyber hazards facing youh,
the national Youth Internet Safety Survey has much to contribute to current public
policy discussions abour whart to do o improve the safety of young people. Table 21-
10 lists some key conclusions and recommendations based on the imporrant findings
from the study, and more detail is provided within the rext thar follows.

MaNY YoutH ENCOUNTER OFFENSIVE EXPERIENCES ON THE INTERNET
The percentage of youth who encouarer offensive experiences {19% sexually so-
licited, 25% exposed to unwanted sexual marterial, 6% harassed) are figures for 1 year
only. The number of youth encountering such experiences from the time they szt
using the Internet unl they are 17 years old, which might inchide 5 or more vears of
Internet activity, would be higher.

‘The level of offensive behavior reported in this study mighe be placed in this perspec-
tive. Any workplace or commercial establishment in which one filth of all employees
or clients were sexually solicited annually would be in serious trouble. What if a
quarter of all young visitors to the local supermarket were exposed o unwanted por-
nography? Would this be rolerated? Suppose 1 in 17 subway riders were threatened
and harassed each year. There would certainly be a swrong law enforcement presence in
che subway as a resule. We consider these levels of offensiveness unacceprable in most
contexts, But on the Interner, will we simply accept it as the price for dhis new tech-
nology because it is anonymous? [t certainly does confirm people’s concerns abous the
coarseness and crudeness of the Internet experience. Sadly, the Interner is not always
the nice, safe, educational, and recreational environment that we might have hoped for
our young people.

THE OFFENSES AND OFFENDERS ARE MORE DIVERSE THAN
PREVIOUSLY THOUGHT

The problem highlighted in this study is not just adule males crolling for sex. Much
of the offending behavior comes from other youth. There is also 2 substantial amount

‘Table 21-10. Major Findings and Coticlusions

— Many youth encounter offensive experiences on the Internet.

— The offenses and offenders are more diverse that previously thought.
— Most sexual solicitadons fail, bur their quantity remains alarming.
—— "Teenagers are the primary vulnerable population,

— Sexually explicit material on the Internet is inerusive.

~— Most youch brush off chese offenses, but some become distressed.
— Many youth do not teli anyone about the experience.

—- Youth and parents do not report these expetiences and do not know where

to report them.

— Internet friendships berween teenagers and adults are common and seem to
USUSH}’ bﬂ benign.
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from females. The nonsexual offenses are numerous and quite sericus, wo. We need
to keep this diversity in mind. Sexual victimizarien on the Internet should not be the
only thing that grabs public attention.

MOST SEXUAL SOLICITATIONS Fait, BUT THEIR QUANTITY REMAINS
ALARMING

Based on current Inferner use staristics, we estimate that 4.5 million young people
between the ages of 10 and 17 years old are propositioned on the Interet every year.
Even if only a small percentage of these encounters resules in offline sexual assault or
illegal sexual contact, which is a percentage smaller than we could detect in this
survey, it would amount to several thousand incidents. The good news is thar most
voung people seem w know what o do to deflect these sexual “come-ons.” Buc there
are youth who may be especially vulnerable through ignorance, neediness, disabiliry,
ar poor judgment. The wholesale solicitation for sex on the Interner is worrisome for
chat reason.

TEENAGERS ARE THE PRIMARY VULNERABLE POPULATION

For solicirarions, as well as unwanted exposures to sexual marterial and harassment,
most of the targets were reenagers, especially teenagers who were 14 years of age and
older, Thus, it is misleading to say that child molesters are moving from the play-
ground to the living room, trading in their trench coats for digicams, as some have
characterized the siruation. Children and teenagers are different victim populations.
Preteen children use the [nternes less, in more limited ways (US Department of
Comemerce, 2002; Roberss et al, 1999), and are less independent. Tr does not appear
that much predatory behaviar over the Internet invalves conventicnal pedophiles
targeting 8-vear-old children widh their modems, at least not vet. Teenagers are the
target population for this Internet victimization, and that makes prevention and
intervention a different sort of challenge since teenagers are more independent and
do not necessaily listen to what parents and other “authorities” tell them.

SEXUALLY EXPLICIT MATERIAL ON THE INTERNET IS INTRUSIVE

A farge percentage of youthful Internet users are exposed to sexually explicit marerial
when they are not looking for ie. This occurs mose often through largely innocent
misspellings as well as the opening of e-mail, Web sites, and other documents. Sex
found on the Internet is not nicely segregated and signposted like in a bookstore, and
it is not easily avoidable. Some heavy-dury imagery is incredibiy easy to stumble upon.
Apparently many peopie who do not know this yet arc inclined to think, “I dont see
it, s0 it must be something you only gec if you go looking.” But youth de not have 1o
be all that active in exploring the Internet to run across this material inadvertently.

MosT YOuTH BRUSH OFF THESE OFFENSES, BUT SOME BECOME
DISTRESSED

Most youth are not bothered much by what they ercounter on the Internet, but
there is an important subgroup of vouth who ate quite distressed by the exposure as
well as the threars and solicirations. We can not assume that these are just transient
effects. When youth report stress symproms like intrusive thoughts and physical
discomfort, these are warning signs. Some of this could be the psychological
equivalent of a concussion rather than a slight bump on the head. It may be hard o
predict exactly who will get hurt. Tt may depend partly on things like age, previous
experience (with the Internet and sexual marters), family attitudes, the degree of
surprise, and the kind of exposure. Anticipating and responding to negarive impacts
is something that needs more consideration.

ManNy YOUTH DO NOT TELL ANYONE ABOUT THE EXPERIENCE
Nearly half of the solicitations were not disclosed. Some of this nondisclosure cerainly
resules from feelings of embarrassment and guile. The higher disclosure rates for the
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nonsexual offenses point to that. Parenss are not being informed aboue a lot of these
episodes, and they would want to know. Some youth are not even telling their friends.
Thus, they are not gerting a chance to reflect abous whar happened, process it, and
obtain ideas about ways to deal with the episodes and ways to put these episodes i
perspective. Ironically, the Internet is providing places to discuss difficult topics, while
at the same time may be increasing the number of difficult topics to discuss.

YOUTH AND PARENTS DO NOT REPORT THESE EXPERIENCES AND DO
NOT KNOW WHERE TO REPORT THEM

Most parents and youth did not know where to report the incidents or obtain help
for Interner offenses. The low rate of reporting for actual offenses confirms this lack
of awareness. Even the most serious episodes were rarely reported. The Interner is a
new “country” and people de not yet know who the “cops” or autherity figures are.
In face, this seems o be part of the attraction of this tertitory for many, thart is, thac
there are not obvious cops or authority figures. People do, however, need o know
ways to obrain help, and people with antisocial tendencies need to know thar there
are consequences. The choice is not between anarchy and “Big Brother,” just as in
regular pofitics the choice is not between anarchy and dicrarorship.

INTERNET FRIENDSHIPS BETWEEN TEENAGERS AND ADULTS ARE
CommoN AND UsualLy SEEM TO BE BENIGN

it would make prevention casier il [nternet relationships berween youth and adulss
were uniformly sinister, and we could simply say, “Don’ do it.” But one of the pos-
itive things about the Iaternet is that it allows people of diverse social statuses to con-

gregate amund common interests.

We want young people to develop their skills and talerts. We want them to find
mentors. The existence of coaches who molest does not deter parents from signing
their kids up for Little League. It will be a similarly complicared challenge to protect
kids from the dangerous Internet relatonships without squelching the positive ones,
We need to learn more abour the signs and symproms of adulevouth relationships
that are potentally exploitative, not just on the Internet, but in face-to-face reladon-
ships, wo.

IMPLICATIONS AND RECOMMENDATIONS

Some reconumendations follow from these major findings and cenclusions, They are
listed in Table 21-11 and more fully described in the following sections.

CREATE MATERIALS SPECIFICALLY DESCRIBING DIVERSE HAZARDS

‘Those concerned abeout preventing sexual exploitation on the Internet need to men-
tion the diversity of hazards, including threats from youthful and female offenders, in
their marterials. A stereotype of the adult Internet predartor or pedophile has come w
dominate much of the discussion abour Internet victimization., While such figures
exist and may be ameng the most dangerous of Internet threars, this survey has re-
vealed a more diverse arzay of individuals making offensive and potentially exploitative
online overrures. We should not ignore these offenders. We must remember that in a
previous gencration, campaigns to prevent child molestation characterized the threat as
“playground predarors,” so for years the problem of youthful, acquainrance, and
inteafamily perpetrators went unrecognized. Today, those doing prevention wark
concerning the Internet need o be careful not to make a characterization of the threar
that fzils 1o encompass all its forms whether consciously or inadvertenty. One of the
reasons for the mistaken characterization of child molesters in an earlier era was that
people extrapolated the problem entirely from whar came to the attention of law en-
forcement officials. A similar process could currendy be underway in the case of
Invernet victimization, bur it is probably early encugh: to reverse. Therefore, we need to
publicize the full variety of Internet offensive behavior.
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‘Table 21—1:1. Recpmméﬁaaﬁo.h.s_ L o

— Those concerned about preventing sexual exploitation on the Interner need
to specifically mention the diversity of hazards, including threats from
vouthful and female offenders, in their materials.

— Prevendon planners and law enforcement officials need to address the
P
problem of non-sexual as well as sexual vicrimization on the Interner.

— Maore of the Internet-using public needs to know abour the existence of
help sources for Internet offenses, and the reporting of offensive Inteenet
behavior needs to be made even easier, more immediare, and more
imporrant.

— Different prevention and intervention strategies need to be developed for
youth of different ages.

— Yourth need 0 be mobilized in a campaign to help “clean up” the standards
of Tnternet behavior and take responsibilicy for youth-oriented parts of the
[nternet.

— We need to train mental heatch, school, and family counselogs about these
new Internet hazards and the ways these hazards contribute to personal
distress and other psychological and interpersonal problems.

o Much more research is needed on the developmental impact of unwanced
exposure to pornographic images among children of differing ages.
— Morze understanding is needed zbout families’ knowledge of, attitudes

abous, and experience wich filcering and blocking sofrware.

~— Laws are needed to ensure that offensive aces thae are iflegal in other
contexts will also be iliegat on the Internet.

— Concern about Internet victimization should not eclipse prevention and
intervention efforts to combat other conventional forms of youth
viceimization.

ADDRESS BOTH SEXUAL AND NONSEXUAL INTERNET VICTIMIZATION
Prevention planners and law enforcement officials need to address the problem of
nonsexual as well as sexual vicdmization on the laternet. An addidonal problem with
the “Tnrerner predator” stereotype just mentioned is that it does not give enough focus
to nonsexual forms of Internet victimizarion. The current study shows thae nonsexual
threats and harassmens constirure another common peril for youth that can be as or
more distressing than sexual overtures. Experience in crime prevention has shown that
concerns about sexual threats often eclipse other equally serious crimes. Concerted
efforts should be made to ensure that nonsexuat threats and harassment are included
on the agendas of educators, practitioners, legistators, and law enforcement officials
regarding Internet safety.

INFORM THE PUBLIC OF HELP RESOURCES AND MAKE REPORTING OF
OFFENSIVE INTERNET BEHAVIOR EASIER

Mare of the Internet-using public needs to know abour the existence of help sources
for Internes affenses, and the reporting of offensive Intemner behavior needs w be
made even easier, more immediate, and more important. Maltiple strategies are
needed to increase reporting. The Internet-using public needs o be aware of re-
porting options in as many ways as possible, that is, through the [nternet as welf as
through other avenues. The public needs to be briefed on the reasons they should
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make such reports, including the importance of keeping the Internet & safe and
enjoyable place for everyone to use. Smokey rthe Bear and McGruff the Crime Dog
campaigns come to mind as appreaches to emulate. People balk ar being tattle-tales,
but citizen vigilance and community involvement have traditionally been the keys 1o
muintaining community safecy.

DEVELOPMENT OF PREVENTION AND INTERVENTION STRATEGIES FOR

YOUTH OF VARYING AGES

Different prevention and intervention strategies need to be developed for youth of
different ages. Most of the encounters reported to our study occurred to teenagers,
specifically older teenagers. The messages that will make sense and be taken seriously
by this group and their parents differ significandy from those that make sense for
vounger youth. This is a different problem from conventional child molestation,
where we try to target and protect 7- 1o 13-year-olds. Older teenagers presumably
have more independence, more experience, and a different relationship with aduls
and their families. For example, advice to tell parents to check the Internet and e-mail
activity of older teenagers may be tantamount to saying parents should read their
children’s mail, a privacy invasion that seems unrealistic in many families. Gooed
protection strategies, especially for the teenage group, can not be heavy on the conral
dimension and need 1o be tied to youth aspirarions, values, and culture. This requires
the input of youth. If young people are becoming millionaires with their Internet
ingenuiry, it is likely that some of that creativity could hir the jackpot in the field of
Interner safery as well. It is time to involve a cadre of young people in the develop-
ment of Internet victimization prevention in order to craft messages to which youth
will be receprive.

MOBILIZE YOUTH 1O HELP "CLEAN UP” INTERNET BEHAVIOR
STANDARDS

Youth need to be mobilized in a campaign to help “clean up” the standards of Internet
behavior and take responsibility for youth-oriented parts of the Interner. Like face-to-
face sexual offenses, which run the gamurt from rape to harassment, Internet sexual
offenses have been shown in this study to cover a spectrum of behaviors, The less
serious end of the spectrum should not be ignored, since it can be the ferile soil in
which more serious offenses grow. Much has been learned over the years about
recucing erime, social deviance, and public diserder i communities. Many of those
lessons are adaptable to the Internet, which is a community, albeit one with special
proeperties. In the crime feld, for example, success in reducing crime has been achieved
through more community policing and cleaning up minor kinds of neighborhood
disorder and decay. Crime-watch campaigns that deputize and empower community
members to warch for crime have worked to reduce theft. In the education field,
school revitalization campaigns have helped improve decorum and reduce antisocial
behaviors in the schools. Thought should be given o applying such lessons to the
Internet community. For example, the experience of those wanting to prevent real-
world sexual harassment has been that campaigns, particularly campaigns involving
whole schools, can be successful if they raise awareness abour the problem and its
effects and if they help youth enforce proper conduct among the peers themselves.
Such youth-oriented campaigns might have some success with at least some forms of
Interne: vicrimization as well, and these campaigns may be worth a uy.

EpucaTe HEALTH, SCHOOL, AND Famity COUNSELORS ABOUT THE
NEW INTERNET HAZARDS

We need to train mental health, school, and family counselors about these new
Internet hazards and the ways these hazards contribute to personal distress and other
psychological and interpersonal probtems. This study reveals thar substantal numbers
of young people do experience distress because of Internet encounters, and they are
not gerting help. Mental health and other counselots need to fearn to be alert and ask
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questions to get young people o talk about such encounters. These counselors need
to know the ways that young people use the Internet so they can understand the
problems of these young people. Counseloss also need to be trained to treat the kinds
of distress and conflicts that have a connection with negative Internet experiences.
We need educational packages for scheols and various youth workers for their own
professional developmenr and to use with the kids. Unfortanarely, at the taining
canferences being offered today, most Internet education seers directed at law en-
forcement officials. We need to develop workshops for the educators, practitioners,
psychologists, and social workers as well.

MORE RESFARCH Is NEEDED

More research is needed on the developmental impact of unwanted exposure w
pornographic images among children of different ages. The Internet is almost cer-
tainly increasing the frequency and the explicitness of such exposures, but even more
important, the Internet is increasing the number of youth exposed involunrtarily and
suddenly. Although chis topic has commanded some public atcention, ficde research
has been conducted. Even if the vast majority of such encounters are trivial or benign,
however, it would be imporrant to know under what conditions such encounters can
be influensial or stressful and what kinds of interventions are useful to prevent
negative inffuence. The domain of infiuences could be broad and could include atti-
rudes about sex, attitudes about the Interner, and maceers of family dynamics. These
are not easy mattess to study in an ethical and dispassionate way; however, it can be
done and should be made a priority.

BETTER UNDERSTANDING IS NEEDED ABOUT FAMILIES IDEAS ABOUT
AND USE OF FILTERING AND BLOCKING SOFTWARE

More understanding is needed abourt families’ knowledge of, actitudes about, and
experience with flering and blocking software, This study tound that only a minor-
ity of families with children were using blocking or filtering software even though
most parents said adults should be very or extremely concerned about the problem of
Internet victimization. Blocking and filtering software s one main line of defense
available to families who are concerned about the problem. It is the defense being
strongly advocated by people opposed to legistative solutions. Why is it not being
used more often?

The fack of use of such software may reflect a lack of knowledge about its availabilizy,
suspicions about its utility, or a lack of suitabilicy of such software in the context of
real family dynamics and Internet use practices. For example, the introduction of
such software may provoke conflicts between adults and youth or at least create fears
abour such contlicts. It is interesting thar 5% of the families we interviewed had used
filtering or blocking software in the past year and then discontinued its use,

Before recommending that more families use such software, it is important o know
more abour its operation. If a lack of knowledge is the problem, then education and
awareness can be the answer. If the software does not suit the concerns of families or
is difficult to use in real family contexts, then new designs or approaches to this
software may be needed. We need derailed, real-life evaluation research about avail-
able Internet blocking and fltering rechnologies.

ENACT LAWS TO MAKE OFFENSIVE ACTS [LLEGAL ON THE INTERNET
Laws are nceded to ensure that offensive acts that are illegal in other contexes wiil also
be illegal on the Interner. Some of the offensive behaviors revealed in this study {espe-
cially sexual solicitations by adules of minors and some of the threazening harassment)
are probably illegal under current law. Because most law was written prior to the
development of the Inzernet, questons have been raised abour whether and how var-
ious criminal scatutes apply to Internes behavior. Although it is a daunting task, crim-
inal statutes need to be reviewed systemadcally with the Interner in mind o make
sure that relevant statutes cover Internet behaviors.
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CONVENTIONAL FORMS OF YOUTH VICTIMIZATION NEED OUR
CONTINUED ATTENTION

Concern about Internet victimization should not eclipse prevention and intervention
efforts o combat other convenrional forms of youth victimization. This study has
revealed how many offensive and distressing experiences youth encounter on the
Internet. Internet victimization has not become, nor is it threatening to become, the
most serious crime peril in chifdren’s lives; rather, it is just the newest. Among repulay
Enternet users in our survey, 30% had been physically attacked in real life by other
youth in the fast year, 1% had been physically abused by an adult, and 1% had been
sexuatly assaulted. None of these serious offenses had any connection, as far as we can
tell, to the Inrerne:. None of the Internet threars we documented actually materi-
alized into a face-to-face violenr offense. We need to mobilize about Interner victim-
ization because it is new, causes distress, could mushroom, and could otherwise es-
cape attention. But the conventional crime perils in the lives of children and vouth
are all wo real and continuing, As reported from the National Crime Victimizztion
Survey, youth the age of the respondents in this survey have convenrional violent
crime victimization rates (g, rape, robbery, aggravared assault) that are twice that of
the adult population (Hashima & Finkelhor, 1999). Children and adolescents are the
most criminally victimized segiment in our society. So, as much as possiblf:, efforts o
address Interner victimization should combine with and not displace efforts to pre-
veat youth crime victimization in general.

CONCLUSION

"The study suggests that youth encounter a substantial quandty of offensive episodes,
some of which are distressing and most of which are unreported. A comprehensive
strategy to respond to the problem would aim to reduce the quantity of offensive
behavior, better shield young people from its likely occurrence, increase the level
of reporting, and provide more help to vourh and families to protect them from
any consequences.

RECOMMENDED RESEARCH MATERIALS
1. The National Center for Missing & Exploited Children ae: huep://fwww.missingkids.
org. Provides materials and maintains an online repordng system.

2. The CyperTipline ac: hupi//www.cyberzipline.org. For reporting online vic-
timizations,

3. Federal Bureau of Investigazion’s Innocent Images Program an hop:/famww.fbi.
gov/hg /eid/eac/innocent him,

4, Informarion and Resources abour the Commission on Online Child Protection

(COPA) at: hup://www, COPAcommission.org.

5. National Resource Council Project on Tools and Scrategies for Protecting Kids
from Pornography ac hetp://wew7 . nationalacademies.org/itas.

6. Internet Safety Education for Parents and Youth at: hupr//www.getneswise.com.
7. CyberAngels at: hap://www.cyberangels.org. Internet safery organization.

8. Digital chaperones for kids. Consumer Reperts. March 2001;66:20-23,
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APPENDIX 21-1: METHODOLOGICAL DETAILS

The final Yourh Interner Safery Survey sample consisted of 796 boys and 705 girls
between the ages of 10 and 17 (Table 21-1). The interviews were conducted berween
August 1999 and February 2000, This was not a representative sample of all youth
within the United States because Internet use was not evenly disuibuted among the
pepulation during that time period. Internet users tended to have higher incomes
and more education than non-Internet users; among lower-income groups, Internet
users were more likely to be white aithough racial difference was disappearing at
higher-income levels (NPR Report, 2000}, While boys were somewhar more likely
than girls o use the Internet, the difference was small and arrriburable ro boys” pro-
pensity for computer games (Roberts et al, 1999}, The sample for the Youth Internet
Safety Survey generally marched other representative samples of youth Interner users
at the time these interviews were conducred.

Houscholds with children in the target age group were identified through another
large household survey, the Second National Incidence Study of Missing, Abducted,
Runsway, and Thrownaway Children (NISMART-2}, which was conducted by the
[nstiture of Survey Research at Temple University between February 1999 and
Decemnber 1999, NISMART-2 interviewers screened more than 180 000 telephone
numbers to identify 16 000 households with children who were 18 years old and
younger. Telephone numbers for households including voung people between the
ages of 9 and 17 were then forwarded o and dialed by inwerviewers for the Youth

Inrerner Safery Survey.

Inrerviews for the Youth Internet Safety Survey were conducted by the staff members
of an experienced national survey research firm, Schulman, Ronca, and Bucuvalas,
Inc. Upon reaching a household, interviewers screened for regular Internet use by a
child living in the houschold who was berween the ages of 10 and 17, Interner use
was defined as “connecting a computer or a TV to a phone or cable line to use things
like the World Wide Web and e-mail.” Interviewers identified the child in the house-
hold who used the Interner most often and then asked to speak with the parent who
knew the most about the child’s Interner use. Interviewers then conducted a short
interview about household rules and parental concerns about Internet use, as well as
demographic characteristics. At the end of the parent interview, the interviewer
requested permission to speak with the previeusly identified yourh, Parents were
assured of the confidentality of the interview, told that young participants would
receive a $10 check, and informed that the interview would include questions about
“sexual material your child may have seen.”

With parental consent, interviewers described the study to the child and obrained his
or her verbal consent. Yourh interviews lasted about half an hour. They were scheduled
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at the convenience of youth participants and arranged for times when they could alk
freely and confidentially. Questions were constructed so that youth respenses were
mostly short, one-word answers that would not reveal anything meaningful to pessons
overhearing any portion of the conversation. Where fonger answers were required,
questions were phrased, “This may be something private. If you feel you can wlk
frecly, or move to a place where you can talk freely, please tell me what happened.”
Youth were not pressed for answers. They were promised complete confidentiality and
wld they could skip any questions they did not want to answer and stop the interview
at any time. The survey was conducted under the supervision of the University of New
Hampshire’s Instirutional Review Board and conformed to the rules mandazed by
research projecs funded by the US Deparement of Justice. Youth respondents received
brochures abour Inzerner safery as well a $10 check,

PARTICIPATION RATE

Based on standard calculations of participation rate, 75% of the houscholds approached
completed the screening necessary to determine their eligibility for participation in the
survey, The completion rare among househelds with eligible respondents was 829, Five
percent of parents in eligible households refused the aduit interview. Another 11% of
parents completed the adult incerview but refused permission for their child o par-
ticipare in the youth interview. In 2% of eligible houscholds, parents consented to the
youth interview, but youth retused to pardcipare. An additional 1% of eligible house-
holds was in “call-back” status when 1501 interviews were completed. (NOTE: As a
result of rounding, these numbers add up o 101%.)

APPENDIX 21-2: DEFINITIONS AND INSTRUMENTATION

The aspeces of youth online victimization on which this study focused included
sexual solicitations and approaches, unwanted exposure to sexual marterial, and ha-
rassment. {See Table 21-2 for a list of definitions.) The incidence rates for sexual
solicitation, unwanted exposure to sexual marterial, and harassment were estimated
based on a series of screener questions about unwanted experiences while using the
Internet. Two of the screeners concerned harassment, 4 involved unwanted exposure
to sexual material, 3 focused on sexual solicitation, and 1 questian asked if anyone
online had encouraged the youth to run away from home. More extensive follow-up
questions were asked about up to 2 of the unwanted incidents per youch; these
follow-up questions were used o further classify the reported episodes into the cate-
gorics reported on in this chapeer.

Follow-up questions were limited to only 2 reported incidents because of time con-
straines. Consequently, some incidents reported by young people were not followed
up, and these were omitted from incidence rates. If a youth reported more than one
incident in a particular category, the follow-up questions referred to the “most
botherseme” incident or, if none was “most botherseme,” the most recent incident.
The limits on follow-up questions probably led to some undercounting of incidenss,
particularly episodes of unwanted exposure to sexuad material.

SEXUAL SOUCITATION ITEMS

To assess the problem of sexual exploitation, the study asked several questions, the
results of which were aggregated under the categery of sexual solicitations and ap-
proaches. Questions were asked abour:

I. Sexual approaches made to them in the past year—situations during which some-
one on the Internet attempred to ger them to talk about sex when they did nor
want to or asked them unwanted intimate questions.

]

Sexual solicitations they had received in the last year from persons over the
Interner who had asked them to do sexual things they did nor want w do.

3. Invitations from Internet sources to help them run away, a ploy apparently fa-
vored by some individuals looking for vulnerable youth.
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UNWANTED EXPOSURE TO SEXUAL MATERIAL ITEMS

We were also interested in wnwanted exposures to sexual material, thar is, those that
occurred when the youth were not looking for or expecting to receive or see sexual
material. We were interested in the following:

1. Encounters with sexual marerial appearing while doing searches online and surf-

ing the Web
2. When a youth was opening an e-mail or clicking on message links

In the scction on sexually explicic material, we focused on unwanted exposure
pictorial images of naked people or people having sex.

HARASSMENT ITEMS
The survey asked about the following kinds of situations that may have occurred in
the last yean:

1. Feeling worried or threatened because sumeone was bothering or harassing them
online

2. Someone using the Internet to threaten or embarrass them by posting or sending
messages about them for other people o see

APPENDIX 21-3: LIMITATIONS OF THE STUDY

Every scientific study has limitacions and defects. Readers should keep some of these
important things in mind when considering the findings and conclusions ol this
study.

1. We can not be certain how candid our respondents were with us. Although we
used widely accepted social science procedures, our interviews involved telephone
conversations with young people regarding a sensitive subject, factors that could
easily result in less than complete candor.,

2. 'The young people to whom we did not talk may be different from the youth ro
whom we did speak. There were parenrs who refused to participate or refused o
allow us o talk to their children; there were youth who refused to parricipase and
those we could never reach. Our results might have been different if we had been
able to talk of all these people.
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