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In rhc andysis of crime, the pcrspeitives of vicrims and potential vicrims often yield 
ditFcrenr and complcmenrary insighrs to the peopecrive of 1:lw mforcemcnr olficids 
for convsnrional crime; the vicrim perspecrive is represenred, for example, by the 
National Crime Victimization Survey, which has been an imporranr complemenr ro 
rhe law cnforcemenr pcrspccrie ohrained from policc records. To undersrand ways ro 
prevenr and intcrvcnr in thc problenl of inretner offenses, rhis victim-level pcr- 
specrive is squally importanr and was the imp~dsc behind rhe Yourh liltcrnet Safer). 
Survey dzscribed in this chapter. 

This national study, fuiliird by- the US Congress rliroug!~ a grant 10 the Nariunal 
Cerirsr for Missing & Exploited Children (NCMEC), confirms some of the reality 
purrrayed by other chapters in these volumes. Large numbzn of young people who 
us  thr Inrcrncr are mcounrering imiziinred scvua! solicirarions, sexual materid i l l y  
do nor scck, and people who rhrearcn and harass them in various ways. The  study 
also presents a complemeiirary picrurc of the many kinds ofsituarions young propls 
expriicr~ce rhar tend ra escape otficial drtcction. Further, it shows rhat somc y o u ~ h  
are ahlc ro glide past un\vclcomr online encounreis as mere litrer on the inbrmnrion 
supcrhighwny, bur orhcr  experience rhcm :IS real collisions with a rnl l iy  rhcy did nor 
expect and arc distressed to find. 

This chapter describes rhc variety of disconcerring experiences young Internet users 
have onlinc and rhe variety of ways rhcy react. It p r o d c s  a window into the ways 
familizs and young pcople are addressing matters of danger and protection on rlic 
lorrrner. Some of rhe news is rcamlring. Ar ihe same rime, rhcse rcsulrs suggest rhat 
rhc seamy side of rhc liirernc~ spills inro the lives of an uncomfoirahly large number 
of children, and relarivcly few families or young peopir do much about ir. The 
findings high1ighr a grcar need For private and public iniriarivcs ro raise awareness and 
provide snl~~rions. 

Norhing in rhis chaprrr conrradicrs rhe increasingly well-documented fact that 
childrsn and their familizs ore cxcircd :hour rhe Inrerrm and its possibilities. They 
arc, in effect, voting for the Inrsrnet wirh their fingers and pocker books even rhough 
they arc w a r e  of somc of its drawbacks. Sincr rhe Inrcri~er is drsrined ro play si~ch an 
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important role in the l ixs  of young people growing up today, the question of how to 
temper sonx of the drawbacks of this rcvolution:uy medium is w o ~ d ~ y  of serious con- 
sideration now at thc dawn of thc Intcrncr's developmrnt. 

METHODS 
P;UITICII'I\NI'S 
The  Yourh Internst Safety Su~vey used trlephone intcnricws to gather information 
from a national sample of 1501 young people between the ages of 10 and 17 who 
wrre reg~~lar  Internet users. Table 21-1 presents the demographic chaincteristics of 
the sample. "Regular" Internet use was defined as using the Internet at least once a 

mori~h for the past 6 months on 3 computer at home, school, libmry, somsone else's 
home, or sonic other place. This definition was chosen to cxcludc occasional Intcrnet 
users while including a range of "hcaq:' and "light" uscrs. Prior to the youth in- 
terview, a short interview was conducted with a parent or Suardinn in the household. 
Regular Intcrnet use by a yoiith was iletcrmined initially by quesrions to the parcni or  
guardian and then confirmed during the youth intenktr.  (Further details about the 
methodology ofthe survey arc found in Appendix 21-1.) 

Gender of youth 
h'iale 
Fern& 

Race of youth 
Non-Hispanic White 
Black or African American 
American Indian or Alaska Native 
Asian 
Hispanic White 
Other 
Unlmownlliefused to :answer 

Marital status of parentlguardian 
Married 
Divorced 
SingleINever married 
Living with partner 
Separated 
Widowed 

Youth lives with bath biological parents 64Oh 



Highest level of completed education in household 
Not a high school graduate 2O/o 
High school graduate 21% 
Some collegr education 22%" 
College grad~iarr 31% 
Past-colle~e deeree 22"h 

Annual household income 
Less than $20 000 
$20 000 to $50 000 
$50 000 to $75 000 
Mme than $75 000 

~ 

Type of communirp 
Small town 
Suburb of large city 
Rural area 
Largr town (25 000 to I00 000) 
Larre iiry 

PKI'I'ERNS OF yo ti^'^ IN'I'EKNET USE 
Most af rhc youlh who were iiirerviewcd (74%) had access to the Intrrnet zr home. 
They uscd the Inrerner in a number of orher locariuns, including school (73'%), orher 
households (68%). and public libraries (12%). Thc m:ljority of yourh (86%) used rhe 
Internet in more than one locxion. Ar rhe rimr of the interview most yourh had Ins1 
used rhr lntcrner during the past week (76%), with 10% rrrparring Inrerner use in 
rhe last 2 wccks and 14% in the past monrh or longer. In a typical week, 40% used 
the Inrrrilct 2 LO 4 days a week, 31% went anlinr 5 to 7 days a week, and 29% w a r  
online once a week or less. When rhey used thr Intcrncr, 61% of youth spenr 1 hour 
or less online during a typicd d q ;  26% spent 1 to 2 hours; and 13% spent more 
than 2 huurs online during a typicni dny 

O\Wd1,1. ~ N C I L ~ E N C E  O F  ONLI~~E V~CTIMIZIITION 
We asked yourh ahour unwanted sexual solicirations or approacl~rs~ unwantrd exposure 
ro sevi~nl marerid, and harassment during the year before the intrwir\v Table 21-2 
provides dciinirions for rhe types of anlinr victimization measured in this survey 
More dsrailed informxion ahour rhe measures and limirarians of the study can be 
found in Appendixes 21-2 and 21-3. 

SEXUAL SOI.ICSI:UIONS ANII AI~IWACHES 
Approximntcly 1 in 5 of rhe ynurli inremiswsd (19%) received an inwanred srxud 
solicitation or approzch during rhe previous year (Figure 21-1). Not all of these 
rpisodss were disturbing ro the recipienrs: hawevc~; 5% of die total number of p u r h  
(1 in 4 a f  those solicited) reported a soliciiation that left rhem feeling vcry or 

exrremely upset or afraid, cases that \\-e called distressing incidents. In addition, for 
3% of rhs toral number of y o u h  (1 in 7 af all the solicirations), the sexual solic- 
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itation included an at tempt  ar offline 
contact in person, over the telephone, or  
by regular mail. We called thcsr aggres- 
sive sexual solicitations 

UNWANTED EXPOSUKF 1'0 SEXUAI. 
MKI-EKIAI. 
Twenylive percent of the youth erpcri- 
enced at least one unwanted exposure ro 
picrori:d scxual marerinl in rhe last year. 
Sevcnty-one perccnt o i  these exposures 
occurred while youth were searching or 

s i ~ r f i i i ~  rhc Internet; 28% hnppcncd \?hilt 
t h y  werr opcning e-mail or clicking on 
links in e-mail o i  insrant messages. Bc- 
causr exposure to sexual images, w e n  
when un~yanred, is not neccssarilv o&n- 

s i x .  we designareti a category of clis- 
tressiq exposures ra identify situriiions 

F&re 21-1. Oiiline riciimiiation fiiirliidin~ in which youth found an exposure very or curremely upsetting. Six percent of youth 
soliiit.,tioii. u,iiv.inlcd rxposiiir, m d  rqmrred distressing exposures to sexual marcrial on the Interner in rhr lnsr year. 
hdrassiiicntl oi youth agrs 1 0  lo 17 ).e.?is old 
during 1994-2000. Repiiiiicd wiili pcrn,ission 
from the NCMEC. Hhlli\~~h/lEN'I' 

Six percent of youth were the targcrs of rhrcars or orlier liinds of offensive behavior, 
which we called harassment. One third of rhess youth reported distressing incidents, 

Pcoplc can be victimized anlinr in many ways. In rheYourh Internet Safety 
Survey, we asked abour 3 lunds ofvictimization that have been pmminsnr in 
disciissions of youth and rhe lntcmcr-sexual solicitation 2nd appraachcs, 
unwanted exposure to sexual marerinl, and harassment. (See Appendix 21-2 
for a complete explanation of these varinblrs.) 

Sexual solicitation and approaches 
Kcquests to engage in srxunl nctiviries or sexual rzk or  givc ppersoi~al sexual 
iniormariori that were unwanted or, whcther wanted or not, rmdc by dm adult 

Aggressive sexual solicitation 
Sexual salicirarions involving ofline contactwith t lx  perperrarar through 
regular mail, by relephans, or in person, as well as artcmprs or  requests for 
utHine canracr. 

Unwanted exposure to sexual material 
Without srelung or cnpecting sexual material, being rxpusd  ro pictures of 
l~aked peoplr or people having sen when conducting onlinr sraiihes, surfing 
rhe Web, and opening r-mail or c-mail links. 

Harassment 
Threats or other offensive behavior (not scxual solicirations) sent online ro rhe 
youth or posted online far orhers ro see. Nor all such incidents were disrrrssin~ 
to rhe yoilrh who experienced rhenx. Dii~msinf incident5 were episodes during 
which rhc yourh rated rhemsrlves as very or exrrcmely upscr or nfraid as a resulr 
of die incident 







Forms of offline contact'.! 
Hsl~ed to meet somewhere 10% 66% 20% 
Senr regular m:riI 6% 39% 90'0 
Called on relcphonr 2% 14% 4O/o 
Came to house <1% 2% - 
Gave money, gifts, or other things 1% 5% 1% 
liought plai~r. train, or bus ticker < I% 2% - 
Nonc of thc above 84% - 70% 

How situation ended 
1.ogged ot'fcompurcr 
Left site 
Blocled perpetrator 
Told rhsin ro stop 
Changed scrccn name, profilr. or e-mail address 
Stopped without yourh doing anything 
Called police or other aurhorirics 
Other 

Incident known or disclosed to- 
F~.iendlSibling 2990 
Parent 24% 
Another adult 4?/0 
Teocher or school person 1% 
internet Scrvicc l'rovider/Cybcii'ipliilc 9 96 
i'olice or other aurhoriry < I% 
Soniconc else 1 %  
No one 49Oh 
p~~ ~ 

Youth with noilow levels of upset and 
being &;aid 75% 

Youth was veryiextremely embarrassed 
about the incident 17% 32% 50Yo 

Stress sym toms (more than a little or dl 
the time) .{' 
At leasr one of following: 25Yo 4% 600'0 
Srayed away fiom Inrerner 20% 32% 44% 
Thoughr about ir 2nd could nor stop 11% 27% 3i0/0 
Frlr jumpy or irrirablc 5 Oh 20% 2 I 'Yo 
Lost interesr in rhings 3% 5 Oh 1 On% 

-- 

30% 24% 



Juveniles mads 48% of the ovrrall and 48% of the aggressive solicitations. Slightly 
more than two thirds of the solicirations and approaches came from males. One  
quarter of the aggressive episodes came from females. In 1394, of instances, the yourh 
knew where thc solicitor lived. Youth stated that the solicitor lived nzarby (ic, within 
a 1 hour drive of the  yo~nlis home) in only 4% of incidents. 

Thus, not d l  of the sexud trawlrrs on the Internct fit the media stsi-eor)pe of an oldw, 
male predator. Many are young, and some are women. it must he kcpr in mind, givrn 
the anonymity provided by thr Internet, that individuals may easily hide or mis- 
represent rhcmsslxs. In a large percentage of cases (27Oh). the youth did not knom' the 
age of the person nmking the overture. In 13% of cases, the gendrr was tuiknown. In 
almost ail of rlie cases in which the youth gave an age or gender for a perpetrator, the 
yourh had nevu met the perpetrator in person, thereby leavinS thc accuracy of the 
identifying informadon in question. 

SOI.IC~MION INCIDENT CH~\MC'I'EKIS'IICS 
Rased on the descriptions given to interviavrrs, many oT the sexual propositions 
appear to bc solicitations for cybersex-a form of fantasy sex char involves interactiw 
chat roam szssions during which the parriiipants describe sexual acts and somerimes 
disrabr a i d  masturbate. In 70% of  incidents, the youth wcis at home when they 
werc solicited; in 22% of incidcnts, thr youth were zr somrone clsc's home (Table 
21-3). In 65?/o of  incidents, the youth met the person who solicited them in a chat 
room; in 24% of episodes, the meeting occurred through insrnnt messages. In 10% of 
incidcnts, the perpcrrators asked ra meet the youth somewhere; in 6% af incidents, 
thc youth rrcr ivd regul;~. mail; in 2% of  incidmrs, the youth received a telephone 
call; and in 1% of incidcnts, the youth received m o n q  or gifts. In 1 instance, the 
yoi~th r e c e i d  a tr:~vcl ticker. We labeled rhrsr incidents aggressive solicitatians. ln 
most incidenrs, the youth ended the soliiirarions by using various strategies: logging 
off rhc computer, leaving the site, andlor blocking the person. Table 21-4 dzscribo 
some of these experiences. 

YOUTII I ~ S I W N S E  'TO ONI.INE SLYUAL SOI.IC~~I~XIONS 
In almost half of the incidcnts (49%), the youth did nor tell anyone about the epi- 
sode, and even when the episode was :rggressive, rhe yourh did not rrll anyone in 
36% of incidmrs (Table 21-3). Some youth disclosed the incidenr to a parent (2496) 
or to a friend or sibling (29%). Only 10% of inciilents were repoired to an  authorit); 
such as B reacher, an internrr Service Pmvidrr, or law enforcemmr officer. Even with 
aggressive episodes, only 18% werc reportsd to an :~uthoriy. 

Ir is remarkable that so frw of the sexual solicitation episodes, even those char were 
quire distressing, pro~npred the youth to confide in someonr or make 3 report to an 
authority Some of this probably reflecrs that, in some cases, the youth were not that 
alarmed. Many probably did not know or doubted whcthrr anything could be done. 
Rut some of ir may reflect embarrassment or shzme, because the youth may have 
believed they had gone places on the Internet \r.here prenrs ,  law rnforcement of- 
ficers, ar rvsn friends would disapprove. Somr may have been concerned that their 
access ro rhr internet would be I-cstlicrcd if they told a parent about an incident. 

I~i.i\c.r OF SOLICITATIONS OK YOUTH 
In 75?/0 of incidents, youth had no reaction or only a minor rraction, saying thry 
were not very upset or afraid in the wake of the solicitation (Table 21-3); however, in 
2036 of incidcnts, youth were very or exri-rmely upset, and in 13% of incidents, they 
were very or extremely afraid. In 36% of thr aggressive solicirations, yourh wrrc very 
or extremely upset, and in 2596 ofincidmts, they were very or cxiremely afraid. In 
17"h of incidents, yourh were v e ~  ar extremely embarrassed. This was true in 32% 
of aggressive incidmts. In one quarter of incidents, youth reporred at kasr one 



- A 1 3-yea~old girl mid that someone asixd her about her bra s i z  

- A 17-year-old boy said someone asked him ro "cyher" (ie, have c?hrrse.u). 
The first time this happened, he did nor know whar cylxrsex ws .The  
second time i r  happened, he "just said. 'no."' 

- A 14-ycai-oid girl said r 1 1 ~  msn who daimed to be 18 or 20 would ssnd 
her insrant messages asking for her nlrasursments and orhci- quesrions 
ahout whar she looked like. She said she was 13 years old \rhcn this 
happened, and the men knew hsr age. 

- A 12-pr-old girl said people cold lirr sexual things they were doing and 
asked her ro play wirh hcrseiE. 

- A 15-year-old girl said an older man iiept "bothering" her. He asl<eed her if 
she was a sirgin and wanred to meet her. 

- A I(<-year-old girl said n mm would talk to her aboar scxunl things he 
w:inred to do to her and sugesr places he iroulci like ro meer her. 

- A 13-year-old bay said a girl asked him how big his primrcs were w d  
wanted him to "jack off." 

symptom of stress (eg, staying away from the lntrrner. not being able to stop 
thinking abour rhe incident, leeling jmnpr or irrirable. losing interest in rhings) 
"more than a i i t d~ '~  o r  'hi1 rhe rims." The agsressix episodcs were more distressing, 
wirh at Izxt one symptom of srrrss ieporred in 43?h of episodes. Sc\wxeen percent of 
the y o ~ ~ r h  who were solicited experienced 5 or morc symptoms of depression a t  the 
rime we interviewed rhem, which is nrice the rare of depressix symptoms in the 
oxrall sample. 

Most ofrhc yourh who were solicited appeared to brush aCf the encounters and mar 
rhem as minor annopnces. Nonerheless, there was a cnre group of youth who 
cxpcrienced high lerels of upser and/or f a n  For rhsrr youth, rhc experience 1TV.i). have 
provoked stress responses. It is lsassuring that mosr solicired your11 are nor affrcreii, 
hur given ihc large ppioporrions of youth who arc solicited, the group wirh the 
srrongly negative reacrion is quite subsrancial. 

Youw AT RISK FOR SEXUAL S01.1crr1114m 
IdenriFying the vulnerable popularion of youth is an imporranr tint srrp in the 
develapmcnc O F  effective prexnrion and inrcrveniiou programs s ~ ~ r r o u n d i n ~  online 
sexual soiicitations. Logistic regression findings From thcce data suggest youth xt risk 
rend ro be older (ie, between 14 and 17 years), female, troubled, have high iarrs of 
Internet use, use chat rooms, talk wirh strangers online. engage in high online risk 
behavior, and use rhe lnrernet in households other than their own (Mircl~rli et nl, 
2001) (Table 21-5).These findings suggesr that rroubled youth and youth with hiyh 
Inrernct use and risk bcha~ior may be at increased risk for victimktion and are 

worth targeting For prevention etforts. Yer, ca t ion  needs to he iairen not to focus 
eaclosively on thcsc youth, hecaw 42% of youth reporting sexual solicitations were 
not troubled or high or risky Inrernct users. 



- 7ivubleclis a compositc mriahle that indudes items from a neg~tive life 
event scale (cg, a death in the timil5 a rno3,e to 3 new home, divorced or 

separated parenrs, the loss ofa parent; job), the physical and sexual assault 
items on a victimization scale, and a depression scale, or more depression 
symptoms in thz past month. Those wirh 2 composite value I sra~ldmd 
deviation almvc the mean or highzr were coded as having this characterisric 
while the rest were coded as 0. 

- Hi& Intenzet we is a composite variable consisting of high experience wit11 
the Internet (ic, 4 or j on a scalc of I to 5 ) ,  high importance of Internet in 
the child's life (ic, 4 or 5 on a wale of 1 to 5), spending 4 or more days 
online in a rypical week, and spending 2 or more hours online in a typical 
day. %urh with a composite value 1 standard deviation above dxe meao <or 
higher were considered high Internet users. 

- if(& onlinr rid hrhuvioris a composite variable of the following 
dichotomous variablzs perraining to behavior onlior: posting petsond 
iniormarion, makinS rude or xisty comments, playing a joke oil or 
annoying someone, harassing or cmhairnssing someone, calking about sex 
w i ~ h  someonc the youth irrvcr met in person, and going to X-rated sitcs on 
purpose. Youth with a cornposite value 2 standard deviations above the 
mean or higher rverc considersd high onlinc risk takers. 

A key law cnfarcernenr concern is that many adulo are using d ~ e  inrrrner to form 
friendship with youth foi- purposes of sexual exploitation. To assess this cjimlion, 
we asked youth about thc friendships they hail Formed through the Internet. 

Sixteen percenr of youth reported forming close friendships with someone they had 
met onlinc. Close+iendship was defined as "someone you could rslk to online ., . 
abour things that wsrr real important to you. Chesc closs friendships were pre- 
dominantly with other Just 3% of youth had formed :L close friendship wirh 
an adult they met a n  rhe inrerner. The youth in\wlvsd in friendships with adiilcs 
(defined as people older than 18) w s ~  almost exclusively between the ages of15 and 
17 yeas old. Cids were somewhhat morc likely than boys (ie, 59% of &rls vrrsus 41?6 
of boys) ro have fouucd close online friendships with adults. 

'The adult Internet friends were male and faxiale and were i~sudly young :~doIis 
(benveer~ the ages 18 and 25). The youth ypicdly met them in chat rooms, where 
ilxy sbated similar interests. In mast of these friendships (69O/o), thcrc had been some 
contact between the adult and yourh outside of the Internet, that is, mostly by the 
rriephonc or lrgdar mail. Parents !mew about approximarely thrcr quarters of these 
friendships with ~idults. In almost one third of the youth-adult friendships, thc yoilrh 
acrudly mcr the adult in person. Usually this meeting took place in a public place with 
a friend prcsmt. Parents knew abour one third of these meetings. 

Repding the key pesrion of interest to parrnts and law enforcement oficials, 2 or 
the total number of close friendships with aduirs were reported as h i n g  semd 
aspects. One was a romantic relationship between a 17-year-old ~na!e and a woman 
in her lare twenties; his patents knew abour ihc rrlationship. The second fikdship 
involved a man in his chirtirs who traveled to meet a 16-year-old girl. Although she 
stated that the rciationsl~ip was nor sexual, he did wanr to spend the night with her 

Thc study presents a complex piccure about Tnterrlcr r~lat ionshi~s.  Many youllg 
people arc forming close friendships through rhe lnteroct, and some are forming dose 



friendships wirh adulrs. Most such relationships appear to have no taint of sexual 
exploitation. The tact that our sunrey found few sexoally orienred relationships be- 
tween youth and adulrs does nor m a n  they do nor occor. 'l'hey certainly do occur bur 
pmhahly nr a lcvel too infrequent to he detected by a sunrey of :his size. These re- 
lationships seem to be fcu, in a much lxgcrger set ofseendngly benign friendships. 

Young peopk may come to consider liirernet friendships as one of the grcat resources 
the Internet piovides. Prevention educators should aclrnowledgc chis as they try to 
become credible sources of useful information about safeq' practices. 

From a prevmtion point ofview, rhe survey found chat many simple aucions he, do 
not form friendships with pcople you do nor know, do nor form relationships with 
adults, or do not have lunch with people you meet on the Inrerner) are unlikely to be 
seen as realistic, particularly by older teenagers. Though telling rrenagcrs ro inform 
their parents ahout lriterner friends seems sound advice, for many older teenagers, 
this is also not likely to he practiced. Pmhabiy the best approach, b a r d  on findings 
here, is :o remind yourh that people they meet ma? haw ultcrior morivcs and hidden 
agendas. The caution to first meet somcone from the lnternei in a safe, puhiic, or 
supcivised piacc, as well as to a l m  ochers (cg, famili: friends) ahout such a meeting, 
seems samething that reenagers may be more likely to put into practice. 

Aivi YOUTH BEIIK SOL.ICIT~I) TO RUN A\~.41~ BY POTEN?'IAL.L\' 
I'w,DK'~I<Y ADUITS? 
Anotlier sirmrion of concern ro law enforcement aurhoiiries has bcen p u r h  who are 
encouraged to run awxy from home by persons t h y  meet over the inrcrnet. Seven 
p u r h  (0.496 of rhc sample) revealcd such an episode. In 2 instances, rhc episodes 
involved communications from reenaged friends or ncqiiaintancss. Five instances 
involved ermxiragemrnt to run away from people unknown to rhe yoi~:h. Of :hex, 2 
wcrc identified as teenagers, 2 were identified as irdulrs in rhcir rhirries, and in onc 
instants, the age was unknown. Some descriptions of rhcse incidents follow. 

A 12-year-old girl reported an incidcnr with a pcison identified a a young tecilage 
boy. 'The bay sncouraged her ro run away and said i r  wmld make things "betrcr." In 
anothcr incideor, a ]6-year-oid boy said he was talking to a man in his Airries :~hout 
problems the hay w a  having wirh his Family. The man stlggesred he iun away and 
ofkred him a place ro s m ~  Four of the 7 runaway incidcnts were nor disclosed to 
p:ircnts or authaiirics. Thrze wrre disclossd to parents. Rorh of the cpisodes dcrailed 
here weic disclosed to parents and rcporred cirher to law cnforccincnr ofticiais or an 
Inrcrnct Senrice Provider. 

S u m ~ m  
Sexual soiicitntions and approaches occur ro approrimnrcly 1 in 5 regular internet- 
using youth during the course of a year. Mosr incidents are hricf and easily deflected, 
hut some turn out to he disrr~ssing to tlie rrcipients; some become marc aggressive, 
including offline comracr or attempts at offline conracr. 

Wliile some of rhr perpetrators af  these solicirarions are the oliirr, adidr mcn depicted 
in recenr media staries, many of rhc solicirors. when rhcir ags is known, appear ro be 
othcr youth and younger a&In and c \ ~ n  some women. h e n  among the aggressive 
soiicirors, a s~rprising numhcr appear to be young 2nd fcmalc. 1-he di\,ersiq' of thosc 
rnakirig srliual solicitations is an important point ro recognize for those planning 
prrveorion. For rxample, too marrow chaiacrerizarion of the rhrcar was a problem 
rhar hampered prevention efforts in rcSarii ro child molesintion a genetarion ago. 
Those responding to Intsrnrr hazards should be wreful nor to make the same mis- 
&. Not all of rhe sexual aggrcssian an  the Inrcrnet firs the image of the sexual prcd- 
ator or the wily child molesrer. A lor of it looks and sounds like thc h:lllwayc of our 
high schools. 



Perhaps the mosr discouraging finding aboui 
sexual solicitations is rhar parents and reportine 
authorities do nor seem to be hearing ahour t11~ 

majariry of rhcse episodes. Yourh may bs em- 
barrassed, may nor know whar ro do, and ma) 
simply have accepted this unpleasanr reality of thc 
Inrerner. Obvioidy any arrempt to address rhii 
problem would benefic from a more open climate 
of discussion and reporting. 

UNWANTED EXPOSURE TO 
SMUAL MATERIAL 
While i r  is casy ro access pornography on rhe in- 
ternet, whar makes rhc Inrerncr appear parricula~l~ 
risky ro many parents is thr impression chat young 
people can cncounrer pornography there inadva-- 
tcntly It is common ro hear stories abour children 
researching school rcporrs or looking up inavic 
stars and finding rhemselves subjccred to uffcnsivc 
depicrions or descriptions. 

Figore21-3. Uni~~micdcnposulr  tosrx~ial To assess rhr problem of unwanted cxposure ro sexual material, the survey askcd 
rnaterialoiiliric lo y o i h  ages 10 to 17 yourh abour 2 kinds of online sxperiences: ( I )  wvhile conducring an online scaich or 
)p.m old. IN0TF:Adds lo less t h m  100'% 
due to rounding md/oi missiiix d.~t;i.) surfing [he Web, seeing pictures of naked people or of people having sex wlml rhey 
Rqxinted with permission imm NCMEC. did not wanr to be in char kind of site and (2) opening an e-mail, instanr message, or 

a link in n message that showed rhrm acrual picrures of nalied peoplc or peoplc 
llaving sex t l~at  rl~cy did nor wanr ro reccivc. 

YOUTH WSI'H UNWANTED E ~ O S U R E S  TO SEXUAL MKERIRL 
Boys were slightly inorr lil~ely rlim girls ro have experienced an unwanted exposure 
(57O/o ro 4Z0/0). More rhan 60% of the unwmred exposures occurred ro yuurh who 
were 15 yzars of age or older (Figure 21-3 and Table 21-6). Seven percenr of rhe 

Table 21-6. Unwanted Exposure to Sexual Material (n= 1501) 

Age of 
10 
11 
12 
13 
14 
15 
16 
17 

Gender of youth 
Ll.de 





Youth was very/extremely embarrassed 
about the incident 20% 
- - - - -- 

48% 

Stress Symptoms' * 
belt jumpy or irrvrable 2%" 7% 
Lo5i inrsrex in rh~nci\ 1 %  7 %  

Presence of five o r  more depression 
symptoms$ 1 1  11% 15% 

unwanted exposures were ro 11- and 12-yrar-old yourh. None of rhe 10-year-olds 
reporred unwanted exposures. The somewhat grenter exposure of boys may reflrir rhnt 
boys rend ro allow their curiosin. to d r : ~  them closcr ro such cncounrers. liur the 
relarively small difference should nor be ovrremphnskd. Nearly a qu:irrcr of boys and 
girls had such exposures. Boys were slightly more likely than girls ro say rhc rxposurc 
was disrressing. 

EXPOSURE INCIDENT CFIARKTERIS~KS 
N i n q - f o u r  prrcent of the unwanted imagrs were of naked persons (Table 21-6). 
?'hirty-right pcrcrnr showed peoplr having sex. Eight pcrcent involved violence, in 
addition ra nudity andlor sex. Mosr of the unwanred exposures (67%) happened ar 
home, bur 15% happened ar school. Three percent happcnrd in libraries. Un- 
forrunatel): we d o  nor know how inany of the exposures involved child pornog- 
raphy. Imporrant as this question is, wc had decided that our yourh respundenis 
could not be rrliabie informanrs about ths ages of inrlivid~ials appearing in the pic- 
r u e s  they viewed. 

For rhe yourh who encounrerrd the materia! whilc surfing, the pornography cxme up 
as a ressulr of sexrches (473'0), misspelled addresses (17?0], and links in \Vcb sires 
(17%). For youth who cncounrered the marerial through r-mail, 63Oh of unwanred 
exposures cams ro an address used solely by rhe youth. In 93% of insrances, ihr 
sender was unknown co [he youlh. 

In  17O/o of all unwanred exposure incidcnrs, rhr yourh said rhey did know the sire 
was X-raced before entering. (These were all rncountsrs described r. a !' ~ C I  3s un- 
wanted or unnpecred.] This group of episodes was nor distinguishable in any 
fashion from rhc arher 8306 of episodes, i i ~ c l u d i n ~  rhe likelihood of being dis- 
rressin%. Almosr half of rhesc incidents (48%) were disclosed to parcnrs. It is nor 



clear to what exrcnr curiosity or navigationd naiver6 resulted in rhe opening of the 
sires in spire of rhc prior knowledge. 

I'ornography sirss are sometimes programmed to make them dificult ro a i r .  In Fact, 
in some sites rhe exir hutrons rake a viewcr into other srxilally -licit sires. In 260% 
of univantcd exposurc incidenrs, yourh reported they nwc brought to anorher sex sire 
when they tried to exir the original site. This happened in one third of distressing 
incidents Table 21-7 gives some examples ofwhar youth said rhe? encounrcrrd. 

YOUIH R E S I Y ~ S E  'I0 UNW~\N'~F.D EXPOSURE 1.0 SEXUAL. X/LA'TERJNI. 
Parents found our or were told in 3906 ofrhe rpisodes (Table 21-6). Yourh disclosed 
the incidenrs to no one in 441% oofincidenrs. Authority figures were norifird in a few 
czscs; most frequcnriy, youth disclosed ta a reacher or school official (3910 of 
incidenrs) and to Inrrrnct Service Providers (ie, 3% of incidents). None of these inci- 
dents viwc reported ro law enforcemsnr. Only 20% of p u r h  encountering unwantrd 
exposures said thar they later rerurned to the site of the exposure. None of rhc yo~irh 
with distressing exposures rcrurncd. 

Thnr so many yoin11 did not mention rhcir exposure to anyone (even to a friend to 
laugh about the experience or talk about it as an advcnrure) is noteworthy. 1r prob- 
ably reflecrs some degree of guilt on the part of many youth. Perhaps if youth were 
rdliing about thcse ntperienccs more, i r  mighr be healthier and helpful. 

hl~,%C'l- OF EXIYISVRE 
liventy-three prsccnr o f  youth were \ w y  or enrrernely upset by the exposure 
(Table 21-6). This an~ounts to 6% of regular Inrcrner users. 'TWcnry percenr of youth 
were very or cxrremely embarrassed. 'Iivmry pcrcmr reported at kast I syn1ptorn of 
stress (sraying away from the Intcn~cr; not being able to srop thinking almut the in- 
cidcnr; feeling jumpy or iriirable; andlor losinS intrrcsr in rhings) "more than a iirtls" 
or "dl the time" after rhr incident. 

YOU.I.H AT RISK FOR UNWANTED EXPOSURE 'XI SEXUAL ~~~~~111.1~. 
An imporrant srcp necessary to inForin the i~ariond debars about poiices regardins 
vouth and lnrcrnet pornography is to identi+ youth at risk for unwanted exposure to 

1 - An I1 -yrar-old boy and a friend were searching for game sires. They typed in "fun.com and a 

I pornography sire came up. 
1 
1 - h 15-year-old boy looking for information ahour his famiiy's Ford l k o i r  vprd  "escorr" into a 

I starch enzinc and round unwanted marcrial. 

I - Another 15-year-old bay was wsiringa paper about wolves for school. He c.~me across a bestiality 
! 
1 sire and saxv a picture of a woman having ssx with a ~voll! 

! - A 16-yc.is-old girl c:mle upon a pornography sirs when she mistyped "teen.com." She had typed 
I 'kcen" instead. 
I 

I - A 13-year-old boy who l o \ ~ d  wrcsrling got an e-mail message with a subject line char said it wa 
I ahout wrestling. When hc opened rhe message, it contained pornography 



sexual material on the Internet. Findings from a logistic rcgl&on an:rlysis reveal 
at-risk youth to be older (14-17 years old), troubled, have high rates of Internet use, 
usc e-mail and chat rooms, use the lnrernet at households other than their own, ralk 
with strangers online, and engage in high online risk behavior (Mitchell er 4, 2003) 
(Table 21-5). Again, as is the wse with youth at risk for online sexual snlicirarion, 
ca~ition needs to be taken not to create too narrow a focus on youth who are troubled 
and cxhibit high and risky intsrner use. In the cases of unwanted exposure, nearly 
half (45%) of yourh reporting exposure were not troubled, high internet users, or 

high online risk rakers. 

SUM~/II~R\' 
Unwanted exposure to sexual matcrial appears to be widespread, occurring to a 

quarter of all youth who used the Tnternrt regularly during the last ycai: While it is 
nor a new thing for young people to be exposed to sexual marcrid, the degree of 
sodden, unexpected, and unwanted rxposure may he made niorc common by rhe 
widesprmd use of the Inrernct. Such cxposurc occurs primarily to older youth, but 
somc youth as young as 11 ycars old reported exposure. Even in the older group, the 
exposure does not merely evoke laughs or mild discomfort. About :i quarter of the 
exposed youth, 6% of all regula~. users, said they were very or extremely upset by an 

exposure. As wirh sexual solicitations, most exposure incidents, even the distressing 
ones, da  no1 get reported to adiilrs or  other people in ~utlrority although a pro- 
portion of these incidents are disclosed to friends and siblings. 

The  experiences reporter1 in our survey conform quite rcdily to anecdotal accounts 
6.om youth and adult uscn. Unwanted exposures mostly occur when doing Inrernct 
searches, misspelling addresses, or  clicking o n  links. More than one third of thc 
imagery was of sexual acts rather than simply naked people, perhaps niorc than 
people would guess, and 8% invol\wl some violei~cr in addition to nudio. aird sex. 

From a social science view, the issurs about youth exposure to unwanted srru:d 
imageny zre dificult to evaluate, in part, becausr there is almost no previous research 
on the matter. No  one knows the a c r d  eKects. T h e  research regarding exposwe to 
advertising and media violence makes i l  clear that media exposure can affect ar- 
rituiics, engender fears, : i d  niodcl behaviors (ie, pro- and anti-social). 

Previous research about expos~irc to pornography is not relevant to the many issues of 
concern here. This rcsecirch has been condrictrd with adiilts and is based on :in 

3ssumprion of voluntary cxposure. The  present study shows that in the case of un- 
wanted exposure there arc strong ncgzztive, si~bjejsirive feelings Tor certain youth and 
certain youth who manifest symptoms of stress. We do nor know how long thesc 
feelings or  symptoms last or what t:imificarions they have, hut these symptoms and 
fielings should he cause Tor concern. Q~iest ions of particular interest that need 

priority arrenrinn for future investigation are the following: 

- D o  any of the children so exposed have full-fledgrd, clinical-level traumatic 
reacrinns or other highly disrmbed reacrions? 

- Is there any influrncs, traumatic or otheiwise, on children's developing attitudes 
and feelings about sex? 

- Do chiidrsn wirh unwanted exposurc relate to fi~ture lnrcrner scxual material in 
different ways, riiar is, either more woidanr or  more attracted? 

- D o  internet exposures to sexual material figurs nsgzxively in finlily dynamics. 
thcrrby creating conflicis or barriers in ally \my? 

Noncrhelrss, for many people, the issues about yoiith exposurr are mare basic than its 
effects. Whatever the effects, they would argue that people in general, and young 
people in particular, have a right to be free from unwanted inti~ision of sexually 









PERPETRATORS OF TI-IE HARASSMENT 
More than one quarrer of rhe perpermtois (28%) w w c  offlinc friends or a c q i ~ ~ i n r a n ~ ~ ~  
of the youth (Table 21-8). A ~na jor iy  (54%) 13we reporred to be male, hut 20% wrc 
reporredly female, and in 26% of instances, the perpetrator's gsi~da- was unknown, 
Nearly two thirds (630%) of harassment perpetrators were other jirvenilcs. Aln~ost a 
quartsr of harassment perpetrators (24%) lived nenr the youth (within 1 a hour drive), 
In distressing episodes, 35Oh of perpetrarors lived near the youth. In contrast ro tile 
sexual soliciration episodes in which only 3% ofperpcrrarors wi-ri- linown ro tlie youth 
offline, approximately one quarter of the harassment episodes involved known persons 
a i d  persons living relatively close to the youth. 

H ~ S M E N ' I -  INCIDENT CHARACTERISI'ICS 
Slightly more than three quarters of the yourh were logged onto their computeis at 
homc when the harassmenr occurred (Table 21-81, The  harassment primarily took 
the form of instant msssagcs (33%), chat room exchanges (32961, and c-mails (19%). 
T ~ x h r e  percan of the harsssment episodes involving perpetrators who were not kcc- 
to-hcc acquaintnncss of the youth i iduded  attemprs at offline contact by tclcphone, 
regular mail, or in person. Table 21-9 provides some exainplrs of thr ways youth 
described their hninssmrnr incidents. 

You- r~  RESPONSE TO HARASSMENT 
l'arcnts €ound our or wel-e told about these episodes half the time (Table 21-8). 
Slightly morc rhan one third o f t h c  your11 told their friends. %veny-one percent of 

the cpisudzs were reported ro Internet Service l'roviders, 696 ro reachers, and 1% 
to a law enforcement agency Twcnry-four percent of harassmenr iilcidenrs were 
undisclosed. 11 is notewarrhy char, comp:ircd ro szxual solicitations and exposures, 
a larger proportion of the harassment episodes werc repurred ro parenrs and 311- 
thority figures. 

I lc i i~ t~:~  OF HARASSLENT 
Thir tyone percent of rhe harass men^ episodes werr very or extremely upsetting, and 
19% werc \,cry or cxtremcly frightening (Table 21-8). Eighrecn percent were vcry or 

sxtremely embarrassing. hlmosr one third of the harassed youth (32%) reported :it 

lcair 1 symptom of stress (staying :way from the Inteinctr nor being able to stop 
thinking nbuur rhe incidenr; feeling jumpy or irritnblr; andlor losing inreresr in things) 
"morc rhan a little" or 'hll the time" after rhc incident. Alrnosr half ofrhc youth \i-iih 
distressing expericnccs had at least one symptom of stress. Eighrern percenr of thc 
har:lssrd youth were depressed at the timc of their interview, which W;LS more rhm 
twice the rate for rhe overall sample. Must of the harassed yourh drsiribeil the episode 
as mildly disrressing, bur an imporrani subgroup w a s  quite distressed. 

S u n ~ ; i n ~  
Sexual offs~ises against yourh on the inrerncr havs received the most attmrion, bur rhis 
srudy suggesrs harassmenr deserves concern as xdl. Harassnicnr docs not occur :as 
lrequrntly 3s sexual solicitation or unwanred exposure ro sexual material, b u ~  it is 3 

problem cncorinrcred by a signiticm group of yoiirh. 'fir dark sidr ufrhe Internet is 
nor all about sex; it inchides hosriliv and maliciousnrss :lz well. 

An important fcature of the haracsmmt is ihat, mom rhan sexual sulicitaion, it 
in\dves people known to rhe youth and people known ra live nearby Certainly. 
same of rhe th~catening characrei af  these episoiles enrails rnrgets do nor feel com- 
pletely prorecred by dis~ance and nnonymity. 'The harasser could acruslly u r r y  out [his 
or her rhreats. 

Impoitanrly, rhe harassed youth wcre subsranrially more likely rhan rhe scxirally 
solicited yaurh to tell someone and report the episode to xn u t h ~ r i c y  Nonechelsss, rhe 
perccnragr of p u t h  reporring harassment to people in authority is quite lo\\,, rhereby 
p in r ing  ro a need to pi~hlicize and educax families about available help sources. 



- A 17-year-old girl said people who \?;ere mad ar her made a "hare page" 
ahout her. 

- A 14-year-old boy said he received insranr messages from someone who said 
he  as hiding in the bofs house with a laprop. The boy was home alone at 
the rime and w a  very frightened. 

A 14-year-old girl said people ar school found a nore from her boyfriend. 
scanned it, posted ir on rhe Wrb, and sent it by e-mail rhroughout her 
school. 

A 1%-year-old %irl said someone posted a nore abour her on the Web. The 
nore swore ar her and called her sexud names. 

RISKS AND REMEDIES 
Our  lack of knowledge abour rhc dimensions and dynamics of the problems rhis new 
rechnology has creared for young people is a barrier to devising effecrive solutions. 
F.v.\.cn in rhe absence of knowledgr, however, t h e  has been no dearth of suggcsrions 
about things to do. I'arcnrs have been urged to supenGe their children and talk wirh 
t h a n  ahout rhc perils and dange~s of the fnternrr. and organizations have hem 
established m monirur and invesrigate suspicious episodes. Have any of rhcse 
reniedirs brrn t:lken to heart? 

The survey asked various quesrions ro find our more about the prospects for preven- 
tion. 1Ve u~anred ro derelminc ro u,h31 degree parents were moniroring and advising 
rhcir childi-cn about Internet ncriviriss. Wc asked abour parenrs' and youriis knowl- 
edge about ivlm rcmedies or information sources are available for them when rhcy do 
run into pioblems. 

PAKEN:AI. CONCERN 
I'arents and youth believed that adults should be concerned abour the problem of 
young people being exposed to sexual materid a n  rhc Internet. As inighr be rx- 

prited, parenrs thought adulrs should be more concerned rhail thought adults 
should be, wirh 84% of parents saying adults should be extremely concerned cam- 
p a i d  ro only 46% of rhc youth. Some inflation of concern might be expected in a 

survey wirh this topic, bur orher surveys confirm rhat rhis is an issue of subsranrial 
immcdincy for parenrs and youth. 

Usr 01: FJLTERTNC AND BLOCKING SOFTWAKE 
Thirryrhrce percenr of households were using tilrering or bloclung software sr the 
rime of the inrsrview. By far the most common option used was rhe access control 
ofifered by America Online (AOL) ro irs subsciihers, used hy 12% ofrhr  houssholds 
wirh home Inrerncr access or 35"h of households using filrriing or blocking sofnvare. 
Interestingly, another 5 O h  of the households in our sample had used somr lund of 
tilrering or blocking sofnrnre during the year, bur were no longer doing so, rhcrcby 
soggesting some possible dissarisfacrion n.ith its use. 

IC i iou i~ .~nc~  OF HELP SOURCES 
We noted earlier that few of the Internet episodes youth reportsd (ie, solicirarion, 
unwanted sxposu~c to sexual marsiial, or harassmsnr) were reported ro official 
sources. One  possibility is rhar p u t h  and their families ai-r 1 7 0 1  all that familiar with 
places inrerested in or rsceprive ro such reports. Almost one third of parenrs or 
guardians said they had heard af places where troublesome Internet episodes could be 



reported, bur only approximateiy 10% of rhem could cite a specific name 01. au. 
rhority Only 24% of yo~rrh srated they had heard of places to report; only 170/1, 
could acrually name n place. Reporting the episode to the Internet Service Provider 
(most afren AOL) was the option most ohen remen~bersd. 

STUDY CONCLUSIONS 
By providing more texture and details ro our pictux of the cyber hazards facing youth, 
rhr national Youth Inremet Safety Survey has much to conrribure to current public 
policy disc~c*sions about what ro do to improve the sdety of young people. Table 21- 
10 lists some key conclusions and recommendarions ba~ed  on the in~porrant findings 
from the study, and more detail is provided within the text that follows. 

MANY YOUTH ENCOUNTER OFFENSIVE EXPERIENCIS ON THE INTERNF:~ 
The  percentage a f  youth who encounter ofknsive experiences (1 9% sexually so- 
licitrd, 25% exposed to unwanted sexual material, 6% harassed) are figures for 1 year 
only, The  number of youth encountrring such experiences from the time they su i t  
u s i q  rhe Inrerner unril rhey ate 17 ysars old, which might includs 5 or  more ymrs of 
lntrrnct xr iviy,  would bs higher. 

The  level ofoffensivc behavior reported in this study might be placed in this perspec- 
rive. Any workplace or  commel-cid establishrnenr in which one tilth of all employees 
or  c l i a ~ t s  were sexually solicited annually would be in serious trouble. What if a 
quart" of all young visitors to the local supsrmarl~et were exposed to un\yantcd prr- 
nography? Would this be tolem~ed! Supposs I in 17 subwuy riders wwe threarcned 
2nd harassed cacii year. There would certainly be a strong Inv enforcsmmr presence in 
the subway as a result. We consider these levels of olknsiveness unxceptable in most 
contexts. Rut on the Internet, will rvc simply accept it as the price for this nrw tccli- 
nology hecausc it is anonymous? It certainly does confirm people's concerns about the 
comerless and crudeness of the Intcrnct experience. Sadly, the Inrerner is nor al-vi'3ys 
the nice, safe, educationni, and recreational environment th3t w,e might have hoped for 
our young people. 

THE OFFENSES AN11 OFFENL)ERS ARE MORE DIVEIISE THAN 
I'n~wousrx TFIOUGIIT 
The  problem highlighted in this study is not just adult m,de trolling for ssx. Much 
of the offending behaviol. comes from other youth. There is also a subsranrial amount 

Many youth encoilnter offensive cxpcrirnces on the Inrerner. 

- T h r  offcnses and offenders a x  more diverse that previously thought 

- Mosr sexual soiiciratioiis fail, bur their quant iy  remains alarming. 

- 'l&nagers are the primary vulnerable population, 

- Scsualiy explicit material on the Internet is intrusive. 

- Most youth brush off these offenses, but some become distressed. 

- hlany youth do not re11 anyone about the experience. 

- Youth and parents do not report these experiences and d o  not know where 
ra report rhem. 

- Inrrrnsr frirndships between teenagers and adults are common and seem to 
usually be benign. 



from femalcs. ?'he nonsexual offenses are numerous and quite serious, roo. We need 
to keep chis diversity in mind. Sexual vicrimiwrion on the Internet should nor he the 
only thing thar grabs public attention. 

MOST SEXUAL SOI.ICITATIONS FAIL, w r  THEIR QUAN'IITY REMAINS 
AL,m,flN(; 
Rased on currenr Inrerner use sratisrics, we estimarc rhat 4.5 million young people 
benveen the ages of I 0  and 17 yean old arc propositioned on rlic Inremet rvrty year. 
Even if only a small perceniage of these encounters icsulrs in afline ssxual assaulr or 
illcgd sexual conracr, which is a percenrage smaller than we could derecr in rhis 
survex ir would amount to sevc~ii thousand incidents. The good news is char most 
young people seem to k~iow whar to do to deflect these sexual "come-ons." Bur rhere 
arc youth who may be especially vulnerable through ignorance, neediness, disahilicy, 
or poor judgment. The whoicsale solicitation lor sex on rhe Internet is worrisome for 
that reason. 

For solicirariui~s, as well as unwanted exposures ro sexual material and harassmenr, 
mosr of rhe rargsts were reenagers, especially reenagrrs who were 14 years of age and 
older. Thus, it  is misleading to say rhat child maicsrcrs arc moving from the play- 
ground to rhe living room, tmding in rheir trench coats for digicams, a some have 
characterized rhr siruatioi~. Children and teenagers are different victim populations. 
Preteen childrzn use the lnter~icr less, in more liinireil ways (US Departmenr of 
Commerce, 2002; Kobeirs et al, 1999), and are less independent. 11 does not appear 
rhnt much prrdaroiy bchaviur over the Inrerner involves con\wtional prdophiles 
rargering 8-year-old children with their modems, ar le:w not yet. Ternagen are the 
target popularion for rhis Internet vicrimizarion, and that makes prevention and 
intervention a differmt sort of ch:tllenge since resnagen are more independenr and 
do not necessarily listen to whar parents and orher "authorities" tell rhem. 

SEXUALIV EXPI.ICIT MATERIAL ON THC INTERNE'I' IS INT~\USIVE 
A large pci-ientagc of yourhful Inrerner users are exposed ro sexi~ally explicit m a r e d  
when they are not looking for ir. This occurs mosr often through largely innocent 
misspellings as well as rhe opening of e-mail, Web sires, and other documents. Sex 
round on the Internet is nor nicely segrzgated arid signpasred like in :I bookstore, and 
it is nor easily avoid:iblc. Some heavy-duty imngety is incredibly easy ro stumble upon. 
Apparently many pzople who do not know rhis yst are inclined ro think, "I don'r see 

ir, so it musr be somerhing you only get if you go laoking." Rut youth do not have to 
be all thar active in exploring the Interner to run across rhis material inadvcrrei~tly. 

MOST YOUTH BRUSH OFF THESE OFFENSES, RUT SOA'IE BECOME 
DISTKESSED 
Most p u t h  are nor borhered much by what [hey mcoonrcr on the Internet, bur 
there is an important subgroup of yourh who are quire distressed by the exposurc as 

wcli as the threats 2nd solicirarions. We can nor assume that rhese are just rransicnt 
effects. When yourh report strcss symproms like intrusive rhoughts and physical 
discomfort, these are warning signs. Some of rhis could be the psychological 
iquivalcnt of n concussion mrher rhan a slighr bump on the head. It may be hard ro 
prcdicr exactly who will get hurt. It may depend parrly on things like age, previous 
experience (wirh the Inrerner and sexual marrers), family attitudes, the degree of 
surprise, and rhr kind of exposure. Anricipring and responding ro n e ~ a r i m  impacts 
is snnxthing t h : ~  needs more considerarion. 

MANY YOUTH DO NOT TELL ANYONE ABOUT THE EXPERIENCE 
Nearly half of the solicirations wcrc not disclosed. Same of rhis nondisclosure certainly 
results from feelings of embarrassmenr and guiir. The higher disclosure rates for the 



nonsexual offenses poinr to thar. P:irenrs ass nor being informed about a lor of rhesc 
episodes, and rhey would wanr to know. Some youth arc nor even ceiling rhrir friends, 
Thus, rhey are nor getting a chance ro rsflecr about wh:it happened, process it, and 
ohrain ideas about ways to dcai wirh rhe episodes and wnys to pur rhcsc episodes ill 

pcsspscrive. Ironically, the Inrssim is providing places ro discuss difticulr ropics, \vi,ile 
ar rhe same rime may he increasing the numher ofdiftiiulr topics to discuss. 

YOUTH AND PARENTS Do NOI' REPORT THESE EXPERIENCES m i )  DO 
NOT KNOW WHERE TO REPORT THEM 
Most parenrs and youtli did nor know where ro reporr the incidents or obtain help 
for lnrerner offenses. The  low rarr of reporring for acrual offenses confirms rhis I:i& 

of awa~reness. Even rhe mosr serious episodes were rarely reported. The Intcrner is ;I . . 
new "co~ntiy"  2nd people do nor yet know who rhs "cops" or aurhoriry figures are. 
In fact. chis seems ra be pan  of rhs arrracrion of rhis rcrrirory for many, char is, rhar 
rhere arc nor obvious cops or authority figurcs. People do, however, need to know 
wnys ro obtain help, and peoplr wirh antisocial rendcniiss need ro know rhar rhcrc 
arc consrqurncss. ?'he choice is nor between anarchy and "Big Brother," jusr as in 
regulzr politics the choice is nor bemeen anarchy and dicrarorship. 

IN'I'ERNET FNENDSIII'S BEI'\VEEN TEENAGERS AND ~ U U S  Aw 
COMMON AND USVMLY SEEM 1'0 BE BENIGN 
Ir would make prevention casier iT Inrcrner rclarionships henwen your11 and ndiiirs 
w a r  uniformly sinister, and we could simply say, "Don't do ir." Bur one of rhe pos- 

irivc things nbour rhe lixerncr is rhar ir :iIlows prople of divrrse social statuses ro con- 
grsgare nmund common inreresrs. 

We  wan^ young people ro develop rheir skills and ralcnrs. Wc wanr them to find 
mcnrois. The exisrrncr of co:ichcs who rnolrsr does nor deter parenrs from signing 
rheir kids up For Little Irague. Ir mill he a similarly complicarcd challenge to prorecr 
kids 6-om rhr dangerous liircrnet relarianships wirhour squelching the posirive ones. 

We need to learn more ahour the signs and symproms of adulr-yourh relarionships 
thar arc porenrially exploirariuc, not jusr on the Internet, but in face-to-hce relarinn- 
ships, loo. 

IMPLICATIONS AND &COMMENDATIONS 
Some recorninsndarions follow from thcsc majar findings and concli~ions. l ' l ~ c ~  :ire 
lisrrd in Table 21-11 and more f~illy described in the following secrions. 

CRW-IE IWYI'EKIALS SPECIFICALLY DESCRIBING DT\T,RSF. HAZARDS 
Those concerned about preventing sexual enpluirarion on the Inrernrr need to men- 

rion rile diversiy o r  hazards, induding rhrena from yourhfiil and fern& offenders, in 
rheir marcrinls. A srcreotypc of the adulr Inrerner piedaror or pedophile has come ru 
dominare much of the discussion ahour Inrelncr vicriinirntion, While such figures 
exist and may bs among rhe mosr dangerous of Inrerner rhrcars, rhis sumsy has ti.- 
waled I more diverse array of individuals making offensivs and pore~~rially cxplairarivc 
online ovrrtui-es. We should not igi~ois rhesr offenders. We musr remen~ber rhar in 
previous generation, campaigns to pre\wx child rnolesrariai~ charairrrizrd the threat as 
"playgraund predators," so far ysars rhe problem of youthful, acquainranie, and 
inrrafanily priperrarois went unrecognized. Today, rhose doing prevention work 
concerning ihc Inrcrner need ro he czrrful not to make a characterizarion ofrhe rhrear 
rhat fails ro sncompass ail its forms whsrher canscio~czly or inadverrenrly O n e  of rhe 
reasons for the mistaken characterization of child rnolesrers in an earlier era w x  thar 
people exrrapipolared the problen~ enrirely from whar came ro rhc attention of law en- 

forcement offici;lls. A similar process could currenrly be underway in the case of 
lnrernsr victimizarion, bur ir is probably early enough ro reverse. Therefore, we need ro 
publicize rhc full variety of Inrerner offensive behavior 



- Those concerned about preventing sexual explaitation on the Internet need 
to specifically mention the divsrsity of hx~izords, including threats from 
youthful and female offenders, in their materials. 

- Prevenrian planners and law cniorcemenr officials need to zddress the 
problem of non-sexual as well as sexual victimization on the Internet. 

- Mare of the Internet-using public needs to know about the existence of 
help sources for Internet offenses, and the reporting of offensive lntctnct 
behavior needs to he made even ezsicr, more immediate, and more 
importaix. 

Different prevention and inrriiwxion sttatcgies need tu be developed for 
youth ofdifiercnt ages. 

- Youth need to be mobilized in :i campaign to hclp "clean up" chi standards 
of Internet behavior and talc responsibilir). for youth-oriented parts of the 
Snterner. 

- We nced to train mental health, school, and hmily counselors :ibout these 
new Internet hxmrds and the ways these hazards contribute to personal 
disrxss and other psychological and inta-persond problsms. 

- hluch more rrssarch is nceried on the developmeid impart of unwanted 
exposure to pamugr.~phic images among children of diflkring ages. 

- Mare undeisranding is nerded about ijrnilics' kno~driige of, attitudes 
aham, and experience wirh filtering and blockins sohunre. 

- 1.aws arc nccilcd to ensure that ollrnsivc acts that are illegal in other 
contexts will also be illegal on the Internet. 

- Concern about Internet victimization should not eclipse prrvenrian and 
intervention efforts to combat other convt.ntiun:il forms of youth 
viciimization. 

I'ieveniion planners and law enforcement officials need ta adiiirss the problem of 
nonsexual as wcil as sexual vict imi~~tion on ihe Internet. An additional prohian wirh 
the "Intrmrt predator" stereorype just mrntioncd is that it does not give enough focus 
to nonsexud fonnr of lntrrnrr victimization. The  current study shows that nunsexual 
threats and harassment constitute another common peril for youth that can be as or 
mars distressing than sexual overtures. Experience in crime prevention has shown that 
c o n c ~ m s  about sexual threats aften eclipse other ea,~ially serious crimes. Concerted 
efforts should br made to ensure that nonssxuai thrcats and ha~assment are included 
on the a p d a s  of educators, practitiunen, legislatars, and I n v  enforcement officials 
regarding Internet safer).. 

INFOR~I THE PUBLIC OF HELP RESOURCES AKD MAKE h 1 ' 0 l ~ l l ~ ~  01: 

OFFENSIVE INTERNET BEHAVIOR EASIER 
More of the Internet-using public nerds to lmow about the existence of hclp sources 
for Internet offenses, and the reporting af  offensive Internet bch:ivior ~nceds to he 
made even easisi, more immediate, and more important. Multiple stlxcgies are 
nseded to increase reporting. T h e  Internet-using public nerds to be aware of re- 
porting options in as many ways as possible, that is, through the internet as well as 
through other wsnues. The  public needs to be briefed on the reasons they shoiild 
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make such reports, including the importance of keeping the Internet a safe and 
enjoyable place for eXre.eryone to use. Smokey the Bear and McGruff the Crime Dog 
campaigns come to mind as approaches to emulate. People balk at heing tat~lc-r&, 
hut citizen vigilmce and community involvement have traditionally been the keys to 
maintaining community safety. 

DF,YELOPMENT OF ~'KFVEN'IION AND INTERSENTION STRATEGIES FOR 

YOUTH OF VARYING AGES 
Different prevention and intervention strategies need to be developed for yourli of 
different ages. Most of the encounters reported to our study occurred to teenagers, 
specifically older teenagers. The messages that will make sense and he taken srriously 
hy this group and their parents differ significantly from those that make sense for 
younger youth. This is a different problem from conventional child molestation, 
where we try to target and protect 7- to 13-year-olds. Older teenagers presun,ahly 
have mmois iiidspcidence, more experience, and a different relationship with nilults 
and their families. For example, advice to tell parents to chcck the Internet and e-mail 
activity of older teenagers may he tantanlounr to saying pnicnts should read their 
children's mail, a privacy invasion that seems unrralistic in many families. Good 
prorrcrion stmregies, cspcci:iIly For the teenage group, can not be heavy on the con~rol 
dimension and need to bc tied to youth aspirations, values. and culture. This requires 
the input of youth. If young people :ire becoming millionaires with tlicir Internet 
ingenuir): it is lilczly rhat some of that creativity could hit the jaclrpot in the field of 
lixernet safety as wrll. It is time to involve a cadre of young people in the develop- 
menr of Internet victimization prevention in order to craft mrssagcs to which youth 
will be receptix. 

MOBII.IZE YOUTH TO HELP "CLMN UP" INCEKNFS BEHAVIOR 
S T A N D A I ~ S  
Youth need to be mobilized in a campaign to help "clean up" the smndards oflnrernrr 
hchavior and take responsibility for youth-oriented parts of the Internet. Lile facs-to- 
face sexual offenses, which run the gamut from n p e  to har3ssment, Internet sexo:il 
offenses have been shown in this study to cover a spectrum of bshaviors. The less 
serious end of the spectrum should not be ignored, since it a n  be the fertile soil in 
which more srriaus offenses grow. Much has been learned over the years about 
rcducin3 crime, social deviance. 2nd public disorder in communities. Many of those 
lessons are adaptable to the Internet, which is a community, albeit one with specid 
properties. In the crime field, for example, success in reducing crime has been achieved 
through more community policing and cleaning up minor kinds of neighborhood 
disorder and decay Crime-watch campaigns thar deputize and empower community 
mcmbeis to watch for crime have worked to reducc theft. In the education field, 
school revitalization campaigns have helped improve decorum and reduce antisocial 
behaviors in the schools. Thought should be given to applying such lessons to die 
Internet community For example, the experience of those wanting ra prevent real- 
world sexual harassment has been thar campaigns, particularly campaigns involving 
whale schools, can he successful if they raise awareness ahour the problem and irs 
effects and if they help yaurh enforce proper conduct among 111s peers themselves. 
Such ynuth-oriented campaigns might have soms success with at least some forms of 

li~rerner victimization as well, and these campaigns may br wort11 a try. 

EDUCASE HEIILTH, SCHOOI., AND FAMILY COUNSELORS ABOUT THE 

NEW INTEWLT HAZARDS 
We need to train mental health, school, and fdniily counselors about these new 
Inrernet hazards and the ways these hazards contribute to personal distress and other 
psychological and interpersonal problems. This study reveals rhat substantial numbers 
of young people do experience distress because of Internet encounters, and they are 
not getting help. Mental health and other counselors need to learn to be alert and ask 



questions to get young psople to ralk abour such encounren. These counselors necd 
to know rhe wnys thar young people use the lnterncr so they can undcrsiand rhe 
problems of rhese young people. Counseloi-s also necd to be trained to trcat the kinds 
of distress and conflicrs thar have a conneirioi~ with negative Inrernct experiences. 
We need educarional packages for schools and \.arious youth workers fol. their own 
professional developmenr and to use with rhe kids. Unfortunarely, at rhe training 
canferenccs bring offcred roday, most Incernet educarion seems directed at law sn- 
farcancnt officials. We need to develop \vorkshaps for the educnrors, practirioi~rn, 
psychologists, and social workers as well. 

MORE RES'ARCI-I IS NEEDED 
More research is needed on the deveiapmsnral impact of unwanted exposure ro 
pornographic im:igcs among children of different ages. The lnrsrnet is almost cer- 
tainly increasing the f iquency and the explicirness of such exposures, bur even more 
importanr, rhc Inrerncr is increasing rllc number oryourh exposed invol~inrarily and 
suddenly Alrhough this topic has commandrd some public attention, little rescarch 
has heen conducrcd. Tscn if the vast majority of such encounters are rrivial or benign, 
howcvcr, it would he imporrant ro know under whar conditions such cncounrers can 
be influsntial or srrcssful and whar kinds of inteivenrions are ussfd ro preveiir 
ncgati~e influence. The  domain of influences could bc brand and could include atri- 
rudes abour sex, artitudes about the Inrcrnct, and matters af family dynamics. These 
arc not ensy inarrers ra srudy in ail erhical and dispassionate way; however, it can be 
dons and should be made a priority. 

BE.I-SER ~NDF.RST,~NDING IS NEEDED ABOV~' FILVIILIES' IDEAS ABOUS 
AND USE oi: FIE~ERING AND BLOCKING SOFTWARE 
More understanding is needed abour ijmilies' linowlcdgc of, attitudes about, mil 
rxpcriencc with liliering and blocking soinmrr. This srmly found that only a minor- 
iry of families with children were using blocking or Ellrcring sofmwc cvrn rhough 
mosr parents said adults should be very or extremrly concrrnsd abour rhr problem of 
Internsr viitimiiarion. Blocking and filtering software is one main line of defense 
available to familirs who axe canceii~rd about rhc problem. It is the defense being 
srrongiy advocarid hy people opposed ro legislarive solutions. Why is it not being 
used more often? 

l'hc lack of use ofsuch sofmwe mny reflecr a lack of knowledge about its availabiliry, 
suspicions about irs urility, or a lack of suitabiliry of such sofnuarc in rhs conrsxr of 
real family dynamics and Inrerner use pracrices. For example, the inrroduction of 
such sufnz.:irc may provoke conflicts between odulrs and yoinh or ar least crears fears 
about such cai~flicrs. Iris inrrrzsring rhar 5% of rhc ramilies we inreniewed had used 
filrsring or blocking sofn~~are in the past year and rhcn disconrinued its use. 

Before recommending char more families use such software, it is important ro know 
more abour its operation. If a la& of knowledge is the problem, rhen educarion and 
awnrei~css can be the answer. If the s o h a r e  does not suit [he concerns ofkunilies or 
is difficulr to use in real Family contexts, then new designs or approaches ro this 
software muy he needed. We need derailed, real-life evaluation research about avail- 
able lilrernet blocking and filrering technologies. 

E N A ~ S  LAWS TO MAKE OFFENSIVE ACTS ILLEGAL ON THE IN~EKNEI' 
Laws arc needed to ensure chat offensive acts rhar are illegal in other contexts will also 
be illegd an rhr l i~trrnst .  Soms of the offensive behaviors r e \ d r d  in rhis srudy (espe- 
cially scxiral solicirarion by 2 d ~ ~ I t s  of minors and some of thc threatening hmssment) 
arc probably illrgal under currrnr law. Because mosr law was wrirrrn prior ro the 
development of rhe Internet, questions iiavr been raised about whether and how var- 
ious criminal srarutcs apply to lnterner behavior Although ir is a daunting rask. crim- 
inal srarutes need to be reviewed systemaricaily with the Interner in mind to make 
sure thar rrlevanr srarures cover Iimrnet behwiors. 



CONTINUED ATTENSION 
Cuncrrn abour Inrernrt victimi.zaxion should nor eclipse prevention and inrenznrioo 
efforts to combat other conventional forms of yourh vicrimizarion. 'This study has 
revealed how many offensivr and distiessing experiences yorith encounter on the 
Internet. Iixerim vicrimization has nor become, nor is it chrearening ro become, rhc 
mosr serious crime peril in children's lives; rather, it is just the newest. Among rcgul;iv 
Lnrrrnet wers in our sunrsy, 3000 had bern physically attacked in real life by other 
youth in rhs last yeas, 1 %  had been physically abused by an adult, and 1% tiad her11 
sexilally assaulted. None ofrhese serious offenses had any cu~~nect ion,  as 6ar as \ve can 
rrli, ro the Inrerner. None of the lntcrnrr rhrears we docilmented actually marcri- 
alizcd into a face-to-hcc violent offense. We need ru nmbilizr abour lntsinet viciim.. 
iration because it is new, causes disrress, could mushroom, and could otheiwisc es- 
cape artintion. Rut rhr commrional crime psrils in rhe lives of children and yourh 
are all too re:J and continuing. As reporred from the Narioilal Crime Victimirarion 
Suivey, youth the age of rhe iespondsim in this survey h:we convenrional violenc 
crime victiinizntion rates (cg, rape, rohbcry, aggravarsd assault) char are nricr rh:ir of 
rhe adult pop~dation (Hashima & Finkelhor, 1999). Children and adolescents aite thc 
mosr criminally vicrimized segment in our sucirty. So, as much as possibls. rfforrs ro 
address Intcrnct victimization should combine with and not displace efrorts to pre- 
vsnr yoiirh crime vicrimizarion in gencml. 

CONCLUSION 
'The study suggests char youth rncounrer a subsvanrial qilaririly of offensive episoilcs, 
some of which arc distressing and most of which arc unreporred. A comprehensive 
srrategy to respond to the problem mould aim to reduce the quantity of offensiw 
behaviol; berrrr shicld young pcople fi-om its likely occurrence. increase rhe lave1 
of reporting, and provide more help to youth :tnd families to proieci them from 
any consequences. 

RECOMMENDED RESEARCH MATERIALS 
I.  The Nacional Center for Missing & Exploited Children at: http://~m~~v.missi~igLiiiis. 

org. I'ioviilcs marcrials and mainlains an online rsporring system. 

2. T h r  CyprrTiplinr ar: hrrp://a~~~~.cybertipline.org. For reportins anline vic- 
timizations. 

3. Federal Bureau of Invrsrigarion's Innocent Imnges Progmm ar: h r rp : / /~~~v\~~ .k1~i .  
gov/hq /cidicaciinnoccnt.htn>. 

4. Informarion and Resources abour rhe Commission on Online Child Protection 
(COI'A) at: hrrp:i/\r~i~w.COPAcommissioi~.org. 

5. Narional Resource Council Project on Tools and Stmtcgies for Proreccing I<iils 
from Pornography at: htrp://~~~~~~7.i1nri~naIacademie~.or~/i~~s. 

6. Intcincr Safcty Educarion for Parents and Youth at: htrp://w\~~v.getnen~~ise.iom. 

7. CyherAngels ar: http:i/~~mw.c~~brrai~geIs.org. Internet sofcty organiznrion. 

8. Digiral chaperones for kids. Conjurner Reporti March 2001;66:20-23 
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APPENDIX 2 1 - 1 : METHODOLOGICAL DETAILS 
'She final Youth Internet Safer) Survey sample consisted of 796 boys :ind 705 girls 
henveen the ages of 10 and 17 (Table 21-1). The  i n t e n k v s  were conducred henwen 
ilugust 1999 and February 2000. This was not a rcprcscntative sample oT all youth 
wirhin the United Smtes hccausc Internet use \?.as not evenly distributed among thr 
popularion during that time period. Inta-net users tended m have higher incomes 
and Inore eduwrinn rhan non-Internet users; among lowel.-income groups, lnrernet 
users were more likely to bc white although racial diffei-riice was disapprarinS ar 
Irigher-income lcvrls (NI'R Keporr; 2000). While boys were somewhat more likely 
rhan girls to use rhe Inrernet, the diffcience was small :and attributable to boys' pro- 
pensir) for coinputcr games (Robcrts ct d,  1999). The  sample fur thr Youth Internet 
Safety Sunzy grnrralIy marchrd othrr rrprcscniative samples of youth Intrrnet users 
at rhc rime these inren.ieuvs were conducted. 

Households with children in rhe rargrr age group were idenrifird through another 
largr household surxy,  rhc Second National Incidence St&]) tf hi'isin~ Abducted, 
R u n i w q  and 7'hmtoiiawq Childrm (NISMART-2j, which was conducred by rhe 
Institiire of Survey Research ar T ~ m p l r  University between February 1999 and 
Drcrmber 1999. NISMART-2 interviewers screened more than 180 000 relcphonc 
numbers to idcntifi. 16 000 households with children who wrir 18 ycars old and 
younger Telephone numbers for hausrholds including young people between the 
ages of 9 and 17 were then Forwarded to and dialed by interviewers For thc Yourh 
Internet Safcry Swvey 

Inten~irws for rhe Youth Inrcrner Safety Survey mere conducted by the staErnen~brrs 
of an experienced national sunney m a r c h  firm, Schulman, Ronca, and Bucuvalas, 
Inc. Upon rcachirig a household, inten~iewcrs screened for regular Internet use by a 
child living in the household who was hcnveen the ages of 10 and 17. lnternet uss 
was defined as "connecting a conipurei or a ' l V  to a phone or cable line ro iise things 
like rhs World Wide Wch and c-mail." Inren~iewrrs identified tlic child in rhe lroosc- 
hold \\-I10 used rhe lnrrrnsr most often and rhen asked ro speak with the parent who 
Imew the most ahour the child's Internet use. Inrcr\kwcrs then conducted a short 
interview about household rules and parentnl conisrns about Tnrernet usc, as wrll as 

demographic characrerisrics. Ar rhr  cnd of the parent inren4ew the interviewer 
requested permission to spcak with the previoosly identified youth. Parents were 
assured of rhs canfidsnrialiry of the interview, cold that young panicipanrs would 
rrccivc a $10 check, and informed rhar rhs ii~tervic\z,~\~ould incl~idi  questions about 
"exuai material your cliild may have seen." 

With p:ircnral consenr, inrenricwers described rhc study to the child and obtained his 
or her verbal consent. Youth intenie\?rs lasted about half an hour. They were scheduled 
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at the convenience of youth parricipants and arranged for rimes when they couki ralk 
freely and confidentially Questions were construcrd so rhar youth i-esponses wc-, 

mostly short, one-word answers that would not r e v d  anything meaningfid ro pcrsolis 
overhearing any portion of the con\,ersarion. Where longer answers were reqilircd, 
questions were phrased, "This may be something private. If you feel you car) calk 
freely, or move to a place where you can talk freely, plasc tell me whar hnppened." 
Youth were not prcsscd for :msivcrs. They wrre promised completc co~l t iden t ia l i~  and 
told t h y  could skip any questions they did not wanr to answer and stop rhc inrciviov 
:kt any rimr. The  sunrey was conducted under the supemision of the Univcrsiry ooFNcw 
Hampshire's Instiritional Review Board and conformed ro the rules mandared by 
reseai-ch projects fUnded by the US Department of Jusrics. Youth respondents received 
brachures abour Internet safery as well a $10 check. 

PAI~LICIPATION RATE 
Rased on standard calculations of patricipation rare, 7i0/o of the households appro.icl~rd 
completed ihe screening necessary ro determine r l~r i i  rligibiiiry far parricip3tion in the 
survey Thc compleriui~ rare among households with eligible respondents was 82%. 17ivi. 
percent of parents in eligible lioweholds refused thr aduir inreniew Anather 11% of 
prcnrs  cornpicred rhr adult interview but refiised permission for their child to par- 
ticipnte in the youth interview In 2% of cligible households, parents consenred to the 
yourh inrcrvicw, but youdl refiiscd ru pnrricipare. An additional I'?" of eligible ho~isc- 
holds was in "call-back" starus when 1501 interviews wei-e cumplerrd. (NOTE: As 3 

result of rumding, these numbers add up to 101%) 

APPENDIX 2 1-2: DEFINITIONS AND INSTRUMENTATION 
Tlir  aspects of youth online victiniizarion on which this srudy focused includcd 
sexual solicitations and xpproaches, unwanred exposure to sexual material, and h.1- 
rassmenr. (See Table 21-2 ibr a list of definitions.) l'hc incidence rates for sexud 
solicitarion, unrmnred cnposurc to sexual material, and harassment were esrinmcd 
based on a serirs of sci-eener qursrions zhour unwanted expericilccs while using rhe 
Internet. Two of rhc screenrrs concerned haiassmenr; 4 involved unwanred exposi~re 
ro sexid marcrial; 3 focused on srxual solicitation, and 1 question asked if anyme 
online hnd encouraged rhe yoi~th to run away from homr. More extensive follo\v-up 
q~~es t ions  were asked ahorit up to 2 u f t h e  unwmted incidents per youth; thesc 
~~~~~~~~~up questions wrre used ro f~irther classif) rhr repoired episodes inro the a t e -  
gories r e p o l d  on in rhis ch:lptcr. 

Fullo~v-up questions were limired to only 2 rcporrrii inciiienrs because of time coii- 

srraints. Conscqucntiy, some incidents rrporred by young peoplr were nor followed 
up, and these were ainirtid &om incidence rates. If a i-oi~tli rcported more than one 

incident in a particular categor!?, the follow-up questions referred ta thc "most 
bothsrsomr" incidenr or, if nonr was "most borhcnome," the lnosr recent incidsnt. 
The  linii~s on follow-up q~~est ions probably lsd ro some undercaunring of incidenrs, 
particdaily rpisodes of unwanrcd rxpasurs ro sexual materi:d. 

SLYUAI. SOI.ICITATION ITEMS 
To asssss rhe problem of sexual expiairation, the study asked several questions, rhc 
resulrs of which wcre aggregated undcl. the caregoiy of sexual solicirarions and ap- 
p~.onchss. Questions wcrc asked about: 

I .  Sexual :ipproachcs made to them in rhs pasr yrar-situations during which some- 
one on rhr Inrerner atrempred ro get them to rnlk abour ssx when thcy did not 
wanr to or  asked them unwanted intiinare questions. 

2. S e x i d  solicitations they had received in the last year from persons over the 
Intcrnrt who had asked them to do sexual things thcy did not w m t  to do. 

3. Invitations from Internet sources ro help them run away a ploy apparently h 
voied by some individuals looking for vulnerahlc youth. 






