A Content Analysis of Youth Internet Safety Programs:
Are Effective Prevention Strategies Being Used?

Lisa M. Jones, Kimberly J. Mitchell, and Wendy A. Walsh
December, 2014

This Bulletin is one of two published by the Crimes Against Children Research Center (CCRC) based on findings from
a 2012 study, “The Evaluation of Internet Child Safety Materials Used by ICAC Task Forces in School and Communi-
ty Settings” funded by the National Institute of Justice (NIJ). The study involved a process evaluation of the cur-

rent approach to Internet Safety Education with the aim of providing recommendations for future prevention
efforts in this area. Both bulletins can be found on the CCRC website: www.unh.edu/ccrc/internet-crimes/
papers.html and the full NIJ final report for the study can be found at: https://www.ncjrs.gov/pdffiles1/nij/
grants/242016.pdf.

ABSTRACT: Almost half of youth in the U.S. re-
port receiving internet safety education (ISE) in
their schools. Unfortunately, we know little about
what educational messages make a difference in
problems such as cyberbullying, sexting, or online
predators. To consider directions for improving
effectiveness, a content analysis was conducted on
materials from four ISE programs. Results indicate
that ISE programs are mostly not incorporating
proven educational strategies. Common ISE mes-
sages have proliferated without a clear rationale for
why they would be effective. It is recommended that
program developers and other stakeholders recon-
sider ISE messages, improve educational strategies,
and participate in evaluation. The field must also
consider whether ISE messages would be better de-
livered through broader youth safety prevention
programs versus stand-alone lessons.

Publicity about cyberbullying and online predators has
raised alarm about the extent that internet is putting
children and adolescents at risk. Internet safety educa-
tion (ISE) websites, presentations and classroom mate-
rials have been created to educate youth and the public
about online safety issues. Law enforcement has been
active in disseminating materials to communities in the
U.S. (Mitchell, Jones, Finkelhor, & Wolak, 2012) and
schools are increasingly integrating internet safety and
prevention messages into education curricula. A U.S.
2010 survey of youth internet users found that 45% of
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youth reported receiving ISE information at school, up
from 30% who reported similar exposure in 2005
(Mitchell et al., 2012).

Early ISE based messaging on content from high-profile
media and law enforcement cases, and it is not clear how
much program developers have updated materials based
on the growing body of research on internet safety. This
research has found that many of the online dangers popu-
larized by the media, such as child sexual predators find-
ing and deceiving young children online, are quite rare
(Wolak, Finkelhor, Mitchell, & Ybarra, 2008). Most
problems youth experience online involve sexual harass-
ment and verbal peer aggression; paralleling problems
that they are dealing with offline (Jones, Mitchell, &
Finkelhor, 2012; Mitchell, Finkelhor, & Wolak, 2001,
2007; Mitchell, Wolak, & Finkelhor, 2007).

Additionally, evaluation has not been a priority. A few,
small evaluations on ISE programs have been conducted
(Branch Associates, 2002; Brookshire & Maulhardt,
2005; Chibnall, Wallace, Leicht, & Lunghofer, 2006;
Mrazek, Hutton, & Cupit, 2006; Pruitt-Mentle, Pusey, &
Grahek, 2009) but mostly with no comparison groups,
and inadequate outcome measures. One larger, quasi-
experimental evaluation of the i-SAFE curriculum
(Chibnall et al., 2006) found that while children success-
fully retained the knowledge presented to them, there
were no significant changes in online behaviors. Out-
come evaluations will eventually be needed to determine
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whether internet safety education is effective, but they
should be conducted on programs with a good chance of
success. Prevention research shows that curricula with
active, skill-based lessons and adequate time for learning
have the best results (Durlak, Weissberg, & Pachan,
2010; Jones, 2010; Jones, Mitchell, & Walsh, 2014).
Effective programs also define their goals clearly and
focus their educational efforts on factors that are causally
linked to the problem of concern. Assembly presenta-
tions using fear-based tactics, prevalent in the earliest
ISE and still used today, have repeatedly been shown to
be ineffective when applied to youth problems (Botvin &
Botvin, 1992; De Haes & Schuurman, 1975; Petrosino,
Turpin-Petrosino, & Buehler, 2003; Ringold, 2002; To-
bler, 1992; Tobler & Stratton, 1997; Werch & Owen,
2002).

To formally assess the current status of internet safety
education efforts so that improvements can be made, this
study systematically reviews ISE program materials us-
ing content analysis asking the following questions:
Which ISE topics are being covered using which key ed-
ucational messages? To what degree do programs incor-
porate current research knowledge on ISE? And, do they
adhere to known effective educational strategies? Materi-
als from four long-standing ISE programs (iKeepSafe, i-
SAFE, Netsmartz, and WebWiseKids) were reviewed
based on their prominence in the field and use by internet
safety educators such as the Internet Crimes Against
Children (ICAC) Task Forces.

Methodology

Content analysis procedures were followed as recom-
mended by Neuendorf (2002). ISE materials were re-
viewed from Netsmartz, iKeepSafe, i-SAFE and Web-
wisekids and double-coded by four project staff, includ-
ing three primary investigators.

Content Sampling

Coders first reviewed all available electronic and written
materials for each of the four ISE programs to gather in-
formation on the breadth of their program. We narrowed
our review to materials: 1) directed toward youth (versus
parents, teachers, and law enforcement); 2) focused on
internet safety or behavior; 3) accompanied by curricu-
lum or presentation guidelines such as a presenter’s man-
ual, suggested discussion questions or lesson-based cur-
riculum.

A full list of the 33 coded lessons or presentations has
been included in Table 1, Appendix A. For Netsmartz,
WebWiseKids, and iKeepSafe, all program materials
were reviewed meeting the criteria above. For i- SAFE,
program developers provided us with materials corre-
sponding to three lessons that they felt were representa-
tive of their ISE curriculum approach, as well as curricu-
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lum guides, curriculum sequencing recommendations,
and other supporting documents.

Coding Procedures

For all selected lessons, coders recorded the recom-
mended age range for the materials (if specified), the
number of sessions the topic required, and how long the
lessons or presentations ran. After reviewing materials
thoroughly, a decision was made to analyze program
materials using two strategies.

If a presentation curriculum or lesson was directed at
middle or high-school aged youth and dealt with topics
of cyber-bullying, internet predators, or sexting, then
the materials were reviewed by coders using a full cod-
ing process. This involved coding: 1) the extent that
program materials incorporated educational strategies
known to be most effective; 2) the degree that materials
incorporated research-based messages; and 3) key edu-
cational messages promoted by the ISE materials (see
Measures below). Sixteen of the 33 lessons were re-
viewed using this full coding process (see Table 1, Ap-
pendix A).

However, many program materials we examined were:
1) directed toward elementary-school aged children, or
2) focused on “digital literacy” topics such as privacy
settings, online reputations, and avoiding e-scams. For
materials directed at younger children, we found it diffi-
cult to assess whether educational messages were re-
search-based. Only a minority of elementary school
youth uses social networking sites, cell phones, or email
and few have problems with victimizations or unwanted
experiences if they are less than 12 years of age (Jones,
Mitchell, & Finkelhor, 2012). Additionally, researchers
have not studied the nature of youth experience with e-
fraud or online reputations in much detail (although it is
starting to develop, see for example Davis & James,
2012). Therefore, materials falling into the two catego-
ries above (16 lessons) were coded for key educational
messages only (e.g., “tell an adult if you are bullied
online” or “don’t share personal information online.”)
in order to better understand the link between the mes-
sage and the educational goals.

Measures

All of the content analysis coding measures described
below were developed for the current project.

The KEEP Checklist (Known Elements of Effective
Prevention). The KEEP Checklist was based on a sys-
tematic review of youth prevention education research
(Jones, Mitchell, & Walsh, 2014). The checklist identi-
fies five basic prevention education characteristics that
have been shown to be critical to effectiveness across
many areas of youth prevention (drug abuse, mental
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health problems, aggression, delinquency, school drop-
out, bullying, sexual abuse, etc.). The five elements are:
1) a structured curriculum or lessons; 2) skill-based learn-
ing objectives; 3) active participant involvement and
learning; 4) an adequate program dose; and 5) additional
learning opportunities (see Table 2, Appendix B). Given
that only 16 ISE lessons were reviewed using this check-
list, sample size was too small to effectively calculate
Cohen’s kappa as a check on inter-rater reliability, how-
ever, inter-rater coding agreement rates ranged from 88%
-100% per coded element. Disagreements were resolved
by group discussion.

The Internet Safety Education (ISE) Fact Checking

Sheets. To obtain some measure of the degree to which
the reviewed ISE materials included research-based mes-
sages, we also created three ISE Fact Checking Sheets.
These forms evaluated the degree to which ISE materials
provided research-based information on the following
topics: 1) sexual solicitations/internet predators; 2) sex-
ting; and 3) online harassment or cyberbullying. Each
fact-sheet included a list of messages reflecting current
research-based knowledge about the topic (e.g.,
“Materials state that internet predator cases are not com-
mon) or providing youth with strategies that research has
shown can help them reduce problem size or impact (e.g.,
“Materials provide potential bullies with ideas and skills
to de-escalate when they feel angry or ‘disrespected’).
(See Table 3, Appendix C for a list of cited Checklist
items.) Scores were calculated based on the numbers of
messages that were included in materials ranging from 0-
7 for materials discussing sexual solicitations; 0-5 for
materials discussing sexting; and 0-8 for materials dis-
cussing online harassment. Coder agreement across items
was between 75-100% for the 8 lessons that covered sex-
ual solicitations or internet predators; between 66%-
100% for the 3 lessons that covered sexting; and between
80-100% for the 10 lessons that covered online harass-
ment.

Key Educational Message Coding Form. Across all 33
ISE presentations or lessons we reviewed, coders report-
ed whether one of eight pre-specified ISE messages were
included (e.g., “Think before you post;” “Don’t share
your password with anyone”) and also recorded up to 5
additional educational messages present in the materials
they reviewed. In order to be as expansive as possible, if
a key message was recorded by either coder, it was in-
cluded in analyses. The educational messages were
grouped into 9 of the most frequent key message catego-
ries through an iterative process (see Table 4, Appendix
D).

Results

First, overall content analysis results are provided for the
KEEP scale and ISE Fact-Checking Sheets for the 16 ISE
lessons reviewed using these forms. We then discuss the
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“key message” analysis conducted with all 33 coded ISE
lessons.

KEEP Checklist

Results for the KEEP Checklist scoring are provided in
Table 2, Appendix B and indicate that the reviewed ISE
program lessons and curricula used few prevention edu-
cation strategies that evaluation research has established
as effective.

All of the programs provided “structured lessons” with
adequate information on how to use their materials in a
classroom or small-group setting. Most of the reviewed
lessons also included active discussion sessions in which
time was set aside for youth to respond to open-ended
questions. For example, the Netsmartz activity card for
the video “You Can’t Take it Back™” includes discussion
questions asking: “What should the boy have done when
his friends asked him to rate the website?”” and “Think of
legitimate responses he could have made that might have
made his friends also reconsider their actions.” These
kinds of interactive discussions give youth an opportunity
to engage critical thinking skills.

However, the reviewed programs generally failed to list
skill-based learning objectives. Most objectives, when
they were provided, reflected the goal of imparting
knowledge to youth. Only two programs provided skill-
based learning objectives and none of the reviewed pro-
grams provided research evidence linking the skills they
taught with the safety goals. Only one of the reviewed
programs, “Attitude Overdrive” by Netsmartz, included a
role play to help youth practice new skills with peers.

Creative learning exercises had been included as part of
the ISE programs: one example was to have youth answer
“Dear Abby”-type letters by providing advice and infor-
mation in response to hypothetical internet problems and
victimizations. But these exercises were mostly designed
to have youth repeat back learning points versus practice
how they would handle problems themselves using new
skills. Being able to repeat back lesson messages is an
important component of education, but not usually suffi-
cient to promote behavior change according to prevention
research.

The reviewed programs also failed to provide an adequate
dose for learning. All of the programs had created multi-
ple lessons on a range of different ISE topics, but the les-
sons were typically offered as stand-alone topics. I-SAFE
and iKeepSafe’s Google Digital Literacy Tour Work-
shops came closest to being a multi-lesson curriculum,
but each lesson still covered an entirely different ISE top-
ic. No program that we reviewed provided a fully ade-
quate dose of learning on one topic over multiple ses-
sions, each one building upon skills learned in previous
sessions. And, while some programs provided optional
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take-home practice and informational sheets, no program
that we reviewed included homework as an integrated part
of the lesson or incorporated planned booster sessions.

ISE Fact Checking

Table 3, Appendix C provides the coding results for the
three ISE Fact Checking Sheets. Results indicate that most
ISE programs are also not consistently incorporating re-
search-based information into their messages. The materi-
als on sexual solicitations and internet predators included
an average of 2 out of 7 possible research-based messages.
Positively, none of the materials that we reviewed depict-
ed internet predators as an older man who preyed on
young children, a stereotype common in early ISE educa-
tional materials. Internet predator scenarios involved so-
licitors usually known to be an adult by the teenager, and
youth who were flattered by the attention and felt close to
their online contact: these dynamics are supported by re-
search (Wolak et al., 2008).

Most of the ISE materials also mentioned, at least briefly,
why it might feel difficult to tell an adult about such a re-
lationship. However, none of the materials that we re-
viewed informed youth that internet predators were rela-
tively rare, and talked about the more common experience
of receiving unwanted sexual requests online by peers
(Mitchell, Wolak, et al., 2007), or acknowledged that sex-
ual assault by a person they know is much more likely
than an unknown internet predator (Pereda, Guilera,
Forns, & Gomez-Benito, 2009). Nor did materials
acknowledge that we are still learning exactly what kinds
of online behaviors put youth at risk for upsetting sexual
requests online or what kinds of online relationships lead
to harmful results.

Sexting behavior was the least common topic for the ma-
terials we reviewed. Materials on sexting included an av-
erage of 2 out of 5 research-based messages. None of the
programs providing lesson materials on this topic reported
that most youth do not “sext” (Mitchell, Finkelhor, Jones,
& Wolak, 2011). Some, but not all, of the materials on
this topic noted that it usually happens in the context of a
relationship, acknowledged the different ways that youth
might feel about getting a request for a sexual image, or
noted that the most egregious behavior was to forward or
send a sexual picture without permission. None of the re-
viewed material on sexting provided youth with detailed
information about the elements of sexting behavior that
are most likely to provoke the attention of police (Wolak,
Finkelhor, & Mitchell, 2012).

Finally, the ten lessons focused on cyberbullying showed
some inclusion of research-based messages, although not
consistently (3 out of 8 research-based messages on aver-
age). Most included information on different options vic-
tims can try, and about how cyberbullying feels to victims.
Some included information specifically on understanding
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how teasing and put-downs can be harassment and pro-
vided information on ways bystanders can be helpful.
And none of the programs that we reviewed made the
mistake of emphasizing suicide as a likely outcome of
bullying. Popular media has highlighted suicide as a
consequence of bullying, but its use in prevention is a
scare-tactic that is strongly discouraged by suicide pre-
vention experts (Suicide Prevention Resource Center,
n.d.).

Unfortunately, other research-based messages were
missing in the cyberbullying materials that we reviewed.
None of the programs informed youth that most do not
“cyber-bully” (Jones, Mitchell, & Finkelhor, 2013).
None included information that peer harassment hap-
pens both on and off-line, or that off-line harassment is
consistently found to be a problem for more youth
(Beran & Li, 2007; Raskauskas & Stoltz, 2007). Few
programs helped potential aggressors learn different
strategies for handling anger, jealousy or feelings of be-
ing “insulted.” And only one program showed adults
providing positive help.

Key ISE Messages

Finally, in order to systematically review the most com-
mon ISE messaging approaches, all 33 of the reviewed
program lessons were coded for key messages. Table 4,
Appendix D provides the results of these analyses, list-
ing the 9 most common categories of ISE messages. For
ISE programs targeting both older and younger children,
the most common educational message was: “Tell an
adult if something happens online that makes you un-
comfortable.” Children were often given specific infor-
mation about what to report (e.g. “Report online preda-
tors or cyber-bullies.”) and when to report (“Tell an
adult if the harassment doesn’t stop.”) and some pro-
grams encouraged youth to save evidence of the harass-
ment or concerning text or pictures. Another key educa-
tional message provided by almost all ISE programs was
the instruction: “Don’t share or post personal infor-
mation online.” Sometimes programs specified the kind
of personal information that should not be shared, and
some exercises were created to help children spot identi-
fiable information in hypothetical screen-names or so-
cial network sites.

For elementary-aged youth, a common ISE message was
to “Be wary of people you meet online;” and youth were
told “Never meet in person with someone you meet
online.” Five out of the 8 ISE programs directed to
younger children included these warnings, but 8 out of
16 programs targeted to older youth also contained this
message—including all of the materials for older youth
focused on internet predators. For older youth, another
common message category were cautions to “Not bully”
or “Be respectful.” This was a broad category and most
materials suggested something more specific such as
“Don’t be rude while gaming,” “Don’t spread rumors
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online,” or “Online jokes can go wrong.” Another exam-
ple of a message in this category was “Don’t say it online
if you wouldn’t say it to someone’s face.”

The digital literacy materials had slightly different em-
phases in their messaging. Instructions to tell an adult
about problems, not share personal information, and be
respectful online were rarer although still present. More
typical were the messages: “Think before you click or
post” (66% of digital literacy materials); “Check your
social network privacy settings and be careful who you
friend” (55% of materials); and “Consider what the infor-
mation you put online says about you” (55% of materi-
als). These messages were also common in the ISE mate-
rials targeted at middle and high school-aged youth fo-
cusing on victimization issues like internet predators and
online harassment.

Discussion

The findings of our content analysis suggest that most
ISE curricula are not sufficiently incorporating educa-
tional strategies fundamental to effective youth preven-
tion education: skill-based objectives, adequate dosage,
and practice opportunities. The field has also been slow
to include a growing research-base on internet safety
problems like sexual solicitation and online harassment;
although there is evidence that program developers have
revised materials directed at older youth to better reflect
some of that research. In other digital literacy topics, such
as privacy and digital reputation, stock prevention mes-
sages have proliferated before research on these issues
has been conduct. Finally, ISE materials directed at
young children in particular provide vague messages
based on stereotypical and hypothetical scenarios.

Recommendations for Future Internet Safety Educa-
tion Efforts

1. Improve educational strategies. Based on our findings,
ISE programs need to place a greater emphasis on skill-
building. Messages that tell youth to not cyber-bully or
share sexual pictures with a boyfriend are unlikely to
make a difference a(Hahn et al., 2007; Rispens, Aleman,
& Goudena, 1997; Tobler & Stratton, 1997). These are
complex social and emotional behaviors for adolescents,
and youth need a chance to discuss and practice new be-
haviors (Durlak, 1995; Durlak et al., 2010).

It is also not sufficient to teach skills that sound appeal-
ing: there must be an established connection between the
skill and problem. If the skill (e.g. protecting private in-
formation) is unrelated to the actual problem--it is unlike-
ly that a reduction in the problem will occur as a result.
ISE program developers must do a better job identifying
how the skills taught through their program will improve
internet safety, based on research.
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Finally, program developers also must build in adequate
time for youth to learn and practice the skills (Durlak,
Weissberg, Dymnicki, Taylor, & Schellinger, 2011; Dur-
lak et al., 2010). Complex problems like peer harassment,
risky sexual decisions, and unhealthy romantic relation-
ships require more than one 45-minute lesson to impart
new ways of thinking and skills that can improve healthy
decision- making. Research has shown that new skills can
be taught to youth in a relatively short amount of time
(Durlak et al., 2011; Rooney & Murray, 1996; Stice,
Shaw, Bohon, Marti, & Rohde, 2009; Stice, Shaw, & Mar-
ti, 2006), but more than one or two lessons are needed.

2. Use research-based content. It was clear from our re-
view that ISE programs need to draw more from research
in developing content. For example, prevention programs
need to provide youth with accurate rates of these prob-
lems. Most youth do not engage in harassing behaviors
online, do not send sexual pictures, and internet predator
abductions are very rare (Jones et al., 2013; Mitchell et al.,
2011; Wolak et al., 2008). Implying problems are more
prevalent than they are may lead youth to discount the
messages, or possibly even back-fire by giving youth the
idea that concerning behavior is not so bad because most
kids are doing it (Perkins, 2002; Perkins, Craig, & Perkins,
2011).

Additionally, knowledge about child development needs
to be better incorporated into ISE. Internet use and chal-
lenges vary quite dramatically by age (Jones, Mitchell, &
Finkelhor, 2012; Livingstone, 2009). The ISE materials
for younger children relied on stereotypes and vague mes-
sages, and few children under ten years of age are exposed
to the problems and scenarios that they targeted. The in-
formation directed at middle-school and high-school youth
was better matched to development across the programs
that we reviewed, but little of the material on internet
predators, even those directed at high school youth, dis-
cussed frankly why attention from adults might be flatter-
ing, why young people might be inclined to respond and
engage in sexual talk and activities, and what the actual
risks might be: not primarily abduction, forcible rape and
murder.

3. Explicit and sound program logic. Most of the popular
educational messages found in our analyses had faulty or
unclear logic models. For example, advice to youth to
“Think before you click” appears to be based on the idea
that impulsivity is causing online problems, and that if
youth would pause and reflect before posting or sending,
they might soften an aggressive text or withhold an inap-
propriate photo. But there is no evidence confirming that
impulsivity is a key to internet safety problems. Problem-
atic youth decision-making in these contexts may have
more to do with anger, attention seeking, or exploring sex-
ual identity rather than impulsivity.

Another example is “Don’t share personal information.”
The logic model behind this advice appears to be that
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youth can avoid becoming the victims of sex crime, iden-
tity theft or commercial exploitation if they never provide
their names, addresses, emails, or schools. But giving out
personal information like one’s email or address and
posting pictures is a widespread part of online activity
and is required for many activities. And research actually
suggests that sharing information is not a risk factor for
online problems (Ybarra, Mitchell, Finkelhor, & Wolak,
2007). It might be helpful if youth could discriminate
safe versus unsafe and risky contexts when considering
whether to give out or post personal information, but we
have no research or knowledge base yet to help with such
decisions. Generic, broad, or overly conservative messag-
es are likely going to be dismissed by youth as unrealistic
or infantilizing.

Even the common ISE recommendation, “Tell an adult,”
is problematic. This message implies that many youth
confronted by problematic online situations have not
thought about telling an adult and need to be reminded of
this option. But most youth who fail to disclose are prob-
ably aware that they can tell an adult and are choosing
not to. Research suggests that most youth are skeptical
that telling actually helps (Davis & Nixon, 2010) and re-
port that such disclosures often result in no change or can
even make things worse (Bradshaw, Sawyer, & O'Bren-
nan, 2007). Youth may also be ashamed or embarrassed
to reveal what they have been doing or to broach the top-
ic of sex with an adult. They may worry about getting in
trouble, or that some of their own problematic online be-
havior will come to light. Making the issue of “telling”
even more complex, the youth running into trouble online
are often the very youth who have communication prob-
lems with parents and other adults to begin with (Ybarra,
Mitchell, et al., 2007). So the real objective for ISE pro-
grams should be to overcome inhibitions about disclosure
with role plays or other strategies that might make the
obstacles seem less intimidating, or by helping adults
communicate that they will handle such disclosures sensi-
tively and skillfully.

Does ISE Make Sense as a Stand-Alone Prevention
Issue?

A question that requires more consideration is whether
stand-alone internet safety education is an efficient and
desirable prevention strategy. Most of the online prob-
lems being targeted by these programs have closely relat-
ed offline counterparts that are virtually never discussed.
Sexual assault by someone known offline is much more
common than sexual assault by someone met online
(Finkelhor, Turner, Ormrod, Hamby, & Kracke, 2009),
and the dynamics are similar in many ways. Additionally,
research consistently tells us that in-person peer harass-
ment is more frequent than online harassment (Finkelhor,
Turner, Shattuck, & Hamby, in press), and tends to be
closely connected (Ybarra, Boyd, Korchmaros, & Oppen-
heim, 2012; Ybarra, Diener-West, & Leaf, 2007; Ybarra,
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Espelage, & Mitchell, 2007). Prevention education time in
school environments is a scarce resource and having stand
-alone programs for internet safety may put them in com-
petition with other prevention needs involving problems
that are even more frequent or serious.

Additionally, research and analysis of school-based pre-
vention programs in a variety of domains shows that many
of them share common goals. They generally try to impart
refusal skills (e. g., refusing drugs, unwanted sex, or par-
ticipation in bullying), increase empathy with others, get
youth to consider longer term consequences, and help
youth master strong emotions and overcome inhibitions
about seeking help. This integrative approach is increas-
ingly informing the development of widely used and tested
social and emotional prevention programs (Durlak, 1995;
The Collaborative for Academic Social and Emotional
Learning, 2003). The preferred trajectory for ISE experts
may be to integrate the specific electronic environment
skills they teach into broader educational and prevention
programs, rather than to compete as unconnected efforts.

Study Limitations

Coding and categorizing content requires a degree of sub-
jectivity. While we followed standard content analysis
procedures and used a double-coding process as a check
on reliability, the process yields an exploratory versus
conclusive summary of the status of current ISE education
efforts. Moreover, the programs that have been reviewed
here are under continual development, and there may have
been updates that occurred after our review was complet-
ed. There may also have been new ISE programs devel-
oped since this review that incorporate a greater number of
research-supported elements. Nonetheless, we believe the
KEEP and Fact-Checking forms offer a useful framework
for appraising ongoing ISE efforts in a way that can guide
consumers and policy-makers to consider the elements
that define more promising programs.

Conclusions

It is time to move ISE to a next level of maturity. There
needs to be more definition of outcomes in providing
“digital literacy” and “digital citizenship” education and a
need to rethink, in particular, what kinds of information
very young children need to know about using the internet.
We need to consider whether and for what topics stand-
alone education efforts make sense and when integration
with existing prevention would be more efficient. Finally,
the entire field needs to adopt an evaluation orientation
when considering the future direction of ISE. Not only is
evaluation necessary for ensuring that time and money are
spent on effective education and prevention, but if evalua-
tion was anticipated by all stakeholders from the start, it is
likely that program developers would define outcomes
more clear and tie educational strategies directly to out-
comes.



Youth Internet Safety Programs Page 7
Y g g

SUGGESTED CITATION FOR THIS REPORT

Jones, L.M., Mitchell, Kimberly J., & Walsh, W.A.
(2014). A Content Analysis of Youth Internet Safety
Programs: Are Effective Prevention Strategies Being
Used? Durham, NH: Crimes Against Children Re-
search Center (CCRC), University of New Hampshire.

FOR FURTHER INFORMATION
The Crimes Against Children Research Center (CCRC)

conducts a wide range of research on youth Internet

safety. Descriptions of this research and links to our
papers can be found on the CCRC website: http://
www.unh.edu/ccrc/internet-crimes/

University of
New Hampshire

Crimes against Children
Research Center {

125 McConnell Hall ¥
Durham, NH 03824 X ; %

(603) 862 4869 T
(603) 862 1122 ? P

* k
www.unh.edu/ccre

www.facebook.com/pages/Crimes-against-Children-Research-Center
twitter.com/CCRCunh



http://www.unh.edu/ccrc/internet-crimes/
http://www.unh.edu/ccrc/internet-crimes/

Youth Internet Safety Programs

REFERENCES

Agatston, P. W., Kowalski, R. M., & Limber, S. P.
(2007). Students' perspectives on cyber bullying. Jour-
nal of Adolescent Health, 41(6), 59-60.

Beran, T., & Li, Q. (2007). The relationship between
cyberbullying and school bullying. Journal of Student
Wellbeing, 1(2), 15-33.

Botvin, G. J., & Botvin, E. M. (1992). Adolescent tobac-
co, alcohol, and drug abuse: Prevention strategies, em-
pirical findings, and assessment issues. Journal of De-
velopmental & Behavioral Pediatrics, 13(4), 290-301.

Bradshaw, C. P., Sawyer, A. L., & O'Brennan, L. M.
(2007). Bullying and peer victimization at school: Per-
ceptual differences between students and school staff.
School Psychology Review, 36(3), 361-382.

Branch Associates. (2002). NetSmartz evaulation project:
Internet safety training for children and youth ages 6
tol8. Atlanta, GA: Boys & Girls Clubs of America and
National Center for Missing & Exploited Children.

Brookshire, M., & Maulhardt, C. (2005). Evaluation of
the effectiveness of the NetSmartz Program: A study of
Maine public schools. Washington DC: George Wash-
ington University.

Cassidy, W., Jackson, M., & Brown, K. (2009). Sticks
and stones can break my bones, but how can pixels hurt
me?: students' experiences with cyber-bullying. School
Psychology International, 30(4), 383-402.

Chibnall, S., Wallace, M., Leicht, C., & Lunghofer, L.
(2006). I-SAFE Evaluation: Final Report. Fairfax,
Virginia: Caliber.

Davis, K., & James, C. (2013). Tweens' conceptions of
privacy online: Implications for educators. Learning,
Media and Technology, (38)1, 4-25.

Davis, S., & Nixon, C. (2010). Preliminary results from
the youth voice research project: Victimization & strat-
egies. Retrieved from http://
www.youthvoiceproject.com/Y VPMarch2010.pdf.

De Haes, W., & Schuurman, J. (1975). Results of an
evaluation study of three drug education methods. In-
ternational. Journal of Health Education, 28(4),1-16.

Durlak, J. A. (1995). School-based prevention programs
for children and adolescents. Thousand Oakes, CA:
Sage Publications.

Durlak, J. A., Weissberg, R. P., Dymnicki, A. B., Taylor,
R. D., & Schellinger, K. B. (2011). The impact of en-
hancing students’ social and emotional learning: A me-

ta-analysis of school-based universal interventions.
Child Development, 82(1), 405-432.

Durlak, J. A., Weissberg, R. P., & Pachan, M. (2010). A
meta-analysis of after-school programs that seek to pro-
mote personal and social skills in children and adoles-

Page 8

cents. A merican Journal of Community Psychology, 45,
294-309.

Englander, E. K. (2012). Low risk associated with most
teenage sexting: A study of 617 18-year-olds. Bridge-
water, MA: Massachusetts Aggression Reduction Center,
Bridgewater State University.

Finkelhor, D., Turner, H., Ormrod, R., Hamby, S., &
Kracke, K. (2009). Children's exposure to violence: A
comprehensive national survey (NCJ#: 227744). Wash-
ington DC: Office of Juvenile Justice and Delinquency
Prevention, U.S. Department of Justice.

Finkelhor, D., Turner, H., Shattuck, A., & Hamby, S. (in
press). Violence, crime and abuse exposure in a national
sample of children and youth: An update. A rchives of
Pediatric Adolescent Medicine.

Finkelhor, D., Wolak, J., & Mitchell, K. J. (n.d.). Internet
safety education for teens: Getting it right. Durham, NH:
Crimes Against Children Research Center, University of
New Hampshire.

Guilamo-Ramos, V., Jaccard, J., Dittus, P., & Collins, S.
(2008). Parent-adolescent communication about sexual
intercourse: an analysis of maternal reluctance to com-
municate. Health Psychology, 27(6), 760.

Hahn, R., Fuqua-Whitley, D., Wethington, H., Lowy, J.,
Liberman, A., Crosby, A., et al. (2007). The effectiveness
of universal school-based programs for the prevention of
violent and aggressive behavior (Vol. 56). Atlanta, GA:
Centers for Disease Control and Prevention, U.S. Depart-
ment of Health and Human Services.

Hinduja, S., & Patchin, J. (2010). Sexting: A brief guide for
educators and parents. Cyberbullying Research Center.
Retrieved from http://www.cyberbullying.us/
Sexting_Fact Sheet.pdf.

Holtzman, D., & Rubinson, R. (1995). Parent and peer
communication effects on AIDS-related behavior among

US high school students. Family Planning Perspectives,
27(6), 235-268.

Jones, L. M. (2010). The future of internet safety education:
Critical lessons from four decades of youth drug abuse
prevention. Boston, MA.: Publius Project Project at the
Berkman Center for Internet & Society, Harvard Univer-
sity.

Jones, L. M., Mitchell, K. J., & Finkelhor, D. (2012).
Trends in youth internet victimization: Findings from

three youth internet safety surveys 2000-2010. Journal of
Adolescent Health 50(2), 179-186.

Jones, L., Mitchell, K. J., & Finkelhor, D. (2013). Online
harassment in context: Trends from three youth internet
safety surveys (2000, 2005, 2010). Psychology of Vio-
lence, 3(1), 53-69.

Jones, L.M., Mitchell, K.J., Walsh, W.A. (2014). A4 sys-
tematic review of effective youth prevention education:



Youth Internet Safety Programs

Implications for Internet safety education. Durham,
NH: Crimes Against Children Research Center
(CCRC), University of New Hampshire.

Kowalski, R. M., & Limber, S. P. (2007). Electronic bul-
lying among middle school students. Journal of 4 doles-
cent Health, 41(6), 22-30.

Lenhart, A. (2007). Cyberbullying. Washington D.C.:
Pew Internet and American Life Project. Retrieved
from: http://pewinternet.org/Reports/2007/
Cyberbullying.aspx.

Lenhart, A. (2009). Teens and sexting: How and why
minor teens are sending sexually suggestive nude or
nearly nude images via text messaging. Washington,
DC.: Pew Internet & American Life Project. Retrieved
from: http://pewinternet.org/Reports/2007/
Cyberbullying.aspx.

Lenhart, A., Madden, M., Smith, A., Purcell, K., Zickuhr,
K., & Rainie, L. (2011). Teens, kindness and cruelty on
social networking sites: How American teens navigate
the new world of “digital citizenship . Washington,
D.C.: Pew Internet & American Life Project. Retrieved
from: http://www.pewinternet.org/Reports/2011/Teens
-and-social-media.aspx.

Livingstone, S. (2009). Children and the Internet. Cam-
bridge, UK: Polity Press.

Lounsbury, K., Mitchell, K. J., & Finkelhor, D. (2011).
The true prevalence of "sexting". Durham, NH: Crimes
Against Children Research Center, University of New
Hampshire.

Mitchell, K. J., Finkelhor, D., Jones, L. M., & Wolak, J.
(2012). Prevalence and characteristics of youth sexting:
A national study. Pediatrics, 129(1), 13-20.

Mitchell, K. J., Finkelhor, D., & Wolak, J. (2001). Risk
factors and impact of online sexual solicitation of

youth. Journal of the American Medical Association,
285(23), 1-4.

Mitchell, K. J., Finkelhor, D., & Wolak, J. (2007). Online
requests for sexual pictures from youth: Risk factors
and incident characteristics. Journal of A dolescent
Health, 41, 196-203.

Mitchell, K. J., Jones, L. M., Finkelhor, D., & Wolak, J.
(2013). Understanding the decline in unwanted online
sexual solicitations: Findings from three Youth Inter-
net Safety Surveys. Child Abuse & Neglect, 37, 1225-
1236.

Mitchell, K. J., Wolak, J., & Finkelhor, D. (2007). Trends
in youth reports of unwanted sexual solicitations, har-
assment, and unwanted exposure to pornography on the
Internet. Journal of Adolescent Health, 40(116-126).

Mrazek, R., Hutton, G., & Cupit, J. (2006). LiveWires
internet safety program: Evaluation report. Lethbridge,
Alberta, Canada: The University of Lethbridge.

Page 9

Neundorf, K. A. (2002). The content analysis guidebook.
Thousand Oaks, CA: Sage Publications.

Patchin, J., & Hinduja, S. (2010). Traditional and nontradi-
tional bullying among youth: A test of general strain the-
ory. Youth and Society, 43(2), 727-751.

Pereda, N., Guilera, G., Forns, M., & Gémez-Benito, J.
(2009). The prevalence of child sexual abuse in commu-
nity and student samples: A meta-analysis. Clinical Psy-
chology Review, 29(4), 328-338.

Perkins, H. W. (2002). Social norms and the prevention of
alcohol misuse in collegiate contexts. Journal of Studies
on Alcohol and Drugs, 14, 164-172.

Perkins, H. W., Craig, D. W., & Perkins, J. M. (2011). Us-
ing social norms to reduce bullying: A research interven-
tion among adolescents in five middle schools. Group
Processes and Intergroup Relations, 14(5), 703-722.

Petrosino, A., Turpin-Petrosino, C., & Buehler, J. (2003).
Scared Straight and other juvenile awareness programs
for preventing juvenile delinquency: A systematic review
of the randomized experimental evidence. The ANNALS
of the American Academy of Political and Social Science,
589(1), 41-62.

Pruitt-Mentle, D., Pusey, P., & Grahek, B. (2009).
iKeepSafe/D.A.R.E. cyberbullying extension unit evalua-
tion report. College Park, MD: Educational Technology
Policy, Research and Outreach (ETPRO).

Raskauskas, J., & Stoltz, A. D. (2007). Involvement in tra-
ditional and electronic bullying among adolescents. De-
velopmental Psychology, 43(3), 564-575.

Ringold, D. J. (2002). Boomerang effects in response to
public health interventions: Some unintended conse-
quences in the alcoholic beverage market. Journal of
Consumer Policy, 25, 27-63.

Rispens, J., Aleman, A., & Goudena, P. P. (1997). Preven-
tion of child sexual abuse victimization: A meta-analysis
of school programs. Child Abuse & Neglect, 21(10), 975-
987.

Rooney, B. L., & Murray, D. M. (1996). A meta-analysis of
smoking prevention programs after adjustment for errors
in the unit of analysis. Health Education Quarterly, 23(1),
48-64.

Stice, E., Shaw, H., Bohon, C., Marti, C. N., & Rohde, P.
(2009). A meta-analytic review of depression prevention
programs for children and adolescents: Factors that pre-

dict magnitude of intervention effects. Journal of Con-
sulting and Clinical Psychology, 77(3), 486-503.

Stice, E., Shaw, H., & Marti, C. N. (2006). A meta-analytic
review of obesity prevention programs for children and
adolescents: The skinny on interventions that work. Psy-
chological Bulletin, 132(5), 667-691.

Suicide Prevention Resource Center. (n.d.). Suicide and
bullying: Issue brief. Washington D.C.: Author. Re-



Youth Internet Safety Programs

trieved at: http://www.sprc.org/sites/sprc.org/files/
library/Suicide Bullying Issue Brief.pdf.

The Collaborative for Academic Social and Emotional
Learning (CASEL). (2003). Safe and sound: An educa-
tional leader's guide to evidence-based social and emo-
tiaonl learning (SEL) programs. Chicago, IL: Author.

Tobler, N. S. (1992). Drug prevention programs can
work: Research findings. Journal of A ddictive Diseas-
es, 11(3), 1-28.

Tobler, N. S., & Stratton, H. H. (1997). Effectiveness of
school-based drug prevention programs: A meta-
analysis of the research. The Journal of Primary Pre-
vention, 18(1), 71-128.

Werch, C. E., & Owen, D. M. (2002). Iatrogenic effects
of alcohol and drug prevention programs. Journal Of
Studies On Alcohol, 63(5), 581-590.

Wolak, J., & Finkelhor, D. (2011). Sexting: A typology.
Durham, NH: Crimes Against Children Research Cen-
ter, University of New Hampshire.

Wolak, J., Finkelhor, D., & Mitchell, K. J. (2012). How
often are teens arrested for sexting? data from a nation-
al sample of police cases. Pediatrics, 129(1), 4-12.

Wolak, J., Finkelhor, D., Mitchell, K. J., & Ybarra, M. L.
(2008). Online predators and their victims: Myths, real-
ities, and implications for prevention treatment. A meri-
can Psychologist, 63(2), 111-128.

Wolak, J., Mitchell, K. J., & Finkelhor, D. (2006). Online
victimization: 5 years later. Alexandria, VA: National
Center for Missing & Exploited Children.

Ybarra, M. L., Boyd, D., Korchmaros, J. D., & Oppen-
heim, J. (2012). Defining and measuring cyberbullying
within the larger context of bullying victimization.
Journal of Adolescent Health, 51, 53-58.

Ybarra, M. L., Diener-West, M., & Leaf, P. J. (2007).
Examining the overlap in Internet harassment and
school bullying: Implications for school intervention.
Journal of Adolescent Health, 41(6), 42-50.

Ybarra, M. L., Espelage, D. L., & Mitchell, K. J. (2007).
The co-occurrence of internet harassment and unwant-
ed sexual solicitation victimization and perpetration:
associations with psychosocial indicators. Journal of
Adolescent Health, 41(6), 31-41.

Ybarra, M. L., & Mitchell, K. J. (2007). Prevalence and
frequency of Internet harassment instigation: implica-
tions for adolescent health. Journal of A dolescent
Health, 41, 189-195.

Ybarra, M. L., Mitchell, K. J., Finkelhor, D., & Wolak, J.
(2007). Internet prevention messages: targeting the
right online behaviors. 4 rchives of Pediatric and A do-
lescent Medicine, 161, 138-145.

Page 10



APPENDIX A
Table 1. ISE Materials Reviewed by Content Evaluation

Topic: Topic:
Internet | Online | Topic: | Topic: | Coding
Program Presentations/Lessons Target Age! | Predators | Harass. | Sexting | Other> | Form?
Netsmartz | Presentations |
Tweens PowerPoint Presentation MS L
Teens PowerPoint Presentation HS L
Assemblies Grade 3-6 E S
Router’s Birthday Surprise E S
Videos w/ Activity Cards
Terrible Text MS, HS L
Survivor Diaries MS, HS L
Amy's Choice MS, HS L
Attitude Overdrive Older E, MS L
Cyberbullying Broken friendship MS, HS L
Cyberbullying You can't take it back MS, HS L
Julie's Journey MS, HS L
Tracking Teresa MS, HS S
Miketosis Older E, MS S
Posts 2 Be Private Older E, MS S
Profile Penalty Older E, MS S
Don't Open that File E S
Boy who loved IM E S
Password Rap E S
i-SAFE Cyberbullying MS L
Examining the Risks: Willing Participation MS L
Thinking Things Through--Online Friending MS, HS S
iKeepSafe | Google Digital Literacy Tour Workshops: Playing and Not specified L
Staying Safe Online
Google Digital Literacy Tour Workshops:Detecting Lies | Not specified S
and Staying True
Google Digital Literacy Tour Workshops: Steering Clear | Not specified S

of Cyber Tricks




Topic: Topic:
Internet | Online | Topic: | Topic: | Coding
Program Presentations/Lessons Target Age! | Predators | Harass. | Sexting | Other? | Form?®
Project PRO (Privacy and Reputation Online) Older E, MS, S
HS
DARE/iKeepSafe Cyberbullying Curriculum E S
Faux Paw Meets the First Lady: How to Handle E S
Cyberbullying
Faux Paw Adventures on the Internet E S
Web Wise | It’s Your Call MS L
Kids Missing MS L
Mirror Image HS L
Be Seen MS, HS L
Air Dogs HS S

Note: Shaded areas represent topics covered by each reviewed program.
'E=Elementary, Grades K-6; Older E=Older Elementary, Grades 5-6; MS=Middle School, Grades 7-8; HS=High School, Grades 9-12

20ther digital literacy and citizenship topics: privacy, online reputation, avoiding cyber-scams, illegal downloads etc.
3L=Long Form; S=Short Form




APPENDIX B
Table 2. Checklist for Effective Prevention Education Elements for
Internet Safety Materials directed at Middle and High School Youth

Skill-Based Objectives Active Learning

Program

Curriculum

Structured
Lessons

A) Skill-
based
lessons

B) Research links
skills and
problem
reduction

A) Role-

playing
activities

B) Discussion
periods

Adequate
Dose

Added
Learning
Oppor-
tunities

Netsmartz

Tweens Presentation

Teens Presentation

Terrible Text

Survivor Diaries

Amy's Choice

Attitude Overdrive

N ANANENENENEN

NERSRVANRNE

Cyberbullying Broken
friendship

Cyberbullying You
can't take it back

<\

<\

Julie's Journey

iKeepSafe

Google Digital
Literacy Tour: Playing
and Staying Safe
Online

<<

<<

Web Wise
Kids

It’s Your Call

Missing

Mirror Image

Be Seen

i-SAFE

Cyberbullying

Examining the Risks:
Willing Participation

VAN

ANINIENENEN N




APPENDIX C

Table 3. Inclusion of Research-Based Messages for Internet Safety Materials directed at Middle and High School Youth
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Research-Based ISE Messages 2121212122229 x Zlsl sl 2| @laog
Sexual Solicitations/Internet Predators®
1. Internet predator cases are rare. n n - | n n - - - |'n - - ni| nj - - n
2. There is a difference between unwanted
. ni|n - n|n - - - |n - -l n|{n| - - n
sexual requests and internet predators.
3. There are a number of different options for v iy | - |nlnl-]-|-1|n ) inlnl - ) 0
responding to a sexual solicitation.
4. There are a number of reasons why it may be | ) S IR R ) i ) )
hard to tell an adult. y y 1y y |y y
5. Internet predator cases typically involve
flattery and feelings of being close to the Yy ly |-y ly]| - - -1y - -y ly | - - y
adult.
6. We are still learning about what online
. . n|ni|-|n/|n - - - /n - -ln|nj| - - n
behaviors are risky.
7. Sexual assault by someone you know in
. . n|ini|-1|n/|n - - - |n - - ln|nj| - - n
person is a greater risk.
TOTAL (# out of 7) 2 | 3 - 2 | 2 - - -1 - -l 212 - - 2

Note: NS=Netsmartz; IKS=IKeepSafe; WWK=WebWiseKids

! 1. Finkelhor, Wolak, and Mitchell (n.d.); Wolak et al. (2008); 2. Wolak et al. (2008); 3. Mitchell, Wolak, et al. (2007); Wolak, Mitchell, and Finkelhor (2006);
4. Guilamo-Ramos, Jaccard, Dittus, and Collins (2008); Holtzman and Rubinson (1995); Mitchell et al. (2001); Wolak et al. (2008); 5. Finkelhor et al. (n.d.);
Wolak et al. (2008); 6. Finkelhor et al. (n.d.); Wolak et al. (2008); Ybarra, Mitchell, et al. (2007); 7. Mitchell et al. (2011); Pereda et al. (2009)
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Sexting?
1. Most youth do not “sext.” n n - - - - - - - - n - - R R R
2. Sexting usually happens in the context of a
. X ) ni|y| - - - - - - |- - y | - | - | - - -
relationship or goofing off.
3. Youth are likely to feel many different ways | I U Y N R I ) o ) i
when they get a request to “sext.” y y
4. The most important thing is to not forward
. . . 3 ni{n| - - - - - - |- - y | - | - | - - -
sexual pictures if you receive them?,
5. Most police intervention happens in cases of
blackmail, bullying, or forwarding without n|n - - - - - - - - ni|-1-/1- - -
permission.
TOTAL (# out of 5) 0| 2 - - - - - - - - 3| - | -] - - -
Online harassment/Cyberbullying*
Materials provide information that...
1. Most youth do not engage in cyberbullying. n|in|n - - n|{n|n/|- n ni|-1-1_n n -

2 1. Englander (2012); Lenhart (2009); Lounsbury, Mitchell, and Finkelhor (2011); Mitchell et al. (2011); 2. Lenhart (2009); Lounsbury et al. (2011); Mitchell et
al. (2011); 3. Englander (2012); Lenhart (2009); Lounsbury et al. (2011); Mitchell et al. (2011); 4. Hinduja and Patchin (2010); Wolak and Finkelhor (2011); 5.
Wolak and Finkelhor (2011); Wolak et al. (2012).

3 Based on research indicating that explicit pictures forwarded without permission result in the most distress for youth and a greater chance of law enforcement
involvement.

4 1. (Jones et al., 2013; Kowalski & Limber, 2007; Lenhart, 2007; Ybarra et al., 2012; Ybarra & Mitchell, 2007); 2. Agatston, Kowalski, and Limber (2007); 3.
Suicide Prevention Resource Center (n.d.); 4. Patchin and Hinduja (2010); 5. Agatston et al. (2007); 6. Agatston et al. (2007); 7. Cassidy, Jackson, and Brown
(2009); Lenhart et al. (2011); 8. Beran and Li (2007); Lenhart (2007); Raskauskas and Stoltz (2007).
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2. There are a lot of different options for
handling online harassment. YO Yy - pye e y o P Y i
3. Online harassment can feel bad in a number
of ways, but does not usually end insuicides | " | X [ X | " | [ Y | " [ Y- n y Sy i
4. There are strategies you can use to de-
escalate when you feel angry or disrespected. | 2 | " | " | | | " M| "] n oo P " i
5. Teasing and put-downs online or offline may n N ) ) N ) N I U 0 i
be harassment even if they seem harmless. y y y y
6. Bystanders can help in a number of different
ways (examples shown/given).® NNy - - Y npn e n Yo - Yy i
7. Adults may be helpful in a number of
different ways (examples shown/given).’ R L e e A R L n Yo |- |nyn i
8. A lot of bullying happens offline too and
kind behavior should be practiced n|n/|n - - ni|nj|n/|- n ni|-1-1_n n -
everywhere.
TOTAL (# out of 8) 2 1 31| 3 - - 4101 2| - 1 4| - | - | 4 2 -

> Based on research showing experiences of online harassment victimization range from not upsetting to very distressing. Although bullying and online

harassment are risk factors for suicidal ideation and attempts, suicide as an outcome is rare, and has complex and multiple causes. Experts caution against

portraying suicide as caused by bullying or cyberbullying (see for example: http://www.stopbullying.gov/at-risk/effects/index.html).
6 Based on research indicating that youth have questions about how to help as a bystander.
" Based on research showing that many youth do not report because they do not know if adults can help. Materials showing helpful adults can both encouraging

reporting, as well as help educate adults on ways that are helpful to respond.
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APPENDIX D
Table 4. Key Educational Messages of Reviewed ISE Materials

ISE Lessons
ISE Lessons Aimed at ISE Lessons
Aimed at Elementary Focused on
MS/HS Youth School Youth Digital Literacy Total
(n=16) (n=8) (n=9) (n=33)
Key ISE Messages Examples #(%0) #(%0) #(%0) #(%0)
Tell a trusted adult or report | “Tell someone if you are cyberbullied.”
if anything makes you “Tell a trusted adult as soon as you become
uncomfortable online or you | uncomfortable with an online discussion.” 14 (88%) 5 (63%) 3 (33%) 22 (67%)
get into trouble
Don’t share or post personal | “Don’t share private information.”
information online “Never give out personal information.” 12 (75%) 6 (75%) 3 (33%) 21 (64%)
“Don’t share your name and address.”
Be respectful online/Don’t “Don’t be mean.”
bully “Don’t say anything online you wouldn’t say to 11 (69%) 2 (25%) 2 (22%) 15 (45%)
someone’s face.”
Il?érllk before you post or Think before you click. 8 (50%) 1(13%) 6 (66%) 15 (45%)
Check privacy settings and “Understand and personalize your SNS privacy
watch who you “friend” on settings.” 7 (44%) 3 (38%) 5 (55%) 15 (45%)
social network sites “You may not know friends of friends.”
Be wary of people you meet “N.eve,r’ meet in person with anyone you meet 8 (50%) 5 (63%) 0 (0%) 13 (39%)
online online.
Consider what the “Negative information on SNS profiles will
information you put online affect athletic and job opportunities.” 6 (38%) 1 (13%) 5 (55%) 12 (36%)
says about you
What you put online can “Once you post or text something, it is out of
spread quickly and in ways your hands.” 4 (25%) 2 (25%) 0 (0%) 6 (18%)
you cannot control
Watch out for e-scams “Scan attachments before opening them.” 0 (0%) 1 (13%) 3 (33%) 4 (12%)




